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paper in order to specify the experimental procedure adequately. Such identification does not imply
recommendation or endorsement of any product or service by NIST, nor does it imply that the materials or
equipment identified are necessarily the best available for the purpose.

There may be references in this publication to other publications currently under development by NIST in
accordance with its assigned statutory responsibilities. The information in this publication, including concepts and
methodologies, may be used by federal agencies even before the completion of such companion publications.
Thus, until each publication is completed, current requirements, guidelines, and procedures, where they exist,
remain operative. For planning and transition purposes, federal agencies may wish to closely follow the
development of these new publications by NIST.

Organizations are encouraged to review all draft publications during public comment periods and provide feedback
to NIST. Many NIST cybersecurity publications, other than the ones noted above, are available at
https://csrc.nist.gov/publications.
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Abstract

The Cybersecurity Framework Profile for Artificial Intelligence (Al) Profile (“Cyber Al Profile” or
“The Profile”) will provide guidelines for managing cybersecurity risk related to Al systems as
well as identifying opportunities for using Al to enhance cybersecurity capabilities. The Profile is
organized using the NIST Cybersecurity Framework 2.0 outcomes (Functions, Categories, and
Subcategories). This Preliminary Draft is shared along with a request for public comment to
solicit feedback on the planned direction and content. Comments received will inform the initial
public draft. More information about this project, including a roadmap, is available on the
National Cybersecurity Center of Excellence (NCCoE) Cyber Al Profile project page.

Keywords

artificial Intelligence; Community Profile; Cyber Al Profile; Cybersecurity Framework; risk
management.

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof-of-concept implementations, and technical analyses to advance
the development and productive use of information technology. ITL’s responsibilities include
the development of management, administrative, technical, and physical standards and
guidelines for the cost-effective security and privacy of other than national security-related
information in federal information systems.

Note to Reviewers

The purpose of this Preliminary Draft is to share insights regarding the direction of technical
content in the Cyber Al Profile. NIST welcomes feedback and input on any aspect of this
publication. Specifically, NIST seeks feedback on:

1. Document structure and topics:

a) How do you envision using this publication? What changes would you like to
see to increase/improve that use?

b) How do you expect this publication to influence your future practices and
processes?
c) Are the proposed topics in this document sufficient to help your organization

prioritize cybersecurity outcomes for Al?
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2. Focus Area descriptions (Section 2.1):
a) How well do the Focus Area descriptions reflect the scope and characteristics

of Al usage? Are any characteristics missing, and if so, what are they and how
should we describe them?

3. Profile content (Sections 2.3-2.8):

a) When thinking about applying the Cyber Al Profile, how useful (or not) is it
for all three Focus Areas to be shown alongside each other (as they are
currently reflected)? What value might there be in providing Profile content
for each Focus Area separately?

b) What format(s) would be useful for providing the information in the Cyber Al
Profile (e.g., a spreadsheet/workbook, the NIST Cybersecurity and Privacy
Reference Tool (CPRT))?

c) How well do the priorities and considerations discussed in Sections 2.3-2.8
relate to existing practices and standards leveraged by your organization?
Are there significant gaps between current practices and those that are
necessary to address unique characteristics of Al in each Focus Area that this
publication should address? How should the Al-specific considerations
inform the prioritization of each Subcategory?

d) NIST published the Cybersecurity Framework (CSF) 2.0 Informative
References and Implementation Examples to show potential ways to achieve
the outcome in each Subcategory. This preliminary draft includes examples
of Informative References for the Cyber Al Profile. Further literature review is
in progress and NIST is seeking more input on Informative References to
include. Which additional Al cybersecurity guidelines, standards, best
practices, or mappings are you using that you recommend adding as
Informative References for the Cyber Al Profile? For any Informative
References you recommend, please share with us why you recommend them
as well as how and why you would prioritize them for this document.

4, Glossary (Appendix B):

a) NIST welcomes requests and suggestions for terms that should be added to
this document’s Glossary.

Commenters are encouraged to use the comment template provided on the NCCoE’s Cyber Al
Profile project page for responses to the question set and for specific comments on the text of
the document. You may also submit your feedback and completed comment templates to the
project team at cyberaiprofile@nist.gov. The deadline to submit comments is 11:59 p.m.
Eastern Time on January 30, 2026.

All comments are subject to release under the Freedom of Information Act.
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Call for Patent Claims

This public review includes a call for information on essential patent claims (claims whose use
would be required for compliance with the guidance or requirements in this Information
Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be
directly stated in this ITL Publication or by reference to another publication. This call also
includes disclosure, where known, of the existence of pending U.S. or foreign patent
applications relating to this ITL draft publication and of any relevant unexpired U.S. or foreign
patents.

ITL may require from the patent holder, or a party authorized to make assurances on its behalf,
in written or electronic form, either:

a) assurance in the form of a general disclaimer to the effect that such party does not hold
and does not currently intend holding any essential patent claim(s); or

b) assurance that a license to such essential patent claim(s) will be made available to
applicants desiring to utilize the license for the purpose of complying with the guidance
or requirements in this ITL draft publication either:

i.  under reasonable terms and conditions that are demonstrably free of any unfair
discrimination; or

ii.  without compensation and under reasonable terms and conditions that are
demonstrably free of any unfair discrimination.

Such assurance shall indicate that the patent holder (or third party authorized to make
assurances on its behalf) will include in any documents transferring ownership of patents
subject to the assurance, provisions sufficient to ensure that the commitments in the assurance
are binding on the transferee, and that the transferee will similarly include appropriate
provisions in the event of future transfers with the goal of binding each successor-in-interest.

The assurance shall also indicate that it is intended to be binding on successors-in-interest
regardless of whether such provisions are included in the relevant transfer documents.

Such statements should be addressed to: cyberaiprofile@nist.gov
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Executive Summary

Recent advancements in Artificial Intelligence (Al) technology introduce new cybersecurity
opportunities and challenges for organizations. Long active in both cybersecurity and Al, NIST
has worked closely with stakeholders in conducting research and advancing standards and
technology. NIST is utilizing its cybersecurity and Al resources to assist organizations in
addressing these new Al opportunities and challenges.

Working with the cybersecurity and Al communities, NIST is creating the Cybersecurity
Framework Profile for Artificial Intelligence Profile (“Cyber Al Profile” or “The Profile”) to create
a consistent and common approach for discussing how Al advances inform organizations’
cybersecurity risk management strategies, as well as to provide a resource for organizations to
strategically adopt Al while addressing and prioritizing emerging cybersecurity risks stemming
from advancements in Al. The Cyber Al Profile is not meant to replace existing frameworks, but
provides prioritized cybersecurity guidelines for organizations securing Al, using Al to enhance
cybersecurity defenses, or defending against adversarial uses of Al. The Cyber Al Profile will use
the CSF 2.0 Functions, Categories, and Subcategories to provide informed, structured,
technology-neutral recommendations for cybersecurity and Al professionals.

The Cyber Al Profile will address the following three Focus Areas:

e Securing Al System Components (Secure): Focuses on identifying cybersecurity
challenges when integrating Al into organizational ecosystems and infrastructure.

e Conducting Al-Enabled Cyber Defense (Defend): Focuses on identifying opportunities to
use Al to enhance cybersecurity processes and activities, and understanding challenges
when leveraging Al to support defensive operations.

e Thwarting Al-Enabled Cyber Attacks (Thwart): Focuses on building resilience to protect
against new Al-enabled threat vectors.

This document is a Preliminary Draft of the Cyber Al Profile. The Preliminary Draft is intended to
convey current thinking regarding the direction of the technical content, identify additional
Informative References that the document should include, and to seek feedback from the
public to inform the Initial Public Draft.
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1. Introduction

The National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) 2.0
provides voluntary guidance to help organizations manage, reduce, and communicate
cybersecurity risks. The Framework was created through collaboration with a wide range of
stakeholders and encourages a prioritized, risk-based approach to addressing cybersecurity
issues. The NIST Artificial Intelligence Risk Management Framework (Al RMF) broadly addresses
the responsible use of Artificial Intelligence (Al) systems and points to the NIST CSF and NIST
Risk Management Framework (RMF) as some of the available tools for managing any associated
cybersecurity risks.

Although the Frameworks present a variety of mitigations, Community Profiles apply the CSF to
prioritize cybersecurity outcomes in a specific context. The Cybersecurity Framework Profile for
Artificial Intelligence (Al) Profile (“Cyber Al Profile” or “The Profile”) serves this purpose for Al.
NIST is also in the process of developing a series of NIST Special Publication (SP) 800-53 Control
Overlays for Securing Al Systems (COSAIS) as implementation-focused guidelines to help
organizations customize and prioritize the most critical controls to consider when using Al
systems.

To develop this Cyber Al Profile, the NIST engaged stakeholders from government, academia,
and industry to better understand the current state of the cybersecurity challenges facing the
Al and cybersecurity communities. NIST first published the Cybersecurity and Al Workshop
Concept Paper in February 2025 to gather stakeholder perspectives on a CSF Community Profile
based on the intersection of cybersecurity and Al. These perspectives were discussed in a public
workshop held by NIST in April 2025. In April 2025, NIST conducted a public workshop focused
on the benefits and challenges associated with leveraging Al in organizational and cybersecurity
operations. This workshop also focused on how organizations can leverage existing NIST
Frameworks, such as the CSF, RMF, Al RMF, and the Privacy Framework to help address the
identified challenges. Participants also explored the scope and practical applications of the
Cyber Al Profile. NIST published reflections from the April 2025 workshop to document the
concepts identified in the workshop, including the benefits, concerns, and challenges associated
with adopting Al, the current state of relevant cybersecurity risk management practices [1],
gaps in securely implementing and leveraging Al for organizational operations, as well as
thwarting Al-enabled cybersecurity attacks.

As a follow-on effort, in August and September of 2025, NIST conducted three public working
sessions designed specifically to identify cybersecurity priorities needed to develop the Cyber Al
Profile. Each working session explored one of the three Focus Areas, with the intention of
learning more from the Al and cybersecurity communities about what support cybersecurity
programs need as they manage the impacts of Al to their organization. Materials from these
working sessions can be found on each event page under the Post Event Materials section
(Conducting Al-enabled Cyber Defense, Securing Al System Components, and Thwarting Al-
enabled Cyber Attacks).

As a Preliminary Draft, this Profile is still in development.
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1.1. Purpose

In discussions with members of the Al and cybersecurity communities, it was strongly suggested
that there would be value in developing guidance based on the CSF to address the
cybersecurity challenges related to Al adoption and use. Organizations may vary on whether
and how they are using Al within their operations—some may not yet be using Al, and some
may only be using cybersecurity solutions enabled with basic machine learning (ML) technology
for pattern detection and planning, and some may be exploring newer and transformational Al
capabilities, such as Generative Al (GenAl).

However, regardless of where organizations are on their Al journey, their cybersecurity
programs need risk management approaches that support and integrate the realities of
advancements in Al. The Cyber Al Profile is intended to support cybersecurity programs as they
manage the impacts of advancements in Al to their organization by helping organizations
secure Al system components, such as models, agents, algorithms, prompts, and data; take
advantage of the new opportunities Al offers to improve cybersecurity defenses; and prepare
for changes to the threat landscape based on adversarial use of Al.

In doing so, the Profile seeks to help organizations integrate Al-specific considerations into
existing cybersecurity programs by:

e Establishing a shared understanding of Al-related cybersecurity priorities and
considerations for any organization;

e Fostering collaboration and communication across the Al and cybersecurity
communities; and

e Providing common Al cybersecurity target outcomes that organizations can use to
support strategic planning efforts and cybersecurity assessments, based on the CSF
Core.

The Cyber Al Profile provides information that organizations can integrate into existing
cybersecurity programs to manage Al opportunities and risk alongside other systems, data and
technologies. Like any new technology, implementing Al can introduce new risks. Al can make
mistakes, offer confident yet incorrect answers, leak sensitive data, and be manipulated by
attackers. And, just like other types of systems, organizations strive for Al systems that are
trustworthy and support organizational objectives for demonstrating responsibility and
accountability. In addition to the feedback on the Concept Paper, the public workshop, and the
three COIl working sessions, an on-going and in-depth literature review informed the creation of
this Profile. This Profile builds on and highlights existing work in the cybersecurity and Al fields
useful to organizations as they endeavor to update their cybersecurity risk management
approaches. The Cyber Al Profile also aims to facilitate collaboration and mutual understanding
between the cybersecurity and Al communities to address shared risks and opportunities.

1.2. Scope

The term Artificial Intelligence has a long history with broad connotations and many different
meanings depending on when the term is being used and other contextual factors. Due to the
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rapidly evolving nature of the field, and an effort to create a publication which is useful and
flexible long into the future, this Profile does not assert a definition of the term “Al” and leaves
application of this Profile open to the broadest sense of the term?.

The Profile does, however, offer examples of Al throughout to facilitate understanding and use
of this document and uses the term “Al systems” throughout the Profile to refer to any systems
that are using Al capabilities, whether they are stand-alone Al systems or applications,
infrastructure, and organizations that incorporate Al. Examples of types of Al systems in
common use include, but are not limited to:

e Large Language Models (LLMs) for understanding, interacting with, generating, and
summarizing language-based content.

e Generative Al systems for content such as text, code, images, video, and audio.
e Domain-specific optimization systems such as for scheduling or load balancing.
e Prediction and anomaly detection systems.
e Expert systems.
e Data mining, “big data,” and recommendation systems.
e Search engines.
e Automated and agentic systems.
Al systems may be based on algorithms and techniques that include, but are not limited to:

e Statistical machine learning (such as regression, clustering, genetic algorithms, decision
trees, and deep learning neural networks).

e Logic and symbolic reasoning (such as inductive logic programming, human-created
heuristic rules, and fuzzy logic).

e Heuristic search and planning (such as A* search).

e Reinforcement and apprentice learning (such as reinforcement learning with human
feedback (RLHF)).

e Ensemble, hybrid, and neuro-symbolic techniques.

There are many cybersecurity considerations which impact all these systems, algorithms, and
techniques. In many cases, there may be specific types of Al which have unique considerations.
These will be highlighted throughout the Cyber Al Profile.

The discussions in this Cyber Al Profile are oriented around three Focus Areas:

e Securing Al System Components (Secure)

L NIST’s Al RMF “refers to an Al system as an engineered or machine-based system that can, for a given set of objectives, generate outputs such
as predictions, recommendations, or decisions influencing real or virtual environments. Al systems are designed to operate with varying levels
of autonomy (Adapted from: OECD Recommendation on Al:2019; ISO/IEC 22989:2022)” The specific types of Al systems are intentionally left
broad. There are many types of Al, each with their own set of considerations, mitigations, and response strategies. This document covers broad
considerations that encompass most types of Al systems to maintain relevance in the near-term evolution of the field.
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e Conducting Al-Enabled Cyber Defense (Defend)
e Thwarting Al-Enabled Cyber Attacks (Thwart)

This Profile organizes discussions about the cybersecurity implications for these three Focus
Areas around the Functions, Categories, and Subcategories of the CSF Core. Considerations
beyond cybersecurity are outside the scope of the Cyber Al Profile.

1.3. Audience

The Cyber Al Profile is intended for any organization
that: To complement this Cyber Al Profile and

e s using Al technologies, whether they are support the adoption of the Al Risk
stand-alone Al systems (e.g., chatbots and Management Framework, NIST is developing
document summarizers) or Al-enabled a series of Control Overlays for Securing Al
capabilities that are integrated into other sistemsiCOsAla  HSIRgie bTapecial

Publication (SP) 800-53 controls. Control
overlays enable organizations and

systems (e.g., Al for analyzing and balancing
demand across a power grid), regardless of
whether the organization builds or purchases
Al technologies;

communities of interest to tailor the controls
(or control baselines) for their specific
context and needs. COSAIS will provide

e Would like to understand and capitalize on additional implementation-focused
the cybersecurity capabilities Al can provide guidelines and assist users and developers of
(e.g., Al analytics in cybersecurity tools); Al systems manage unique risks in different

. use cases:
e Would like to better understand and defend

against Al-enabled cyber-attacks (e.g., against
adversaries using Al to generate convincing
malicious emails); and

e Adapting & Using Generative Al

e Using & Fine-Tuning Predictive Al

e Using Agentic Al: Single Agent &
Multi-Agent

e Is developing Al systems. Learn more about the Control Overlays for Al

. . L Project, Slack space, and how to join the
This Cyber Al Profile can be used by organizations to

identify and communicate cybersecurity expectations
regarding Al with internal and external stakeholders. e

The Profile can also be used by organizational to overlays-securing-ai@list.nist.gov.
leadership to generate priorities tailored to the K /

operational aspects of the organization.

Slack channel at:
https://csrc.nist.gov/projects/cosais

1.4. Document Structure

The remainder of this document is organized into the following sections:

e Section 2 discusses Focus Areas and provides the proposed prioritized Subcategories
and considerations for each Focus Area, which comprises the Cyber Al Profile.

e Section 3 contains cited resources.
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e Appendix A contains a list of symbols, abbreviations, and acronyms used in the Profile.
e Appendix B will contain a glossary in future drafts.

e Appendix C contains an overview of the NIST CSF.

e Appendix D provides ideas for using the Cyber Al Profile
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2. The Cyber Al Profile

NOTE: This section may expand in the IPD if NIST receives feedback that more information is
needed to explain the Focus Areas.

The Cyber Al Profile is organized by the elements of the CSF (Functions, Categories, and
Subcategories) and Focus Areas. The Profile assumes organizations already have a cybersecurity
program in place and provides additional considerations based on an organization’s
deployment and use of Al systems. Content in the Cyber Al Profile was developed based on
literature review, inputs from subject matter experts, and working sessions held with
stakeholders and the public.

2.1. Focus Areas

The intersection of cybersecurity and Al has multiple facets. To provide an organizing construct
the Cyber Al Profile offers three Focus Areas that are based on inputs from stakeholders, each
with a single keyword for ease of reference in the detailed Cyber Al Profile discussions. The
Focus Areas are:

e Securing Al System Components (Secure): Focuses on managing cybersecurity
challenges when integrating Al into organizational ecosystems and infrastructure.

e Conducting Al-Enabled Cyber Defense (Defend): Focuses on identifying opportunities to
use Al to enhance cybersecurity processes and activities, and understanding challenges
when leveraging Al to support defensive operations.

e Thwarting Al-Enabled Cyber Attacks (Thwart): Focuses on building resilience to protect
against new Al-enabled threat vectors.

While the three Focus Areas each address Al-related cybersecurity risk from a different angle,
they share some commonality, and each Focus Area enables the other two. The paragraphs
that follow provide an overview of these distinctions and relationships, which are summarized
in Fig. 1 below.

Secure focuses on managing cybersecurity challenges when integrating any type of Al system
into an organization’s environment, while considering how an organization’s cybersecurity
program may need to adapt to accommodate the unique needs of Al systems. Defend focuses
on how organizations can capitalize on the opportunities Al offers to improve their
cybersecurity defensive capabilities, such as taking advantage of new efficiencies. While Secure
considers the cybersecurity needs for integrating and managing a broad spectrum of Al
systems, Defend considers how Al helps organizations better and more proactively conduct
cybersecurity activities. Both Focus Areas often work hand in hand—when Al systems are well
secured, Al-enabled defenses are better able to find and react to threats targeting those
systems.

Secure enables an organization’s foundational cybersecurity practices, which integrate with
resilience measures to prevent Al-enabled attack addressed by Thwart. Thwart acknowledges
that Al can play a significant role in helping adversaries become more sophisticated in their
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attack methods and carry out attacks more efficiently. The knowledge regarding adversarial use
of Al from Thwart in turn provides insights that help an organization build resiliency into its
overall cybersecurity program under Secure.

Together, the cybersecurity considerations for these three Focus Areas Help organizational
cybersecurity programs Secure their Al systems, take advantage of new Al capabilities to
Defend their organizations, and proactively Thwart Al-enabled attacks, and strengthen
cybersecurity defenses based on known threats.
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Managing
Al-related

Cybersecurity
Opportunities
and Risks

Fig. 11: Relationship Between Cyber Al Profile Focus Areas

The scope and characteristics of each Focus Area are described in the subsections that follow.
The Focus Area descriptions informed the decisions made when developing the Cyber Al Profile
content in Sections 2.3-2.8.

2.1.1. Securing Al System Components (Secure)

The Secure Focus Area supplements existing cybersecurity and risk management best practices
to address novel, expanded, and altered attack surfaces associated with the integration of Al
systems into an organization, its ecosystems, and its infrastructure. This covers the Al systems
themselves, their supply chains, including data and machine learning infrastructure, and the
other systems and data that the Al system relies on.

Al systems are becoming increasingly important to day-to-day business operations in many
sectors. Examples of uses of Al that fall within the scope of Secure include, but are not limited
to:

e Restaurants to forecast demand and take/make orders.
e |nsurance companies to determine risk and premiums.

e Power grids to balance loads.
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e Companies and individuals to filter, prioritize, summarize, generate, and proofread
emails, reports, and other documents.

e Customer service organizations to perform initial interactions with customers.

Each of these sectors and users may have methods for handling cybersecurity challenges but
are still seeking to understand how Al-augmented systems change these cybersecurity risks.
Compared to other types of computer systems, Al behavior and vulnerabilities tend to be more
contextual, dynamic, opaque, and harder to predict, as well as more difficult to identify, verify,
diagnose, and document, when they appear. Once issues are identified, they can also be
difficult to mitigate as some vulnerabilities are inherent to the Al model or the underlying
training data and machine-learning infrastructure.

Al presents organizations with opportunities to improve cybersecurity processes while also
introducing new considerations. Each organization will need to determine how to appropriately
assess and manage the impacts of adopting and using Al. Cybersecurity practitioners need to
implement a range of measures related to Al systems, including addressing Al considerations in
employee training, securing the Al systems from adversarial inputs, and maintaining data
quality and integrity.

2.1.2. Conducting Al-Enabled Cyber Defense (Defend)

The scope of the Defend Focus Area is identifying opportunities for the use of Al in supporting
cybersecurity processes and activities and understanding the challenges that come with
leveraging Al to assist in defensive operations. Al is increasingly influential and important to
organizational cybersecurity defense— for example, it can support cybersecurity teams by
sifting through the significant volume of alerts, distinguishing actual threats from noise,
distinguishing the most serious threats, and even prioritizing and providing suggestions about
what actions to take during an active attack. Some teams are also experimenting with agentic
Al, where multiple Al agents coordinate on the identification of attacks and take actions to
defend against them while running checks on each other to improve defenses. Examples of
opportunities to use Al to enhance cyber defense capabilities include:

e Mission assurance:

o Security governance and policy (e.g., ensuring Al outputs follow organizational
policies)

o Configuration management (e.g., managing configuration drift)

o Supporting automated policy enforcement and compliance assessments to

cybersecurity regulations and standards, including streamlining compliance
tasks?

2 Examples include: NIST 800-171, ISO 31000, Defense Federal Acquisition Regulation Supplement (DFARS)/Cybersecurity Maturity Model
Certification (CMMC), capability maturity model integration (CMMI)/Federal Risk and Authorization Management Program (FedRAMP).

10
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Enhance and accelerate information sharing (e.g., use of Structured Threat
Information eXpression (STIX)/Open Cyber Threat Intelligence (OpenCTI) formats
for interoperability and cross-organization sharing)

Risk communication and executive decision support (e.g., helping CISOs translate
risk to business language)

Recovery planning (e.g., prioritize which systems to restore and generate
communications during recovery)

e Predictive and proactive:

(@)

(@)

Proactive risk management (e.g., predictive analysis of cyber attacks)

Identify potential threat actors and tactics that may exploit vulnerabilities (e.g.,
via open-source intelligence (OSINT) datasets for advanced persistent threat
(APT) profiling and integration with ATT&CK®/cyber threat intelligence (CTI)
tools)

Predictive maintenance and asset risk forecasting (e.g., tracking asset lifecycle,
predicting end-of-life (EOL) risk, and plan maintenance)

Agent-based Al defense (e.g., “swarm” agents, agent sanity check, agentic Al
security reference architectures, continuous validation and authentication with
digital credentials)

e Investigation and analysis:

(@)

Advanced threat detection and analysis (e.g., anomaly detection, outlier
detection, and user and entity behavior analytics (UEBA)) to identify and reduce
false positive (FP) and false negative (FN) rates, identify insider threats, and
prevent fraud)

Adapting zero trust modeling to new threat patterns by detecting model drift.
(e.g., source code vulnerabilities detection using Al, using LLM to interpret the
semantic and logic of source code to identify malicious behavior, continuously
monitoring and verifying user behavior and system activity.)

e Response and remediation:

(@)

Adversarial training and simulation (e.g., provide realistic scenarios to train
cybersecurity personnel, real time coaching to improve incident response in real
time, adaptive learning to adjust scenarios)

Automated incident response (e.g., Al can help with automated lock down,
incident playbook, and consistency in incident responses)

Creating efficiencies for cybersecurity help desks (e.g., handling first-tier
requests, prioritizing reports)

Conduct reporting (e.g., writing incident reports and client monitoring outputs)

11
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Al can improve defensive processes by augmenting human analysts, enhancing detection and
response time, and supporting recovery. Using Al for cybersecurity defense is a dynamic area
and organizations will need to continuously evaluate whether capabilities are sufficiently
mature for their needs. These opportunities for using Al to bolster cybersecurity defenses are
contemplated in the Profile, as well as new risks that may arise from using Al in these ways.

2.1.3. Thwarting Al-Enabled Cyber Attacks (Thwart)

While Al-enabled attacks are increasingly being reported, many will likely go undetected until
adversary use of Al is better understood, and effective measures are integrated into cyber
defenses. The Thwart Focus Area addresses how Al can enhance adversary capabilities, how
these attacks could impact the entire cybersecurity landscape, and what organizations can do
to bolster their systems against these emerging threats.

As cyber attacks evolve and Al becomes increasingly more capable in offensive cyber-related
operations [11, 12, 13, 14], it is necessary to build resilience and robustness into systems to
scale with the growing threat. As with other types of cybersecurity attacks, Al-enabled cyber
attacks could support adversaries across all aspects of the cybersecurity landscape, including
discovering exploitable vulnerabilities or weaknesses, advancing attack paths in shorter
timelines, exfiltrating and tampering with data, and uplifting previously unsophisticated bad
actors [11, 12, 13]. What differentiates these Al-enabled attacks other types of attacks is the:

e speed and scale with which the attacks occur, making countermeasures harder to
implement within typical timelines;

e ease with which adversaries could deploy Al-enabled attacks; and
e dynamic and optimized nature of Al.

These factors will have an impact on the ability to properly and efficiently identify, mitigate,
and establish defenses for this evolving threat landscape [14].

Attacks targeting personnel are one of the leading ways Al-enabled cyber-attacks are gaining a
foothold into systems. Al-enabled spear-phishing attacks exploit users through more realistic
communications including audio and video manipulation, such as with DeepFake attacks.
Additionally, new Generative Al (GenAl) techniques can create hyper-realistic malicious
websites and links that can be spread through email phishing. These emerging Al-enabled cyber
attacks take little effort on the adversary to generate, and with the proliferation of personal
data distributed on social media and online, they can create personalized profiles of their
intended targets that follow trust-building narratives. These attacks showcase the need for
updated training for personnel and integrated, automated defenses to bolster current email
and authentication security measures.

Another example of Al-enabled attacks comes from adversaries leveraging Al to generate new
forms of malware to obfuscate their intentions or make current signature-based detections and

12
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anti-virus systems fail, such as malware that is executed from computer memory rather than
hardware and unlikely or seemingly benign file types to hide planted malware instructions.

A third example of Al-enabled attacks involves the use of Al agents to autonomously
orchestrate different phases of a cyber attack, from reconnaissance and attack surface mapping
to vulnerability exploitation to credential harvesting, lateral movement, and data collection. Al
agents are increasingly capable of autonomously operating common cybersecurity tools and
utilities, such as network scanners, password crackers, exploitation frameworks, and binary
analysis suites [14].

The Thwart Focus Area builds on capabilities under Secure and Defend to draw out additional
proactive measures to get out in front of adversarial uses of Al.

2.2. How to Read the Cyber Al Profile

Tables 1-6 use the CSF Core to summarize Al-related considerations, where relevant, for each of
the 106 CSF Subcategories3. Each table addresses a single CSF Function. Each table contains the
following columns:

e CSF Core: provides the CSF Core elements (Functions, Categories, and Subcategories) and
their descriptions.

e General Considerations: contain non-exhaustive Al-related considerations for achieving the
outcomes in each Subcategory (where relevant) that apply across more than one Focus
Area and that can inform an organization's prioritization of a Subcategory.

e Focus Area Proposed Priorities & Considerations: includes a sub-column for each of the
three Focus Areas, which includes:

o A Proposed Priority (described below) for indicating how important it may be for
organization to achieve the Subcategory’s outcome(s) to meet the objective of
each Focus Area.

o Sample Opportunities are included only for the Defend Focus Area to present
opportunities to leverage Al to help achieve the outcomes in the Subcategory.
Sample Opportunities are not provided for every Subcategory since not every
Subcategory will have an Al opportunity.

o Non-exhaustive Al-related Sample Focus Area Considerations to help
organizations effectively achieve the outcomes in the Subcategory (where
relevant to the objective of the Focus Area). The considerations supplement
existing cybersecurity practices with the intent to integrate Al considerations
into existing programs. Considerations are based on observations in the field
and/or subject matter expertise.

The phrase “standard cybersecurity practices apply” is used to indicate that
there are no unique considerations identified for the Focus Area and the

3 Considerations only appear where there are unique Al-related concepts for implementing the Subcategory.

13
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activities of the cybersecurity program are sufficient for Al systems. These
considerations also include the rationale for Subcategories that are designated
as a High (1) or Moderate (2) proposed priority. For Defend, these considerations
are only related to the opportunities listed.

o Example Informative References includes a broad range of widely available and
broadly applicable resources (laws, standards, guidelines and other research
publications). These supplementary materials informed the Subcategory
considerations and proposed priorities. They may also be useful for organizations
as they consider how to achieve the outcomes in the Subcategory. Organizations
can also use the Example Informative References to understand where they may
already be achieving those outcomes. (NOTE: The NIST SP 800-53 controls in the
General Considerations column are listed exactly as they appear in the crosswalk
available through the NIST National Online Informative Reference (OLIR)
Catalog?).®

Determining the considerations and priority of each Subcategory is a subjective exercise that is
based on observations in the field and/or subject matter expertise. The Cyber Al Profile offers
these proposed priorities to help organizations determine which Subcategories they may wish
to address sooner. The priorities are not intended to reflect the degree of difficulty in achieving
the Subcategory. The priority level of Subcategories may be higher or lower for individual
organizations based on characteristics of the environment, needs, risk tolerance, or other
factors. The proposed level of Subcategory priorities is indicated in each Table by number:

e “1” for High Priority: These Subcategories are considered the most critical to address
the challenges for a Focus Area. High priority Subcategories should typically be
addressed most immediately given available resources.

o “2” for Moderate Priority: These Subcategories should be the next priority after
implementing High Priority Subcategories.

e “3” for Foundational Priority: These Subcategories are generally important to the Focus
Area but may not require the same level of urgency as higher priorities. Note that
“Foundational” does not equate to low priority. All Subcategories should receive
consideration.

Although organizations should develop strategies that address all Subcategories as part of a
cybersecurity program, the prioritizations offered in the Cyber Al Profile provide adaptable
guidance that suggests cybersecurity capabilities that will provide the greatest impact toward
meeting the Al-related challenges associated with each Focus Area. As in any risk management
discussion the decision to deploy Al-related cybersecurity mitigations should be evaluated in

* The mapping between CSF 2.0 and NIST SP 800-53, Rev 5, as available at: https://csrc.nist.gov/projects/olir/informative-reference-
catalog/details?referenceld=131#/ (last accessed 12/5/2025).
® Per the Al Action Plan, the Al RMF is currently in revision and will be included in a future version.

14
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the context of the organization’s needs and risk tolerances. Trade-offs may vary for a given
mitigation in different environments.

Each table summarizes the
general and Focus Area-
Specific considerations for
one CSF Function.

Descriptions of CSF
Functions,
Categories and
Subcategories
(color-coded to
match CSF 2.0)

CSF 2.0 Core: GOVERN

GOVERN (GV)

General
Considerations
1

Individual columns for each Focus Area that
provide proposed Profile content

A

General Considerations

The organization’s cybersecus

T
Table 1 Cyber Al Profile - GOVERN.

Focus Area Proposed Priorities & Considerations

Defend

irity risk strategy,

;, and policy are established, ¢

,and r

Organizational Context
(Gv.oC)

The circumstances—mission,

the organization’s cybersecurity risk management decisions are understood

and legal, regulatory, and contractual requirements—surrounding

GV.OC-01: The
organizational mission is
understood and informs
cybersecurity risk
management

General Considerations: No
general considerations
identified - see Focus Area
Considerations.

Example Informative
References:

NIST SP 800-53, Rev 5: PM-
11

Proposed Priority: 3

Focus Area Considerations:
Standard cybersecurity practices
apply.

Example Informative References:
OWASP General Governance;
OWASP Supply Chain

Proposed Priority: 3

Focus Area Considerations: Al
defense should support the
organizational mission by
accelerating detection and
filtering noise, but humans should
stay in the loop when Generative
Al (GAI) tools are being used due

«to Al hallucination.

Example Informative References:
ENISA Threat Landscape 62; DASF
v4 Model Management; DASF v4
LLM hallucinations; MITRE ATLAS
mitigations AML.M0020,
AML.M0021; OWASP Al
Exchange, p. 7, section "Summary
- How to address Al Security?"

https://arxiv.org/pdf/2311.05232;

Proposed Priority: 3

Focus Area Considerations:
Standard cybersecurity practices
apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

Fig. 2:

How to Read the Cyber Al Profile Preliminary Draft Tables

LJ

Proposed priority
— (1,2 0r3)

7—  Considerations

Informative
References (where
available) — blanks
— represent potential
gaps in available

standards and
guidelines

NOTE: Work remains ongoing to gather input and feedback, and significant changes are
possible before finalizing the Cyber Al Profile. The Cyber Al Profile Preliminary Draft and the
tables that follow are an early representation of work in progress and we look forward to your

This preliminary draft reflects examples of Informative References. Further literature review is
in progress and NIST is seeking more input on Informative References that should be included
in the Cyber Al Profiles to help us strengthen the considerations.

For ease of providing all the detailed Cyber Al Profile content in one place, the Preliminary Draft
appears in static tables that can fit on a standard size printed page. NIST is interested in
feedback regarding more usable formats for sharing the contents of the Cyber Al Profile to

input regarding additional information to include.

enhance its usability.
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2.3. Cyber Al Profile: GOVERN

CSF 2.0 Core: GOVERN

GOVERN (GV)

General Considerations

Table 1 Cyber Al Profile — GOVERN.

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

Defend

The organization’s cybersecurity risk management strategy, expectations, and policy are established, communicated, and monitored

Organizational Context
(Gv.0C)

The circumstances—mission, stakeholder expectations, dependencies, and legal, regulatory, and contractual requirements—surrounding the

organization’s cybersecurity risk management decisions are understood

GV.0C-01: The
organizational mission is
understood and informs
cybersecurity risk
management

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:

NIST SP 800-53, Rev 5: PM-11

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply Chain

Proposed Priority: 3

Sample Opportunities: Standard
cybersecurity practices apply.

Sample Focus Area
Considerations:

Standard cybersecurity practices
apply.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 50; ATLAS AML.M0020;
OWASP Al Exchange: Al Security
Overview
https://arxiv.org/pdf/2311.05232;
NIST Al 100-2e2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

GV.0C-02: Internal and
external stakeholders are
understood, and their
needs and expectations
regarding cybersecurity
risk management are
understood and
considered

General Considerations: Al use
introduces considerations from
multiple aspects of organizational
operations, including legal,
technical,
procurement/acquisitions, and
governance teams. Collaboration
across these areas is essential for
addressing Al-related

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 13, 40, 51, 53; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:

Proposed Priority: 2

Sample Focus Area
Considerations: Understanding
the strengths and limitations of Al
capabilities for cyber defense is
important for meeting
stakeholder expectations and to
ensure the balance between the

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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Focus Area Proposed Priorities & Considerations

Secure

Defend

cybersecurity risks.
Multidisciplinary approaches
facilitate a comprehensive
enterprise view.

Example Informative References:

NIST SP 800-53, Rev 5: PM-09;
PM-18; PM-30; SR-03; SR-05; SR-
06; SR-08; Reflections from the
First Cyber Al Profile Workshop

LLMO3 Supply Chain; ENISA Threat
Landscape 2025

required human oversight and
automation.

Example Informative References:
DASF 38,50;0WASP Al Exchange:
Al Transparency; ENISA Threat
Landscape 2025; ATLAS
AML.M0003

GV.0C-03: Legal,
regulatory, and
contractual requirements
regarding cybersecurity—
including privacy and civil
liberties obligations—are
understood and managed

General Considerations: The Al
legal, regulatory, and standards
landscape is rapidly evolving and
will impact the decisions
organizations make regarding
whether, when, and how to use
Al. Organizations need measures
in place maintain awareness of
their responsibilities. Human
oversight will be required to
maintain regulatory and legal
compliance.

Example Informative References:

NIST SP 800-53, Rev 5: AC-01; AT-
01; AU-01; CA-01; CM-01; CP-01;
IA-01; IR-01; MA-01; MP-01; PE-
01; PL-01; PM-01; PS-01; PT-01;
RA-01; SA-01; SC-01; SI-01; SR-01;
PM-28; PT

Proposed Priority: 3

Sample Focus Area
Considerations: The legal
framework regarding Al usage is
evolving, particularly in areas like
cybersecurity, privacy, fair use of
copyrighted material, and Al
training.

Example Informative References:
DASF 32, 40; OWASP Al Exchange:
Controls to Limit the Effects of
Unwanted Behavior; OWASP
Conventional runtime controls;
OWASP Al Exchange: General
Governance Controls; OWASP Al
Exchange: Model Access Control;
OWASP GenAl Security Project:
Monitor; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 1
Sample Opportunities:

Al capabilities can support
compliance with legal, regulatory,
and contractual requirements by
analyzing and summarizing
requirements, accelerating policy
development, speeding up review
processes, identifying and
mapping similar concepts
between documents, and even
simplifying audit processes by
using automation to monitor,
identify, and correct

noncompliance issues in real time.

Sample Focus Area
Considerations: Defensive Al
tools handle logs and sensitive
data in line with privacy
obligations including consent,

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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Focus Area Proposed Priorities & Considerations

Secure

Defend

usage and aggregation controls
and new Al specific laws.

Al audits are designed to
demonstrate compliance with
legal, regulatory, and contractual
requirements, while addressing Al
specific needs like explainability.

Example Informative References:
DASF 44,50; ENISA Threat
Landscape 2025 ; ATLAS
AML.M0005

GV.0C-04: Critical
objectives, capabilities,
and services that external
stakeholders depend on
or expect from the
organization are
understood and
communicated

General Considerations: Al
impacts on cybersecurity are
managed. The cybersecurity
capabilities and limitations of Al
are understood and
communicated to the users.
Guardrails and backup plans are
established and implemented.

Example Informative References:
NIST SP 800-53, Rev 5: PM-08;
PM-11; CP-02(08); PM-30(01); RA-
09

Proposed Priority: 1

Sample Focus Area
Considerations: Communicating
the intended use and known
limitations of Al is critical to
effective usage. Understanding
how it makes decisions, when it
makes mistakes, and what to do
when it makes mistakes are
communicated to users.

Example Informative References:

DASF 11, 19, 40-42, 51, 53;
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025;

https://arxiv.org/pdf/2309.01029

’

Proposed Priority: 1

Sample Focus Area
Considerations: Organizations to
understand and communicate,
how Al-enabled cybersecurity
defense support services that
stakeholders depend on including
defensive decision support and Al
detection.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 50; OWASP Al Exchange:
Oversight; ATLAS AML.M000S;
https://arxiv.org/pdf/2309.01029

https://arxiv.org/html/2503.1191
V3

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
https://arxiv.org/pdf/2309.01029

https://arxiv.org/html/2503.1191
V3
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Focus Area Proposed Priorities & Considerations

Secure

Defend

https://arxiv.org/htm|/2503.1191
7v3

GV.0C-05: Outcomes,
capabilities, and services
that the organization
depends on are
understood and
communicated

General Considerations: Al output
is unpredictable. The capabilities
and limitations of a system are
understood and communicated to
the users. Guardrails and backup
plans are established and
implemented.

Example Informative References:
NIST SP 800-53, Rev 5: PM-11;
PM-30; RA-07; SA-09; SR-05

Proposed Priority: 1

Sample Focus Area
Considerations: Organizations
identify business outcomes that
rely on Al systems and clearly
communicate these dependencies
to relevant teams. Additionally,
understanding the intended use
and limitations of an Al model is
critical to effective usage and
cybersecurity measures. Users
need to understand how Al makes
decisions, how to identify when it
makes mistakes, and what to do
when it makes mistakes.

Example Informative References:
DASF 23, 45, 51, 53; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA Threat
Landscape 2025;
https://arxiv.org/pdf/2309.01029

Proposed Priority: 2

Sample Focus Area
Considerations: Organizations
should identify which defense
capabilities rely on Al systems and
clearly communicate these uses
and dependencies to relevant
teams including. Safeguarding Al
defense actions against
adversarial manipulation, model
drift, and hallucination with HITL
checks and confidence thresholds
that indicate whether an Al
output is reliable enough to act
upon.

Example Informative References:
OWASP Al Exchange: Supply Chain
Management; DASF 39,50; ATLAS
AML.M0023;

https://arxiv.org/pdf/2309.01029

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
https://arxiv.org/pdf/2309.01029

Risk Management
Strategy (GV.RM)

The organization’s priorities, constraints, risk tolerance and appetite statements, and assumptions are established, communicated, and used to

support operational risk decisions

GV.RM-01: Risk
management objectives
are established and
agreed to by
organizational
stakeholders

General Considerations: Evaluate
how Al use aligns with
cybersecurity risk management
objectives. Include Al specific
goals when establishing
cybersecurity risk management

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Proposed Priority: 2

Sample Opportunities: Al
analyzes vulnerabilities to issue
early warnings and helps prioritize

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
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objectives (e.g., FP reduction,
improving triage speed).

Example Informative References:
NIST SP 800-53, Rev 5: PM-09; RA-
07; SR-02

Example Informative References:
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025

defensive actions before incidents
occur.

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 50; ATLAS AML.M0000

Example Informative References:
https://arxiv.org/html|/2503.1191
7v3

GV.RM-02: Risk appetite
and risk tolerance
statements are
established,
communicated, and
maintained

General Considerations: The risk
tolerance for Al needs to be
reevaluated on a frequent basis,
due to the evolving nature of
threat and defense capabilities.

Example Informative References:
NIST SP 800-53, Rev 5: PM-09

Proposed Priority: 2

Sample Focus Area
Considerations: Integrate Al-
specific risks into the
organization's formal risk appetite
and tolerance statements. Update
risk appetite and tolerance on a
regular basis as the nature of Al
systems evolve.

Example Informative References:
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025

Proposed Priority: 2

Sample Focus Area
Considerations: Integrate Al-
specific risks into the
organization's formal risk appetite
and tolerance statements. Update
risk appetite and tolerance on a
regular basis as the nature of Al
systems evolve.

Example Informative References:
DASF 50; ENISA Threat Landscape
2025; ATLAS AML.M0019

Proposed Priority: 1

Sample Focus Area
Considerations: New risk
tolerance recommendations may
be needed with emerging Al-
enabled threats and attacks.

Example Informative References:
https://arxiv.org/htm|/2503.1191
v3

GV.RM-03: Cybersecurity
risk management
activities and outcomes
are included in enterprise
risk management
processes

General Considerations: Integrate
Al risk management into existing
enterprise risk management
practices and governance
structures.

Example Informative References:
NIST SP 800-53, Rev 5: PM-03;
PM-09; PM-30; RA-07; SA-24; SR-

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 5, 13; OWASP Al Exchange:
General Governance Controls;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat

Proposed Priority: 3

Sample Focus Area
Considerations: Ensure that Al
security threats and the
effectiveness of Al-specific
security controls (e.g. data
provenance tracking) are formally
reported and factored into the

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
https://arxiv.org/html|/2503.1191
v3
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02; Reflections from the First
Cyber Al Profile Workshop

Landscape 2025;
https://arxiv.org/htm|/2503.1191

V3

organization's enterprise risk
management.

Example Informative References:
DASF 38,50; ENISA Threat
Landscape 2025; ATLAS
AML.M0023;
https://arxiv.org/html|/2503.1191
7v3

GV.RM-04: Strategic
direction that describes
appropriate risk response
options is established and
communicated

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PM-09;
PM-28; PM-30; SR-02

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Opportunities: Al
analyzes vulnerabilities to issue
early warnings and helps prioritize
defensive actions before incidents
occur.

Al translates complex technical
data into clear business language
by summarizing technical risks
into concise insights and helping
executives make informed risk
decisions.

Sample Focus Area
Considerations:

Establish and communicate
specific strategic risk response
options (e.g. mitigations,
avoidance) tailored for unique Al-
related risks, such as prompt
injection, model inversion, and
data poisoning.

Example Informative References:
OWASP Al Exchange: Risk
Treatment; DASF 39; ENISA Threat

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

21




NIST IR 8596 irpd (Initial Preliminary Draft)

December 2025

CSF 2.0 Core: GOVERN

General Considerations

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

Defend

Landscape 2025; ATLAS
AML.M0011;
https://arxiv.org/html/2503.1191
V3

GV.RM-05: Lines of
communication across
the organization are
established for
cybersecurity risks,
including risks from
suppliers and other third
parties

General Considerations: Create
Al-specific communication
channels for sharing information
about threat vectors and/or
defense capabilities.

Example Informative References:

NIST SP 800-53, Rev 5: PM-09;
PM-30

Proposed Priority: 2

Sample Focus Area
Considerations: Al is a rapidly
evolving space that is likely to
require frequent updates
regarding cybersecurity risks.

Example Informative References:
DASF 32, 51, 53; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA Threat
Landscape 2025;
https://arxiv.org/html|/2503.1191
7v3

Proposed Priority: 2

Sample Opportunities: Al formats
and shares threat intelligence
using standard protocols (such as
STIX and OpenCTl) to ensure
teams and partners stay aligned.

Sample Focus Area
Considerations: Create specific
communication channels for
rapidly sharing and escalating Al-
driven tools and human analysts
during real-time cybersecurity
incidents.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 50; ATLAS AML.M0023

Proposed Priority: 2

Sample Focus Area
Considerations: Ensure
vulnerability management is
communicated and implemented
throughout the organization,
create communication channels
to address and escalate Al-
enabled attacks.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

GV.RM-06: A
standardized method for
calculating, documenting,
categorizing, and
prioritizing cybersecurity
risks is established and
communicated

General Considerations: As
threats and capabilities evolve,
modulate the organization’s
cybersecurity risk tolerance to
match the current landscape.

Example Informative References:

NIST SP 800-53, Rev 5: PM-09;
PM-18; PM-28; PM-30; RA-03

Proposed Priority: 2

Sample Focus Area
Considerations: Al systems are
generally more unpredictable
than other types of software. The
methods of calculating,
categorizing, and prioritizing Al
risk is treated differently from
how we handle other types of
software due to the scale and
scope of unpredictable behavior.

Proposed Priority: 2

Sample Focus Area
Considerations: Integrate
detection and control
mechanisms that identify and

respond to Al-specific threats (e.g.

model abuse, data leakage,
emerging risks), ensuring
defensive systems adapt to
unknown or evolving attack
patterns.

Proposed Priority: 2

Sample Focus Area
Considerations: Insights regarding
threats inform risk calculations
and prioritization criteria.

Example Informative References:
https://arxiv.org/html/2503.1191

V3

22




NIST IR 8596 irpd (Initial Preliminary Draft)

December 2025

CSF 2.0 Core: GOVERN

General Considerations

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

Defend

Example Informative References:

OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025;
https://arxiv.org/html|/2503.1191

3

Example Informative References:

DASF 38; ATLAS AML.M0005;
ENISA Threat Landscape 2025;
NIST Al 100-2e2025;
https://arxiv.org/html/2503.1191
7v3

GV.RM-07: Strategic
opportunities (i.e.,
positive risks) are
characterized and are
included in organizational
cybersecurity risk
discussions

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PM-09;
PM-18; PM-28; PM-30; RA-03

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Account for positive risks when
discussing the use of Al in cyber
defense activities.

Example Informative References:
DASF 50; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

Roles, Responsibilities,
and Authorities (GV.RR)

Cybersecurity roles, responsibilities, and authorities to foster accountability, performance assessment, and continuous improvement are

established and communicated

GV.RR-01: Organizational
leadership is responsible
and accountable for
cybersecurity risk and
fosters a culture that is
risk-aware, ethical, and
continually improving

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PM-02;
PM-19; PM-23; PM-24; PM-29

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 22; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: Model Access Control;
OWASP LLM Top Ten: LLMO03

Proposed Priority: 1
Sample Opportunities:

Al translates complex technical
data into clear business language
by summarizing technical risks
into concise insights and helping
executives quickly make informed
risk decisions.

Sample Focus Area
Considerations: Cybersecurity

Proposed Priority: 2

Sample Focus Area
Considerations: Maintain
awareness of the evolving nature
of Al risks and communicate new
risks throughout the organization.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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Supply Chain; ENISA Threat
Landscape 2025

leaders evaluate how Al
capabilities can support the needs
of the cybersecurity program and
ensure any new risks introduced
by Al are incorporated into
cybersecurity and enterprise risk
processes.

Identify members of
organizational leadership who
approve and oversee Al-driven
defense actions and policies.
Review generated risk language
for accuracy and alignment with
organizational needs.

Example Informative References:
DASF 50; ENISA Threat Landscape
2025

GV.RR-02: Roles,
responsibilities, and
authorities related to
cybersecurity risk
management are
established,
communicated,
understood, and
enforced

General Considerations: A human
is assigned responsibility for the
actions of an Al system.

Example Informative References:
NIST SP 800-53, Rev 5: PM-02;
PM-13; PM-19; PM-23; PM-24;
PM-29

Proposed Priority: 3

Sample Focus Area
Considerations: Organizations
decide who is accountable for
actions taken by autonomous
systems.

Example Informative References:

DASF 19, 22, 36, 41; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: Model
Access Control; OWASP LLM Top
Ten: LLMO3 Supply Chain; ENISA
Threat Landscape 2025;
https://arxiv.org/html|/2503.1191

3

Proposed Priority: 1

Sample Opportunities: Al agents
may augment cybersecurity
personnel and reduce human
workload by monitoring
networks, validating defensive
actions, and improving detection
accuracy.

Sample Focus Area
Considerations: Define and assign
responsibilities for Al-driven
defense actions (e.g., automated
blocking).

Example Informative References:

Proposed Priority: 2

Sample Focus Area

Considerations: Organizations
assign personnel to roles and
responsibilities for bolstering the
defenses and resilience of their
systems.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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DASF 39,50; ATLAS AML.M0019;
ATLAS AML.MO0003; ENISA Threat
Landscape 2025;
https://arxiv.org/html/2503.1191
7v3

GV.RR-03: Adequate
resources are allocated
commensurate with the
cybersecurity risk
strategy, roles,
responsibilities, and
policies

General Considerations:
Personnel have sufficient
authorities and resources (e.g.,
budget) to meet the needs of the
organization for managing its Al
systems Adequate resources are
allocated for personnel training on
the proper use and defense
against Al systems (See also
PR.AT-01 and -02).

Example Informative References:
NIST SP 800-53, Rev 5: PM-03

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

Proposed Priority: 2

Sample Opportunities: Resources
are allocated to support
personnel with productivity,
efficiency, and other
enhancements (e.g., Al helps
analysts to solve problems).

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

Proposed Priority: 1

Sample Focus Area
Considerations: Resources are
available to enable layered
approaches to bolster resilience
and withstand attacks.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

GV.RR-04: Cybersecurity
is included in human
resources practices

General Considerations:
Personnel roles, responsibilities,
and skills for managing Al systems
are well defined and documented
so that personnel understand the
capabilities, limitations, risks,
opportunities, impacts, and
threats posed by Al. This
information should be
incorporated into hiring
processes, personnel
management, and role-based
training where appropriate (see
also PR.AT-02).

Example Informative References:

Proposed Priority: 1

Sample Focus Area
Considerations: Understanding
the limitations of an Al model is
critical to effective usage. Learn
how it makes decisions, when it is
likely to make mistakes, and
communicate to users what to do
when mistakes occur.

Example Informative References:
DASF 33

Proposed Priority: 3

Sample Focus Area
Considerations:

Standard cybersecurity practices
apply.

Example Informative References:
https://arxiv.org/html/2511.2218
9vl

Proposed Priority: 1

Sample Focus Area
Considerations: The speed at
which the threat landscape may
evolve is increased with Al-
enabled attacks and is likely to
require additional resources to
help teams keep pace with
staffing needs and training.

Example Informative References:
https://arxiv.org/pdf/2305.06972
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NIST SP 800-53, Rev 5: PM-13; PS-
01; PS-07; PS-09

Policy (GV.PO)

Organizational cybersecurity policy i

s established, communicated, and enforced

GV.PO-01: Policy for
managing cybersecurity
risks is established based
on organizational
context, cybersecurity
strategy, and priorities
and is communicated and
enforced

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AC-01; AT-
01; AU-01; CA-01; CM-01; CP-01;
IA-01; IR-01; MA-01; MP-01; PE-
01; PL-01; PM-01; PS-01; PT-01;
RA-1; SA-01; SC-01; SI-01; SR-01

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
OWASP Al Exchange: Controls to
Limit the Effects of Unwanted
Behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
GenAl Security Project: Monitor;
OWASP LLM Top Ten: LLM03
Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 1

Sample Opportunities: Al
analyzes regulatory requirements,
simplifies audits and the audit
process, and identifies exactly
where current defenses meet
regulatory standards.

Sample Focus Area
Considerations: Incorporate rules
for Al-enabled cyber defense
actions including the balance of
using guardrails, transparency, and
HITL validation with human review
and the importance of human
review to combat false negatives
and false positives before risk
decisions are made.

Example Informative References:
DASF 50; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

GV.PO-02: Policy for
managing cybersecurity
risks is reviewed,
updated, communicated,
and enforced to reflect
changes in requirements,
threats, technology, and
organizational mission

General Considerations: Update
Al-related policy on a more
frequent basis.

Example Informative References:
NIST SP 800-53, Rev 5: AC-01; AT-
01; AU-01; CA-01; CM-01; CP-01;
IA-01; IR-01; MA-01; MP-01; PE-

Proposed Priority: 1

Sample Focus Area
Considerations: Policies that
relate to or impact Al systems and
use may require more frequent
updates due to rapid changes in
requirements, threats, and
technological capabilities.

Proposed Priority: 1

Sample Opportunities: Al acts as
a governance check by
summarizing policy requirements
(e.g., checking and flagging any
defensive actions that conflict
with requirements and rules).

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
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01; PL-01; PM-01; PS-01; PT-01;
RA-01; SA-01; SC-01; SI-01; SR-01

Example Informative References:
OWASP Al Exchange: Controls to
Limit the Effects of Unwanted
Behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
GenAl Security Project: Monitor;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025

Sample Focus Area
Considerations: Review policies
for managing cybersecurity risk
with increased frequency, as Al
threats are rapidly changing.

Example Informative References:
ENISA Threat Landscape 2025;
OWASP Al Exchange: General
Governance Controls

References pending additional
inputs.

Oversight (GV.0V)

Results of organization-wide cybersecurity risk management activities and

management strategy

performance are used to inform, im

prove, and adjust the risk

GV.0V-01: Cybersecurity
risk management strategy
outcomes are reviewed
to inform and adjust
strategy and direction

General Considerations: Monitor
adverse events and defense
mitigations to determine viability
and effectiveness of defense
systems.

Example Informative References:

NIST SP 800-53, Rev 5: AC-01; AT-
01; AU-01; CA-01; CM-01; CP-01;
IA-01; IR-01; MA-01; MP-01; PE-
01, PL-01; PM-01; PS-01; PT-01;
RA-01; SA-01; SC-01; SI-01; SR-01;
PM-09; PM-18; PM-30; PM-31;
RA-07; SR-06

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
OWASP Al Exchange: Controls to
Limit the Effects of Unwanted
Behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
GenAl Security Project: Monitor;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 2

Sample Opportunities: Al acts as
a governance check by
summarizing policy requirements,
checking and flagging any
defensive actions that conflicts
with rules.

Sample Focus Area
Considerations: Regularly review
Al driven defense outcomes to
determine whether they reduce
FPs without introducing new risks
such as miss-detection

Example Informative References:

Proposed Priority: 2

Sample Focus Area
Considerations: Adjust use as
needed to ensure detection,
response, and recovery
management from an Al-enabled
incident is viable.

Example Informative References:
NIST Al 100-2e2025;
https://arxiv.org/htm|/2503.1191
v3

Al-specific Example Informative
References pending additional
inputs.
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DASF 50; NIST Al 100-2e2025;
https://arxiv.org/html/2503.1191
V3

GV.0V-02: The
cybersecurity risk
management strategy is
reviewed and adjusted to
ensure coverage of
organizational
requirements and risks

General Considerations: Update
management strategy regularly as
risks and opportunities present
themselves.

Example Informative References:
NIST SP 800-53, Rev 5: PM-09;
PM-19; PM-30; PM-31; RA-07; SR-
06

Proposed Priority: 2

Sample Focus Area
Considerations: Al may require
more frequent updates to the
cybersecurity risk management
strategy to address the rapid
changes to risks and
opportunities.

Example Informative References:
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025

Proposed Priority: 2

Sample Focus Area
Considerations: Updates may be
required at an increased
frequency to account for new
attack patterns by adversarial ML
research findings and results from
internal read-team testing.

Example Informative References:
ENISA Threat Landscape 2025;
OWASP Al Exchange: General
Governance Controls

Proposed Priority: 2

Sample Focus Area
Considerations: Emerging attack
patterns from Al-enabled tactics
and techniques may necessitate
new strategies and tighter
feedback to keep up with rapidly
changing technological
capabilities.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

GV.0V-03: Organizational
cybersecurity risk
management
performance is evaluated
and reviewed for
adjustments needed

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PM-04;
PM-06; RA-07; SR-06

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply Chain

Proposed Priority: 2

Sample Opportunities: Al
supports reporting by drafting
clear incident summaries and
compliance reports, organizing
evidence, and producing
standardized documentation to
recuse workload of analysts. Al-
generated reports should undergo
human review (e.g., by analysts)
for content prior to making any
changes to organizational risk
management.

Sample Focus Area
Considerations: Evaluate and

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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review for adjustments needed by
measuring precision, recall, and
human overrides rates.

Example Informative References:
DASF 50; OWASP Al Exchange:
Model Inversion and Membership
Inference; OWASP Al Exchange:
Obscure Confidence; NIST Al 100-
2e2025

Cybersecurity Supply
Chain Risk Management
(GV.SC)

Cyber supply chain risk management processes are identified, established, managed, monitored, and improved by organizational stakeholders

GV.SC-01: A cybersecurity
supply chain risk
management program,
strategy, objectives,
policies, and processes
are established and
agreed to by
organizational
stakeholders

General Considerations:
Organizations need to understand
the origins of Al components (e.g.,
microservices, containers,
libraries, data, hardware
software), the new vulnerabilities
they may introduce, and their
potential impacts to cybersecurity.

Example Informative References:
NIST SP 800-53, Rev 5: PM-30; SR-
02; SR-03; Reflections from the
First Cyber Al Profile Workshop

Proposed Priority: 2

Sample Focus Area
Considerations: With Al, data
provenance should be weighted
just as heavily as software and
hardware origin.

All data input (both training and
inference input) is an aspect of
the supply chain for Al. With RL,
data comes from the environment
it is trained in. Take special care
that the environmental conditions
of the model are aligned with
supply chain risk.

Example Informative References:
DASF 22, 23, 32, 45, 51, 53; ATLAS
AML.MO0023; OWASP Al Exchange:
General Governance Controls;

Proposed Priority: 2

Sample Focus Area
Considerations: The integrity of
training and input data (part of
the data supply chain) should be
verified to detect and prevent
data poisoning and tempering.

In some organizations, RL can be
used to detect malicious activity
on a network. For example, a
model that uses online learning is
constantly improving from day-to-
day activity. A malicious actor
could work out how to trigger the
alarm system in the model, while
keeping the network intact and
operating normally. Overtime, the
model may “learn” that this
behavior is creating false alarms
and cease to alert operators when

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Suppliers and third
parties with access to internal
data, systems, and software may
be the target of Al-enabled cyber
attacks.

Example Informative References:
NIST SP 800-161 Rev. 1; Al 100-
2e2025
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Focus Area Proposed Priorities & Considerations

Secure

Defend

OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025

this behavior happens in the
future. Protecting against this
requires careful consideration of
how the model is trained (i.e., do
not allow online training or
validate datasets).

Example Informative References:

ENISA Threat Landscape 2025;
NIST Al 100-2e2025

GV.SC-02: Cybersecurity
roles and responsibilities
for suppliers, customers,
and partners are
established,
communicated, and
coordinated internally
and externally

General Considerations: Use of Al
Software Bill of Materials (Al
SBOM) to enhance transparency
and accountability in Al
components.

Example Informative References:
NIST SP 800-53, Rev 5: SR-02; SR-
03; SR-05; Reflections from the
First Cyber Al Profile Workshop

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 32; ATLAS AML.M0023;
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025;
https://arxiv.org/html/2503.1191

V3

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 39; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1;
https://arxiv.org/htm|/2503.1191
v3

GV.SC-03: Cybersecurity
supply chain risk
management is
integrated into
cybersecurity and
enterprise risk
management, risk
assessment, and
improvement processes

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AC-01; AT-
01; AU-01; CA-01; CM-01; CP-01;
IA-01; IR-01; MA-01; MP-01; PE-
01; PL-01; PM-01; PS-01; PT-01;
RA-01; SA-01; SC-01; SI-01; SR-01;

Proposed Priority: 1

Sample Focus Area
Considerations: While the
cybersecurity practices for
managing supply chain risks
remain the same when
considering Al software, consider
also that data plays a large role in
the operation of Al systems and

Proposed Priority: 2

Sample Focus Area
Considerations: Integrate Al-
related risk considerations in
cybersecurity supply chain risk
management to prevent
compromised models and
poisoned datasets from
weakening defense capabilities.

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1
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Focus Area Proposed Priorities & Considerations

Secure

Defend

PM-09; PM-18; PM-30; PM-31; SR-
02; SR-03; RA-03; RA-07

should be treated with the same
gravity as software supply chains.

Example Informative References:
DASF 13, 22, 23, 45, 51, 53;
OWASP Al Exchange: Controls to
Limit the Effects of Unwanted
Behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
GenAl Security Project: Monitor;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025

Example Informative References:
ENISA Threat Landscape 2025;
DASF 38,50; ENISA Threat
Landscape 2025; Al 100-2e2025

GV.SC-04: Suppliers are
known and prioritized by
criticality

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: RA-09; SA-
09; SR-06

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Al-based services
create a higher reliance on
suppliers for data, compute
infrastructure, software, models,
or inference endpoints. This
reliance increases the importance
of knowing suppliers. However,
the methods of identifying and
prioritizing suppliers remain the
same.

Example Informative References:
DASF 13, 23, 32, 45; ATLAS
AML.M0023; OWASP Al Exchange:

Proposed Priority: 3

Sample Focus Area
Considerations: Rank Al models
used for cybersecurity defenses
according to potential adverse
impacts if compromised so
defense actions can be effectively
prioritized.

Example Informative References:
DASF 50; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1
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Secure

Defend

General Governance Controls;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025

GV.SC-05: Requirements
to address cybersecurity
risks in supply chains are
established, prioritized,
and integrated into
contracts and other types
of agreements with
suppliers and other
relevant third parties

General Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-53, Rev 5: SA-04; SA-
09; SR-03; SR-05; SR-06; SR-10

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Al systems have a
larger supply chain than most
software systems (e.g., more
reliance on third party hardware
and compute infrastructure).
While it is critical to establish
these requirements, the method
remains the same as any other
type of software.

For instance, Al systems typically
rely on their training datain a
more meaningful way than other
software. As a result,
organizations consider the supply
chain for not only software and
hardware, but also data.

Example Informative References:

DASF 19, 22, 41, 51, 53; ATLAS

AML.MO0023; OWASP Al Exchange:

General Governance Controls;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 2

Sample Focus Area
Considerations: Require vendors
to disclose both model and data
scope, as well as incident support
for Al tools.

Example Informative References:

DASF 39,50; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1
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Secure

Defend

GV.SC-06: Planning and
due diligence are
performed to reduce risks
before entering into
formal supplier or other
third-party relationships

General Considerations: Ensure
that third-party suppliers are
performing their own due
diligence when creating these
models. This includes all the
considerations that would be
weighed if the model was being
created in-house. Ensure that the
model training methods and input
data the supplier is using is
accessible and transparent.

Example Informative References:
NIST SP 800-53, Rev 5: SA-04; SA-
09; SR-05; SR-06

Proposed Priority: 2

Sample Focus Area
Considerations: Consider the
trustworthiness of the supplier,
the transparency of their data,
and their training and evaluation
methods before entering into
third party relationships.

Example Informative References:
DASF 22,51, 53; DASF 51; ATLAS

AML.MO0023; OWASP Al Exchange:

General Governance Controls;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Before adopting a
third-party Al solution, conduct
Al-specific due diligence and
adversarial testing to assess
model vulnerabilities, ethical
alignment, and performance
impact.

Example Informative References:
DASF 39,50; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1

GV.SC-07: The risks posed
by a supplier, their
products and services,
and other third parties
are understood,
recorded, prioritized,
assessed, responded to,
and monitored over the
course of the relationship

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: RA-09; SA-
04; SA-09; SR-03; SR-06

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) While the method of
handling these risks remains
largely the same, regardless of
whether a system is Al-enabled or
not, they remain extremely
important points to consider.

Example Informative References:
DASF 7, 12, 14, 19, 29, 32, 35-39;
DASF 41-42, 46, 52; 55; ATLAS

AML.M0023; OWASP Al Exchange:

General Governance Controls;
OWASP LLM Top Ten: LLMO3

Proposed Priority: 1

Sample Focus Area
Considerations: Implement
continuous monitoring and threat
detection across supplier-
provided Al models, datasets, and
APIs to identify adversarial
behaviors, data leakage, or
compromised components
originating from the supplier.

Example Informative References:
DASF 38,39,50; ENISA Threat
Landscape 2025; Al 100-2e2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025

GV.SC-08: Relevant
suppliers and other third
parties are included in
incident planning,
response, and recovery
activities

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: SA-04; SA-

09; SR-02; SR-03; SR-08; CP-01; IR-
01

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) While the method of
supplier collaboration remains the
same in an Al-context, the
importance of establishing these
relationships remains high.

Example Informative References:
DASF 23, 39, 45; ATLAS
AML.M0023; OWASP Al Exchange:
General Governance Controls;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Opportunities: Al collects,
formats, and shares threat
intelligence using standards
protocols (such as STIX and
OpenCTl) to ensure teams and
partners stay aligned.

Sample Focus Area
Considerations: Integrate
suppliers and partners,
particularly those providing Al
models or data, into Al-specific
incident response and recovery
plans, focusing on coordinated
detection of adversarial attacks
and data poisoning.

Example Informative References:
DASF 39; ENISA Threat Landscape
2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) As Al is integrated into
defensive practices through third-
party suppliers to bolster cyber
defenses, such as those for
endpoint detection services, it is
critical for organizations to
include suppliers in incident
planning and response.

Example Informative References:
NIST SP 800-161 Rev. 1

GV.SC-09: Supply chain
security practices are
integrated into
cybersecurity and
enterprise risk
management programs,
and their performance is
monitored throughout
the technology product
and service life cycle

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PM-09;
PM-19; PM-28; PM-30; PM-31;
RA-03; RA-07; SA-04; SA-09; SR-
02; SR-03; SR-05; SR-06

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 23, 45, 51, 53; ATLAS
AML.M0023; OWASP Al Exchange:
General Governance Controls;
OWASP LLM Top Ten: LLMO03

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 38,50; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Supply Chain; ENISA Threat
Landscape 2025

GV.SC-10: Cybersecurity
supply chain risk
management plans
include provisions for
activities that occur after
the conclusion of a
partnership or service
agreement

General Considerations: Review
and understand terms of service
for Al considerations (e.g., data
ownership, permissible uses data)

before using third-party resources.

Example Informative References:
NIST SP 800-53, Rev 5: PM-31; RA-
03; RA-05; RA-07; SA-04; SA-09;
SR-02; SR-03; SR-05; SR-06

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 13, 51, 53; ATLAS

AML.MO0023; OWASP Al Exchange:

General Governance Controls;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 39; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-161 Rev. 1
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614  2.4. Cyber Al Profile: IDENTIFY

615 Table 2 Cyber Al Profile — IDENTIFY.

CSF 2.0 Core: IDENTIFY General Considerations Focus Area Proposed Priorities & Considerations

Secure Defend Thwart

General Considerations: No
general considerations identified -

Proposed Priority: 3 Proposed Priority: 2 Proposed Priority: 3

cee Focus Area Considerations Sample Focus Area Sample Focus Area Sample Focus Area
) Considerations: Standard Considerations: Inventory the Considerations: Standard
Example Informative References: | cybersecurity practices apply. accelerated computes used to cybersecurity practices apply.

NIST SP 800-53, Rev 5: CM-08; PM- conduct Al-enabled cyber defense.

Example Informative References: Example Informative References:

05 DASF 10-11, 18-19, 29, 34; ENISA Trac-k!ng these assets heIE)s ensure . '
Threat Landscape 2025 sufficient compute capacity for NIST SP 800-172 Configuration
P defense, operations and support Management 3.4.1e-3.4.3¢;
faster scoping and containment
during incident response.
Example Informative References:
DASF 1,34; ATLAS AML.M0023;
ENISA Threat Landscape 2025
General Considerations: Al Proposed Priority: 2 Proposed Priority: 2 Proposed Priority: 3
capabllltles.are |nc.re.asmgly Sample Focus Area Sample Focus Area Sample Focus Area
embedded into existing systems, . . . . . . .

. . Considerations: Standard Considerations: Inventories Considerations: Standard
which may introduce challenges to . . . . .
maintaining a current inventor cybersecurity practices apply. should include Al models, APIs, cybersecurity practices apply.

& v (Rationale) Identifying systems keys, agents, data (see also ID.AM-

Example Informative References:

Example Informative References: | that have embedded Al 07), and their integrations and
NIST SP 800-53, Rev 5: AC-20; CM- | capabilities may not always be permissions. NTIA SBOM (all); NIST SP 800-172
08; PM-05; SA-05; SA-09 straightforward, especially those Configuration Management

Example Informative References:
DASF 39,50; ENISA Threat
Example Informative References: | Landscape 2025;Al 100-2e2025
DASF 10-11, 18-19, 23, 29-30, 32,
34, 45, 48; OWASP Al Exchange:

3.4.1e-3.4.3¢; NIST SP 800-218
(all); ATT&CK M1047

purchased by a third party.
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General Considerations Focus Area Proposed Priorities & Considerations

Secure

Controls to Limit the Effects of
Unwanted Behavior; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; OWASP Al
Exchange: Model Access Control;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025

Defend

Thwart

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AC-04; CA-
03; CA-09; PL-02; PL-08; PM-07

Proposed Priority: 1

Sample Focus Area
Considerations: Categorize traffic
into four distinct groups: internal
human generated traffic, internal
computer-generated network
traffic (such as from cron jobs or
automated processes), internal Al
based traffic (Al tools searching
the web or utilizing
organizational resources), and
external traffic.

Note that external traffic is
difficult to categorize as human
or bot generated. However, there
is value in tracking network
traffic surrounding model
registries and dataset sources, to
better detect attempted supply
chain attacks.

Example Informative References:

DASF 5, 7, 10-11, 13, 16, 18-19,
24,28,30-32,41, 44, 48, 52, 56,
58-60, 62; OWASP Al Exchange:

Proposed Priority: 2

Sample Focus Area
Considerations:

Maintain representations of Al
data flows, including the paths for
inference requests, training data
pipelines to enforce defense
boundaries and detect anomalies.

Example Informative References:
DASF 38; ENISA Threat Landscape
2025; Al 100-2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
Understanding the network
facilitates a clearer understanding
of normal and abnormal traffic
that can indicate a security event
is occurring.

Example Informative References:

NIST SP 800-172 Configuration
Management 3.4.1e-3.4.3¢;
ATT&CK M1015; ATT&CK M1028;
Al 100-2e2025
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Focus Area Proposed Priorities & Considerations

Secure

Controls to Limit the Effects of
Unwanted Behavior; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; OWASP Al
Exchange: Model Access Control;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025

Defend

Thwart

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AC-20; SA-
09; SR-02

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) While it is important
to inventory third party services,
the methods do not change in an
Al-context.

Example Informative References:

DASF 2,5, 18, 23-24, 29, 32-33,
42,45, 48, 64; OWASP Al
Exchange: Controls to Limit the
Effects of Unwanted Behavior;
OWASP Conventional Runtime
Controls; OWASP Al Exchange:
General Governance Controls;
OWASP Al Exchange: Model
Access Control; OWASP LLM Top
Ten: LLMO3 Supply Chain; ENISA
Threat Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: External Al
defense components and services
(e.g., detection models) provided
by suppliers should be listed in
service inventories.

Example Informative References:
DASF 45,48; ATLAS AML.M0005;
ENISA Threat Landscape 2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. Up-
to-date inventories enable
tracking and management of
services provided by suppliers and
third parties who may be affected
by, or the cause of, Al-enabled
attacks.

Example Informative References:
ATLAS AML.M0023; NTIA SBOM
(all); NIST SP 800-218 (all); ATT&CK
M1033; Al 100-2e2025

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Proposed Priority: 2

Sample Focus Area
Considerations: New

Proposed Priority: 3

Sample Focus Area
Considerations: Prioritize Al assets

Proposed Priority: 3
Sample Focus Area
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General Considerations

Example Informative References:
NIST SP 800-53, Rev 5: RA-03; RA-
09; RA-02

Focus Area Proposed Priorities & Considerations

Secure

classifications will be needed for
Al systems. These systems also
consume and use resources
which directly contribute to the
functionality and vulnerability of
the system (such as the training
dataset), in a way that other
software systems are not
typically impacted.

Example Informative References:

DASF 5-6, 23-24, 30, 45; OWASP
Al Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025

Defend

(e.g. Models, inference services)
based on their criticality, the
mission impact, and their data
classification for Al-enabled
defense.

Example Informative References:

DASF 38; ENISA Threat Landscape
2025

Thwart

Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: CM-12; CM-
13; SI-12

Proposed Priority: 1

Sample Focus Area
Considerations: Data
provenance and data inventories
play a mutually supportive role in
understanding the nature of the
data and metadata, as well as the
requirements that travel with
them (e.g. use agreements,
consent). This can necessitate
additional diligence for data that
is collected from external sources
or that will be shared (either
externally or even internally for
different purposes). The NIST
Privacy Framework can be
applied to help organizations
manage privacy risk.

Proposed Priority: 1

Sample Opportunities: Al
technologies enhance capabilities
that can help organizations more
rapidly understand the data and
metadata they are managing,
including where it resides on the
network, characterize the nature
of it, and align it with compliance
and other risk management
requirements (e.g., identifying
data that is subject to protections
under a law or regulation).

Sample Focus Area
Considerations: Understanding
the data and their corresponding
meta data (e.g., their location,
protection needed) is important

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al 100-2e2025
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Focus Area Proposed Priorities & Considerations

Secure

New metadata will need to be
tracked to capture the full picture
of data used for ML. For instance,
what in-memory data
transformations/augmentations
are taking place to train a model?
Maintain provenance of Al
datasets. Modified data could
indicate data poisoning has
occurred. Training data originates
outside the organization can
introduce additional
uncertainties.

Example Informative References:
DASF 5-6, 10-11, 15, 17, 21, 30,
32,48, 56, 58-59, 62; ENISA
Threat Landscape 2025; Al 100-
2e2025

Defend

for effective Al-enable defense. Al
can help to discover data
automatically, label and classify,
and identify information that
needs special handling.

Example Informative References:
DASF 5,38; ENISA Threat
Landscape 2025; Al 100-2e2025

Thwart

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: CM-09; CM-
13; MA-02; MA-06; PL-02; PM-22;
PM-23; SA-03; SA-04; SA-08; SA-
22;SI-12; SI-18; SR-05; SR-12

Proposed Priority: 1

Sample Focus Area
Considerations: Data plays an
especially important role in the
performance of Al-based
systems. Particularly for systems
that may be making automated
decisions or contributing data to
other processes (e.g., training
data), ensuring data quality
throughout the lifecycle of that
data and system can be especially
important to ensure mistakes and
“bad” data are not proliferated.

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 6,38,50; ENISA Threat
Landscape 2025; Al 100-2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Maintaining systems
throughout their lifecycle will
promote resilience and ensure
effectiveness when/if Al-enabled
attacks try to leverage outdated or
mismanaged components for new
attack surfaces.

Example Informative References:
NIST SP 800-281 (all); NTIA SBOM
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General Considerations Focus Area Proposed Priorities & Considerations

General Considerations: Al
introduces new classes of
vulnerabilities (i.e., adversarial
input) which organizations
account for when securing Al
applications and using Al systems
to defend organizations.

Al systems can also leverage

existing vulnerabilities in software.

Example Informative References:
NIST SP 800-53, Rev 5: CA-02; CA-
07; CA-08; RA-03; RA-05; SA-
11(02); SA-15(07); SA-15(08); SI-
04; SI-05

Secure

Example Informative References:

DASF 6-7,10-12, 14, 16-20, 22-
23,29-30, 32, 34, 38, 41-42, 48,
52, 59, 63; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
Model Input Confidentiality;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025

Proposed Priority: 1

Sample Focus Area
Considerations: New classes of
vulnerabilities exist with Al, such
as adversarial input. This
introduces a new suite of
vulnerabilities to be identified,
tracked, and recorded.

Example Informative References:

DASF 13, 16, 19, 22-23, 31-32, 36,
38, 41-42, 45-46, 52-53, 56, 63;
OWASP Conventional Runtime
Controls; OWASP General;
https://arxiv.org/pdf/2409.08831

Defend

Proposed Priority: 1

Sample Focus Area
Considerations: Include Al-specific
attacks (e.g., adversarial input,
model evasion) in vulnerability
management and flag Al-enabled
attacks documented in recent
threat reports to ensure defenses
are current.

Example Informative References:
DASF 38,39; ENISA Threat
Landscape 2025;
https://arxiv.org/pdf/2309.
01029;

vl Governance; OWASP GenAl
Security Project: Monitor;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025;
https://arxiv.org/pdf/2504.

https://arxiv.org/pdf/2409.08831v

Thwart

(all); ATLAS AML.M0023; ATT&CK
M1054; Al 100-2e2025

Proposed Priority: 1

Sample Focus Area
Considerations: Vulnerabilities in
assets such as software can
potentially be exploited by Al-
enabled attacks, necessitating a
faster identification and resolution
time than previous cybersecurity

policy.

Example Informative References:
NIST SP 800-218 (all); NTIA SBOM
(all); ATLAS AML.M0016; ATT&CK
M1016; ATT&CK M1051;
https://arxiv.org/pdf/2504.

11168; https://arxiv.org/pdf/2309.

1; Al 100-2e2025

01029; Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3
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Secure

11168;
https://arxiv.org/pdf/2309.
01029; Al 100-2e2025

Defend

Thwart

General Considerations:
Incorporate new information
sharing sources related to Al, such
as Al-specific threat intelligence
from publications, journals,
ISACs/ISAOs,® and other forums.
Examples of available resources
include: OWASP,” The Al Incident
Database (AlID), and MITRE
ATLAS™,

Example Informative References:
NIST SP 800-53, Rev 5: SI-05; PM-
15; PM-16

Proposed Priority: 2

Sample Focus Area
Considerations: Some
information which could have
immediate real-world impact on
models may come from Al
academic publications. For
instance, Al jailbreaking and
prompt injection techniques are
more likely to be discovered and
published in Al-related journals
when compared to other sources
of cybersecurity information.

Example Informative References:

ENISA Threat Landscape 2025

Proposed Priority: 2

Sample Opportunities: Al helps
defenders by scanning massive
datasets, rapidly analyzing large
volumes of threat intelligence, and
correlating the information from
multiple sources. This gives
defenders a clear and more
predictive view of the threat
landscape.

Sample Focus Area
Considerations: Retrieve Al-
focused CTI, such as jailbreaks and
prompt injection, from research
and industry-shared resources
(e.g., ATLAS™).

Example Informative References:
DASF 39; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Information from red-
team and penetration testing
exercises as well as Al-related
academic publications and should
be used to inform future
capabilities for thwarting Al-
enabled attacks.

Example Informative References:
https://arxiv.org/html/2503.11917
v3

General Considerations: Al
presents a myriad of new internal
and external threats to an
organization, but also
opportunities to defend against
these threats.

Proposed Priority: 1

Sample Focus Area
Considerations: LLM-based
systems can operate
autonomously and are
sometimes given the ability to

Proposed Priority: 1

Sample Opportunities: Al
improves monitoring and
strengthens threat detection by
flagging anomalies, correlating
suspicious behaviors, and spotting

Proposed Priority: 1

Sample Focus Area
Considerations: Due to the
increased risk of Al-enabled
phishing and social engineering
tactics and techniques, emphasize

5 America’s Al Action Plan, released in July 2025, includes a recommendation for the U.S. Department of Homeland Security lead establishment of an AI-ISAC in collaboration with NIST’s Center for Al Standards and
Innovation (CAISI) (under the U.S. Department of Commerce), and the Office of the National Cyber Director.
7 For example, OWASP makes “top 10” lists available for LLM and ML.
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Example Informative References:
NIST SP 800-53, Rev 5: PM-12; PM-
16; RA-03; SI-05

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

execute arbitrary code inside of a
compute environment. The
potential uncertainties around
autonomous behaviors (e.g.,
being manipulated into code
execution) should be considered
alongside other threats.

Al systems are not perfectly
predictable. These systems may
have unexpected output when
presented with input outside
their training domain.

Example Informative References:

DASF 13, 32; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025;
https://arxiv.org/pdf/2309.
01029; Al 100-2e2025;
https://arxiv.org/html|/2503.1191

V3

Defend

unusual patterns faster than other
tools.

Al helps defenders by scanning
massive datasets and rapidly
analyzing large volumes of threat
intelligence to identify internal
and external threats across IT, OT,
and I0OT, giving defenders a clear
view of the threat landscape.

Sample Focus Area
Considerations: Account for
internal and external Al-enabled
threats that can directly target or
mislead defensive systems, such as
Al-enabled phishing, deepfakes,
and agent manipulation. Defensive
teams should establish processes
to identify, log, and analyze these
threats.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 39;
https://arxiv.org/pdf/2309.

01029; Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3

Thwart

awareness and training that is up-
to-date and encompasses new and
emerging trends that exploit
personnel via email, chatbots, and
audio/visual content generated by
Al.

Example Informative References:
ATLAS; ATT&CK;
https://arxiv.org/pdf/2309.

01029; Al 100-2e2025;
https://arxiv.org/html/2503.11917
v3

General Considerations: Al
introduces new distinct
considerations across all Focus
Areas. Resources like and MITRE
ATLAS™ can help organizations
understand their impacts.

Proposed Priority: 1

Sample Focus Area
Considerations: Al systems
present many new attack vectors
such as adversarial input, data
leakage, data poisoning, error-

Proposed Priority: 1

Sample Focus Area
Considerations: Include new risk
vectors that emerge with the use
of Al-enabled cyber defense (e.g.,

Proposed Priority: 1

Sample Focus Area
Considerations: Al-enabled
attacks will target existing
vulnerabilities and aid in
vulnerability discovery—risk
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Example Informative References:
NIST SP 800-53, Rev 5: PM-09; PM-
11; RA-02; RA-03; RA-08; RA-09

Secure

amplifying feedback loops, and
concept drift.

Example Informative References:

DASF 6, 13, 22-23, 45; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025;
https://arxiv.org/pdf/
2504.11168;
https://arxiv.org/pdf/
2309.01029; Al 100-2e2025;
https://arxiv.org/htm|/2503.1191

V3

Defend

data leakage, overreliance, and

excessive agency) in risk modeling.

Example Informative References:
DASF 38,39;0WASP Al Exchange:
How about Generative Al?; ATLAS
AML.MO0005;
https://arxiv.org/pdf/2309.
01029; Al 100-2e2025

Thwart

analysis and vulnerability
management should be
prioritized.

Example Informative References:
NIST SP 800-218 (all); ATLAS
AML.M0016; ATT&CK M1051;
https://arxiv.org/pdf/2309.
01029; Al 100-2e2025

General Considerations: Prioritize
controls based on threats,
likelihood, and impact to reduce
high risk Al errors.

Example Informative References:
NIST SP 800-53, Rev 5: PM-16; RA-
02; RA-03; RA-07

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 6, 13, 19, 36; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025;
https://arxiv.org/pdf/2309.
01029;
https://arxiv.org/htm|/2503.1191

3

Proposed Priority: 2

Sample Opportunities: Al
translates complex technical data
into clear business language by
summarizing technical risks into
concise insights and helping
executives make informed risk
decisions.

Sample Focus Area
Considerations: Continuously
evaluate Al cybersecurity defense
capabilities to ensure they are
sufficiently mature to use for their
intended purpose before
deployment.®

Example Informative References:

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Incorporate the impact
of Al-enabled attacks when
prioritizing risk responses.

Example Informative References:
https://arxiv.org/pdf/2309.01029 ;
https://arxiv.org/html|/2503.11917
v3

8 One example that illustrates technology readiness is: https://cloud.google.com/blog/products/identity-security/rsa-introducing-ai-powered-insights-threat-intelligence
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Secure

Defend

DASF 38; ENISA Threat Landscape
2025; https://arxiv.org/pdf/2309.
01029; Al 100-2e2025;
https://arxiv.org/html|/2503.11917

v3

Thwart

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PM-09; PM-
18; PM-30; RA-07

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 12-13, 36, 38; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025;
https://arxiv.org/htm|/2503.1191

PAYE]

Proposed Priority: 2

Sample Opportunities: Al can be
used for proactive risk
management and predicting
incident outcomes which can
enable faster responses, inform
risk responses, and support
personnel with communicating
those decisions. Al analyzes
vulnerabilities to issue early
warnings and helps prioritize
defensive actions before incidents
occur.

Sample Focus Area
Considerations: Define conditions
for disabling Al autonomy during
risk response, while also Al
predictive incident outcomes to
prioritize and communicate risk
responses.

Example Informative References:
DASF 38,39; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html|/2503.11917

v3

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) The baseline risks and
threats that organizations face is
increased by the existence of Al,
and Al also lowers the barriers to
entry for carrying out cyber
attacks. However, the
cybersecurity controls that an
organization should implement for
this Subcategory remain the same.

Example Informative References:
https://arxiv.org/html|/2503.11917
v3

General Considerations: It is
difficult to predict how a change

Proposed Priority: 2

Proposed Priority: 1

Proposed Priority: 1

45




NIST IR 8596 irpd (Initial Preliminary Draft)
December 2025

Cybersecurity Al Profile
NIST Community Profile

CSF 2.0 Core: IDENTIFY

General Considerations Focus Area Proposed Priorities & Considerations

to an Al system will impact the
overall functionality. Organizations
should use version control
processes to record any change to
the hardware, software,
configuration values, or training
data. Review and log changes to
the model, training data, and the
model configuration settings (e.g.,
hyperparameters) for
cybersecurity defenses that use Al.

Example Informative References:
NIST SP 800-53, Rev 5: CA-07; CM-
03; CM-04

Secure

Sample Focus Area
Considerations: Even small
changes to Al systems may
introduce risks which are
unknowable ahead of time. It can
be difficult (or impossible) to
predict the impacts of changes to
a model without making the
change and testing the resultant
Al.

Example Informative References:
DASF 7, 13-18, 29, 41, 52; OWASP
Al Exchange: General Governance
Controls; ENISA Threat Landscape
2025

Defend

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Cybersecurity defenses
play a critical role in protecting the
organization.

Example Informative References:
DASF 50; ENISA Threat Landscape

2025; Al 100-2e2025

Thwart

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Changes, even when
minor, could introduce
weaknesses into the system that
are exploitable by Al-enabled
attacks.

Example Informative References:
NIST SP 800-172 - Configuration
Management (3.4.1e-3.4.3e); NIST
SP 800-172 — Security Assessment
(3.12.1e); ATT&CK M1033;
ATT&CK M1054

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: RA-05

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 12-13, 19, 53; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 38,50; ENISA Threat
Landscape 2025

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Vulnerability
management, disclosures, and
response will need higher
prioritization due to speed and
efficiency of Al-enabled attacks to
exploit vulnerabilities at scale.

Example Informative References:
NIST SP 800-218 (all); ATT&CK
M1016; Al 100-2e2025;
https://arxiv.org/html/2503.11917
v3

General Considerations: No
general considerations

Proposed Priority: 2

Proposed Priority: 2

Proposed Priority: 2
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identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: SA-04; SA-

05; SA-10; SA-11; SA-15; SA-17; SI-
07; SR-05; SR-06; SR-10; SR-11

Secure

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) While the methods of
verifying authenticity and
integrity do not change, they take
on elevated importance in Al-
contexts due to the lack of
visibility into third-party tools.

Example Informative References:
DASF 23, 45, 52; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; OWASP
Model input confidentiality;
OWASP LLM Top Ten: LLM03
Supply Chain; ENISA Threat
Landscape 2025

Focus Area Proposed Priorities & Considerations

Defend

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 50; OWASP Al Exchange:
General Governance Controls;
ENISA Threat Landscape 2025

Cybersecurity Al Profile
NIST Community Profile

Thwart

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Extra measures may be
necessary to prevent use of
counterfeit hardware and
software to avoid using
unapproved or malicious Al.

Example Informative References:
NIST SP 800-218 (all); ATT&CK
M1033; ATT&CK M1054; ATT&CK
M1044; Al 100-2e2025

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: SR-06

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 7, 12-14, 19, 29, 35-39, 41-
42, 46, 51-53, 55; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain

47

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 50; OWASP Al Exchange:
General Governance Controls

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Suppliers and third
parties with access to internal
data, systems, and software may
be the target of Al-enabled cyber
attacks.

Example Informative References:
NIST SP 800-218 (all); ATT&CK
M1047
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General Considerations: Al
introduces a suite of new metrics
to consider. Carefully select which
metrics closely align with the
organization’s goals. For instance,
perhaps FPs are much more
important than false negatives, in
which case evaluation metrics will
be more heavily influenced by
precision rather than recall, and
using metrics such as an F1 score
may obfuscate results.

Incorporate feedback loops to
continue improving Al use in
cybersecurity activities.

Example

Informative References: NIST SP
800-53, Rev 5: AC-01; AT-01; AU-
01; CA-01; CM-01; CP-01; IA-01;
IR-01; MA-01; MP-01; PE-01; PL-
01; PM-01; PS-01; PT-01; RA-01;
SA-01; SC-01; SI-01; SR-01; CA-02;
CA-05; CA-07; CA-08; CP-02; IR-04;
IR-08; PL-02; RA-03; RA-05; RA-07;
SA-08; SA-11; SA-17(06); SI-02; SI-
04; SR-05

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure
Proposed Priority: 2

Sample Focus Area
Considerations: Evaluations in
ML need to be carefully weighed
and considered. Consider the
structure and form of the
evaluation datasets, as well as
what biases may exist in that
data. Also consider identifying
appropriate metrics to measure a
model's performance.
Oftentimes, accuracy does not
fully reflect adequacy of
performance.

Example Informative References:

OWASP Al Exchange: Controls to
Limit the Effects of Unwanted
Behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
Model Input Controls; OWASP
GenAl Security Project: Monitor;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html|/2503.1191

V3

Defend
Proposed Priority: 3

Sample Opportunities: Al
supports reporting by drafting
clear incident summaries and
compliance reports, organizing
evidence, and producing
standardized documentation to
reduce workload of analysts.

Sample Focus Area
Considerations: Identify
continuous security improvements
by evaluating Al model
performance metrics (e.g.,
precision/recall, drift rates)
against security goals, such as FP
reduction and adversarial
robustness.

Example Informative References:
DASF 38,39,50; OWASP Al
Exchange: Model Access Control;
ATLAS AML.MO0008; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html|/2503.11917

v3

Thwart
Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Organizations may
consider leveraging and
implementing Al-assisted defenses
to maintain pace and scale of Al-
enabled cyber attacks. See the
opportunities and considerations
of the Defend Focus Area for
guidance.

Example

Informative References:
https://ieeexplore.ieee.org/docum
ent/10747338; Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3

General Considerations:
Improvements are identified from
Al Red Teaming exercises and
through coordinated testing with

Proposed Priority: 3

Proposed Priority: 3

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
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suppliers of Al models and data to
harden the supply chain.

Example Informative References:
NIST SP 800-53, Rev 5: AC-01; AT-
01; AU-01; CA-01; CM-01; CP-01;
IA-01; IR-01; MA-01; MP-01; PE-
01; PL-01; PM-01; PS-01; PT-01;
RA-01; SA-01; SC-01; SI-01; SR-01;
CA-02; CA-05; CA-07; CA-08; CP-
02; CP-04; IR-03; IR-04; IR-08; PL-
02; PM-04; PM-31; RA-03; RA-05;
RA-07; SA-08; SA-11; SI-02; SI-04;
SR-05

Secure

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 13; DASF 16; DASF 19; DASF
36; DASF 39; DASF 41; DASF 44;
DASF 46; DASF 56; OWASP Al
Exchange: Controls to Limit the
Effects of Unwanted Behavior;
OWASP Conventional Runtime
Controls; OWASP Al Exchange:
General Governance Controls;
OWASP Al Exchange: Model
Access Control; OWASP Model
Input Controls; OWASP GenAl
Security Project: Monitor;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025;
https://arxiv.org/html|/2503.1191
7v3

Defend

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 39; OWASP Al Exchange:
Model Access Control; ATLAS
AML.MO0018; ENISA Threat
Landscape 2025;
https://arxiv.org/html|/2503.11917

v3

Thwart

cybersecurity practices apply.
(Rationale) Organizations may
consider leveraging and
implementing Al-assisted
penetration-testing and red-
teaming tools to maintain pace
and scale of Al-enabled cyber-
attacks when performing security
tests.

Example Informative References:
NIST SP 800-172 — Security
Assessment (3.12.1e);
https://arxiv.org/html|/2503.11917
v3

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AC-01; AT-
01; AU-01; CA-01; CM-01; CP-01;
IA-01; IR-01; MA-01; MP-01; PE-
01; PL-01; PM-01; PS-01; PT-01;
RA-01; SA-01; SC-01; SI-01; SR-01;
CA-02; CA-05; CA-07; CA-08; CP-
02; IR-04; IR-08; PL-02; PM-04;

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 5; DASF 13; DASF 16; DASF
18; DASF 19; DASF 24; DASF 29;
DASF 33; DASF 36; DASF 38; DASF
39; DASF 41; DASF 42; DASF 44;
DASF 46; DASF 51; DASF 55; DASF
56; DASF 60; DASF 64; OWASP Al
Exchange: Controls to Limit the

Proposed Priority: 3

Sample Focus Area
Considerations: Operational
feedback, such as high human
override rates, frequent model
drift alerts, or patterns of
adversarial input detection, should
be analyzed to drive continuous
security improvements in Al-
enabled defense systems.

Example Informative References:

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
https://arxiv.org/html|/2503.11917
v3
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PM-31; RA-03; RA-05; RA-07; SA-
04; SA-08; SA-11; SI-02; SI-04

Secure

Effects of Unwanted Behavior;
OWASP Conventional Runtime
Controls; OWASP Al Exchange:
General Governance Controls;
OWASP Al Exchange: Model
Access Control; OWASP Model
Input Controls; OWASP GenAl
Security Project: Monitor;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025;
https://arxiv.org/htm|/2503.1191

3

Defend

DASF 21,39; ATLAS AML.MO000S;
ATLAS AML.MO0015; ENISA Threat
Landscape 2025;
https://arxiv.org/html/2503.11917

v3

Thwart

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:

NIST SP 800-53, Rev 5: CP-02; IR-
08; PL-02; SR-02

Proposed Priority: 3

Sample Focus Area
Considerations: Incidents
involving Al systems have specific
response procedures including
but not limited to reducing the
scope of access a model has
(whether that be data, tools, or
networks), identifying the issue
via logs, and restoring stable
model backups (beyond using
code versioning, but also model
versioning and potentially even
previous dataset versions).

Example Informative References:

DASF 19; DASF 39; DASF 41;
OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape

Proposed Priority: 3

Sample Focus Area
Considerations: Incident response
plans include Al-specific
procedures for containment (e.g.,
disabling model autonomy), triage
(e.g., analyzing model logs), and
recovery (e.g., restoring validated
model versions).

Example Informative References:
DASF 39; ENISA Threat Landscape
2025; ATLAS AML.M0014; Al 100-
2e2025;
https://arxiv.org/html|/2503.11917

v3

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Improvements to these
plans need to reflect evolutions in
Al-enabled attacks and (any)
effective mitigations or actions
taken. This can help improve the
efforts related to PR.AT-01 and
specifically PR.AT-02, as well as
continuous monitoring and
anomalous activity detection.
Updates here are most likely more
dynamic due to the speed at
which Al-enabled attacks can be
executed but the speed of
sophistication and deception.

Example Informative References:
NIST SP 800-172 — Incident
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Secure

2025; Al 100-2e2025;
https://arxiv.org/htm|/2503.1191

V3

Defend

Thwart

Response (3.6.1e-3.6.2¢e); Al 100-
2e2025;
https://arxiv.org/html/2503.11917

v3

2.5. Cyber Al Profile: PROTECT

CSF 2.0 Core: PROTECT

PROTECT (PR)

General Considerations

Table 3 Cyber Al Profile - PROTECT.

Focus Area Proposed Priorities & Considerations

Secure

Safeguards to manage the organization’s cybersecurity risks are used

Defend

Thwart

Identify Management,
Authentication, and
Access Control (PR.AA)

Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate with the assessed risk of

unauthorized access

PR.AA-01: Identities and
credentials for authorized
users, services, and
hardware are managed
by the organization

General Considerations: Give Al
systems unique and traceable
identities and credentials to better
track their activity.

Example Informative References:
NIST SP 800-53, Rev 5: AC-01; AC-
02; AC-14; IA-01; IA-02; IA-03; IA-
04; IA-05; IA-06; IA-07; IA-08; IA-
09; IA-10; IA-11

Proposed Priority: 1

Sample Focus Area
Considerations: Al systems may
need their own identities and
credentials (i.e., Al service level
accounts) to interact with a
broader system. Organizations
need traceability between Al
systems and their actions.

Example Informative References:

DASF 1, 3, 21-22, 32, 40, 48;
ATLAS AML.MO0005; ATLAS
AML.MO0019; OWASP Al
Exchange: Controls to Limit the
Effects of Unwanted Behavior;

Proposed Priority: 2

Sample Opportunities: Al catches
credential misuse that previous
rules might miss by flagging
unusual authentication activity.

Sample Focus Area
Considerations: Assign and
manage unique and traceable
identities and credentials to Al
defense agents to support
defensive response activities.

Example Informative References:
DASF 39; WASP Al Exchange:
Model Access Control; ENISA

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Al-enabled cyber
attacks will lower the barrier of
entry to gaining access to
identities and credentials, services,
and hardware.

Example Informative References:
NIST SP 800-172 — Configuration
Management (3.4); NIST SP 800-
172 Identification and
Authentication (3.5); NIST SP 800-
207 — Zero Trust Architecture;

51




NIST IR 8596 irpd (Initial Preliminary Draft)

December 2025

CSF 2.0 Core: PROTECT

General Considerations

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

Defend

OWASP Conventional Runtime
Controls; OWASP Al Exchange:
Model Access Control; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025; Al 100-2e2025

Threat Landscape 2025; ATLAS
AML.MO0005

ATT&CK M1032; ATT&CK M1027;
ATLAS AML.MO0005; ATLAS
AML.MO0019; Al 100-2e2025

PR.AA-02: Identities are
proofed and bound to
credentials based on the
context of interactions

General Considerations: LLMs or
Al Agents may have access to data
sources or tools that a user
typically would not have. Bind
agent and service identities to
their credentials using
cryptographic signing and mutual
authentication.

Example Informative References:
NIST SP 800-53, Rev 5: 1A-12

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 1, 3-5, 22, 32-33, 40, 57;
ATLAS AML.MO00O05; ATLAS
AML.MO0026; ATLAS AML.M0027;
ATLAS AML.M0028; OWASP
Conventional Runtime Controls;
Al 100-2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Al services should
be bound in context and time to
prevent excessive agency. Prevent
spoofing by requiring certificate-
based validation and continuous
monitoring of agent behavior so
that malicious tools cannot imitate
the organization’s defense agents.

Example Informative References:
DASF 39,50; ENISA Threat
Landscape 2025; ATLAS
AML.M0013; AML.M0014); Al 100-
2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Al-enabled cyber
attacks will lower the barrier of
entry to gaining access to
identities and credentials, services,
and hardware.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

PR.AA-03: Users,
services, and hardware
are authenticated

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AC-07; AC-
12; 1A-02; IA-03; 1A-05; IA-07; IA-
08; IA-09; IA-10; 1A-11

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
Cybersecurity practices apply.

Example Informative References:

DASF 1-2, 4-5, 18, 21-22, 24, 29,
31-33, 40, 42-43, 46, 56, 64;
ATLAS AML.MO0005; OWASP

Proposed Priority: 2

Sample Focus Area
Considerations: Assign each Al
agent with a unique identity and
credentials and treat them with
the same security precautions as
privileged users.

Example Informative References:
DASF 39,50; ENISA Threat
Landscape 2025; ATLAS

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Al-enabled cyber-
attacks will lower the barrier of
entry to gaining access to
identities and credentials, services,
and hardware, but the way that
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Secure

Defend

Conventional Runtime Controls;
ENISA Threat Landscape 2025

AML.M0019; ATLAS AML.MO0005;
Al 100-2e2025

these attacks are mitigated
remains the same.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

PR.AA-04: Identity
assertions are protected,
conveyed, and verified

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:

NIST SP 800-53, Rev 5: I1A-13

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 22, 40

Proposed Priority: 2

Sample Focus Area
Considerations: Identity assertions
provide a measure of assurance
that Al components are valid.
Signing and verifying agent
assertions and tokens provide
insight into their provenance and
supports organizations in verifying
that only the expected agents are
operating.

Example Informative References:
DASF 39; OWASP Al Exchange:
Monitor Use; ATLAS AML.M0013;
ATLAS AML.M0014; Al 100-2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Al-enabled cyber-
attacks will lower the barrier of
entry to gaining access to
identities and credentials, services,
and hardware, but the way that
these attacks are mitigated
remains the same.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

PR.AA-05: Access
permissions,
entitlements, and
authorizations are
defined in a policy,
managed, enforced, and
reviewed, and
incorporate the principles
of least privilege and
separation of duties

General Considerations: Al
systems should be treated
separately from other types of
entities within a network and
require their own set of
permissions and authorization
policies. Apply the principle of
least privilege to Al agents by
granting only the permissions
necessary to carry out their role.

Proposed Priority: 1

Sample Focus Area
Considerations: Because Al
systems can interact in complex
and unpredictable ways, they
may need a new set of policies to
govern their permissions and
authorizations.

Example Informative References:

DASF 2-3, 5-6, 14, 18, 21, 22, 24,

Proposed Priority: 2

Sample Opportunities: Al catches
credential misuse that previous
rules might miss by flagging
unusual authentication activity.

Sample Focus Area
Considerations: Establish
processes to manage Al agent
privileges over time (e.g., periodic

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Maintain robust
policies for access controls and
authorizations to prevent Al-
enabled cyber-attacks that seek to
obtain credentials, access
keys/tokens, etc., through
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Example Informative References:
NIST SP 800-53, Rev 5: AC-01; AC-
02; AC-03; AC-05; AC-06; AC-10;
AC-16; AC-17; AC-18; AC-19; AC-
24; 1A-13

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

29, 31-33, 40, 42-43, 46, 51, 56-
58, 60, 64; ATLAS AML.M0005;
ATLAS AML.M0012; ATLAS
AML.M0026; ATLAS AML.M0027;
OWASP Al Exchange: Controls to
Limit the Effects of Unwanted
Behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: Model Access Control;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025
https://arxiv.org/pdf/2504.
11168; Al 100-2e2025;
https://arxiv.org/html|/2503.1191

V3

Defend

reviews and updates) like other
types of privileged accounts.

Example Informative References:
OWASP Al Exchange: Least Model
Privilege; DASF 39,50; ENISA
Threat Landscape 2025; ATLAS
AML.MO0005; ATLAS AML.M0019;
ATLAS AML.M0026; ATLAS
AML.M0027; ATLAS AML-MO0028;
Al 100-2e2025;
https://arxiv.org/html|/2503.11917

v3

Thwart

methods such as scalable brute
force attacks.

Example Informative References:
Al 100-2e2025;
https://arxiv.org/html/2503.11917
v3

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PE-02; PE-
03; PE-04; PE-05; PE-06; PE-08; PE-
18; PE-19; PE-20

Proposed Priority: 3

Sample Focus Area
Considerations:

Standard cybersecurity practices
apply.

Example Informative References:

DASF 1, 4-5, 9, 16, 21-22, 24, 31,
40, 46, 56, 57, 59, 62; ATLAS
AML.MO0005; ATLAS AML.M0012

Proposed Priority: 2

Sample Focus Area
Considerations: Leverage Al-
enabled systems to strengthen
physical defense capabilities, such
as the use of computer vision to
detect unauthorized access,
tampering, or intrusions in data
centers and Graphics Processing
Unit (GPU) racks.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 39; ATLAS AML.MO0005 ;
ATLAS AML.MO0009 ; Al 100-
2e2025

Proposed Priority: 3

Sample Focus Area
Considerations:

Standard cybersecurity practices
apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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General Considerations:
Personnel should be adequately
trained to work with the results of
Al systems, which are evolving
rapidly and sometimes emit
unpredictable output.

This training will need to be
frequently updated and
readministered to match the pace
of developments with Al
technology.

Example Informative References:
NIST SP 800-53, Rev 5: AT-02; AT-
03

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Proposed Priority: 1

Sample Focus Area
Considerations: Al presents a
new dimension to the
cybersecurity landscape which
has not been seen before.
Personnel should be aware of
new considerations, such as
model limitations, adversarial
input, and concept drift as well as
how these apply to the specific
context.

Example Informative References:

DASF 25, 32, 39, 41, 61; ATLAS
AML.MO0012; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html|/2503.1191

Defend

Proposed Priority: 1

Sample Focus Area
Considerations: The use of Al
presents risks to the accuracy of
information, such as hallucination
and confabulation. Train analysts
to monitor agents and how to
evaluate Al outputs to spot
hallucinations, bias, manipulated
responses, and other potential
issues before acting.

Example Informative References:
DASF 25,31,32,29,41,6;
https://arxiv.org/pdf/
2311.05232; ENISA Threat
Landscape 202; Al 100-2e2025;
https://arxiv.org/html/2503.11917

3

v3

Proposed Priority: 1

Sample Focus Area
Considerations: Al presents a new
dimension to the cybersecurity
threat landscape which has not
been seen before. Personnel
should be aware of and have
access to training to inform them
about new, emerging, Al-enabled
threats such as those leveraging
spear phishing and social
engineering tactics and
techniques.

Example Informative References:
NIST SP 800-172 — Awareness and
Training (3.2); ATT&CK M1017;
ATLAS AML.M0018; NIST Al 600-1
MP-5.1-002; Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3

General Considerations:
Specialized roles responsible for
the use of Al systems or protection
against Al-enabled attacks are
aware of both cybersecurity and
Al-specific threats and associated
mitigation strategies.

Example Informative References:
NIST SP 800-53, Rev 5: AT-03

Proposed Priority: 2

Sample Focus Area
Considerations: Al presents a
new dimension to the
cybersecurity landscape.
Personnel responsible for
protecting Al systems should be
aware of both cybersecurity and
Al-specific considerations that

Proposed Priority: 1

Sample Opportunities: Al creates
realistic attack simulations and
phishing scenarios to test defenses
and help defenders practice and
improve response skills.

Sample Focus Area
Considerations: Red teaming and
personnel training should address

Proposed Priority: 1

Sample Focus Area
Considerations: Al presents a new
dimension to the cybersecurity
threat landscape. Personnel
should be aware of and have
access to training and information
on new, emerging, Al-enabled
threats such as those leveraging
spear phishing and social
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General Considerations: Data is
critical for the functionality of
many Al systems. Examples of Al-
specific confidentiality, integrity,
and availability concerns include:
availability poisoning and
availability breakdown, integrity
poisoning, and confidentiality
leakage and compromises (which
can also result in privacy issues). If
data is corrupted, then ML models
will no longer train with that data.

are applicable to the
organization’s context.

Example Informative References:

DASF 25, 39, 61; ATLAS
AML.MO0012; ENISA Threat
Landscape 2025; Al 100-2e2025

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) See General
Considerations.

Example Informative References:

DASF 3-13, 16-17, 20-22, 24-27,
29-31, 33, 36, 42, 44, 46, 51, 56,
58-60, 62; ATLAS AML.M0O005;
ATLAS AML.M0012; ATLAS
AML.M0024; ATLAS AML.M0025;

Defend

Al-enabled defense actions,
adversarial ML, prompt injection,
model drift, and Al forensics to
support personnel in building skills
and knowledge to use of Al-
enabled defense actions that align
with organizational need and risk
tolerance.

Example Informative References:
DASF 25,32,39,41,61; ATLAS
AML.M0018; AML.M0003; Al 100-
2e2025

Proposed Priority: 1

Sample Focus Area
Considerations: Enabling accurate,
scaled, and fast defensive
operations require trusted data.

Example Informative References:
DASF 32,39,41; ENISA Threat
Landscape 2025 ATLAS
AML.M0012; ATLAS AML.MO0005;
Al 100-2e2025

engineering tactics and
techniques. Up-to-date training on
Al-enabled phishing, social
engineering, and use of chatbots is
critical to thwart cybersecurity
incidents. Personnel in specialized
roles (e.g., incident response) will
need additional training to
recognize and validate Al-enabled
attacks. Modeling and simulation
scenarios may also need to be
developed to facilitate effective
detection, response, and recovery
efforts.

Example Informative References:
NIST SP 800-172 — Awareness and
Training (3.2); ATT&CK M1017;

ATLAS AML.M0018; NIST Al 600-1
MP-5.1-002; Al 100-2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) See General
Considerations.

Example Informative References:
ATT&CK M1057; ATT&CK M1053;
ATT&CK M1041; ATT&CK M1029;
ATLAS AML.M0007; Al 100-2e2025
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If the data is tampered with, then
models will not train well. While
these considerations are of utmost
importance to Al, the mitigations
an organization might use to
prevent them remain the same as
other types of software encryption
and data backups.

Example Informative References:
NIST SP 800-53, Rev 5: CA-03; CP-
09; MP-08; SC-04; SC-07; SC-12;
SC-13; SC-28; SC-32; SC-39; SC-43;
SI-03; SI-04; SI-07

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

OWASP Conventional Runtime
Controls; OWASP Al Exchange:
General Governance Controls;
OWASP Model Input
Confidentiality; OWASP GenAl
Security Project: Monitor;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025

Defend

Thwart

General Considerations: Examples
of Al-specific confidentiality,
integrity, and availability concerns
include: availability poisoning and
availability breakdown, integrity
poisoning, and confidentiality
leakage and compromises (which
can also result in privacy issues).

Example Informative References:
NIST SP 800-53, Rev 5: AU-16; CA-
03; SC-04; SC-07; SC-08; SC-11; SC-
12; SC-13; SC-16; SC-40; SC-43; SI-
03; SI-04; SI-07

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 3-5,7,9, 11, 13, 16, 21-27,
29-34, 36, 44-46, 51, 56, 58-60,
62; ATLAS AML.M0024; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; OWASP
Model Input Confidentiality;
OWASP GenAl Security Project:
Monitor; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 25,37,39; ENISA Threat
Landscape 2025; ATLAS
AML.M0019

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 9; ATT&CK M1057;

General Considerations: Al always
has the potential to leak sensitive

Proposed Priority: 1

Proposed Priority: 1

Proposed Priority: 3
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General Considerations Focus Area Proposed Priorities & Considerations

data if it has access to it. Examples
of Al-specific confidentiality,
integrity, and availability concerns
include: availability poisoning and
availability breakdown, integrity
poisoning, and confidentiality
leakage and compromises (which
can also result in privacy issues). In
general, an Al model has the same
level of sensitivity as the data it
was trained on and the data that it
has access to at inference.

Example Informative References:
NIST SP 800-53, Rev 5: AC-02; AC-
03; AC-04; AU-09; AU-13; CA-03;
CP-09; SA-08; SC-04; SC-07; SC-11;
SC-13; SC-24; SC-32; SC-39; SC-40;
SC-43; SI-03; SI-04; SI-07; SI-10; SI-
16

Secure

Sample Focus Area
Considerations: The information
that Al uses and shares with a
user cannot always carefully be
controlled. Consider two
information retrieval services
connected to two databases. One
is connected to a Structured
Query Language (SQL) server.
Another retrieves information
semantically, using Al. With the
retrieval service, the information
being fetched and shared can be
tightly controlled. With the
semantic system, queries are
based on semantics, and as such,
it is more challenging to control
what data is shared.

Example Informative References:
DASF 5,9, 11, 13, 15-16, 20-27,
29-34, 36, 42, 44-46, 56, 58-60,
62; ATLAS AML.M0024; OWASP
(all); ENISA Threat Landscape
2025; https://arxiv.org/pdf/2303.
00654; Al 100-2e2025

Defend

Sample Focus Area
Considerations: Minimize the use
of sensitive data in Al prompts and
features and implement the use of
runtime redaction and guardrails.
Prevent data leakage by
implementing output filtering,
pattern detection, and access
control.

Example Informative References
DASF 25,34,40 "; ENISA Threat
Landscape 2025;
https://arxiv.org/pdf/2303.
00654; Al 100-2e2025

Thwart

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Proposed Priority: 2

Sample Focus Area
Considerations: Maintain
protected, regularly tested
backups of critical Al assets,
including validated model

Proposed Priority: 3

Sample Focus Area
Considerations: Maintain
protected, regularly tested
backups of critical Al assets,
including validated model

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
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Example Informative References:
NIST SP 800-53, Rev 5: CP-06; CP-
09

General Considerations:
Configuration of hyperparameters
to an Al system is critical to the
functionality of the system. These
configuration values are tracked,
versioned, and managed with the
same level of scrutiny afforded to
the software itself.

Example Informative References:
NIST SP 800-53, Rev 5: CM-01; CM-
02; CM-03; CM-04; CM-05; CM-06;
CM-07; CM-08; CM-09; CM-10;
CM-11

versions, clean training datasets,
and configuration files, to ensure
rapid recovery from data

poisoning or model compromise.

Example Informative References:
DASF 8, 15, 17, 20-22, 27-30, 41-
42; ATLAS AML.M0012; ATLAS
AML.M0024; ATLAS AML.M0025

Proposed Priority: 1

Sample Focus Area
Considerations: Al's performance
is closely linked with its
configuration settings. When
adding Al to a broader system,
these additional settings are also
tracked and managed.

Example Informative References:
DASF 3, 5-8, 10, 18-19, 21, 23-24,
28-29, 31-33, 35, 41-46, 51-53,
58, 60, 63, 64; ATLAS
AML.MO0005; ATLAS AML.M0012;
OWASP Conventional Runtime
Controls; ENISA Threat Landscape
2025

Defend

versions, clean training datasets,
and configuration files, to ensure
rapid recovery from data

poisoning or model compromise.

Example Informative References:

ENISA Threat Landscape
2025;DASF 17,38,50; ATLAS
AML.M0014; ATLAS AML.M0007

Proposed Priority: 1

Sample Focus Area
Considerations: Establish and
apply Al model configuration
management practices, such as
versioning and tracking model
configurations, prompts,
thresholds, and guardrail rules.

Example Informative References:

DASF 38,40,41; ATLAS
AML.MO0023; ATLAS AML.M0021

Example Informative References:

09;

NIST SP 800-53, Rev 5: CP-06, CP-

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
NIST SP 800-218 (all)

General Considerations: Regularly
check for and apply patches to Al
frameworks and software libraries,
both to defend the organization

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Proposed Priority: 3

Sample Focus Area
Considerations: Regularly check
for and apply patches to Al
frameworks and libraries to close

Proposed Priority: 1

Sample Focus Area
Considerations: Un-secure, un-
tested, and/or un-maintained
code could be targeted by Al-
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Secure

Defend

and to prevent attacks before they
happen.

Example Informative References:
NIST SP 800-53, Rev 5: CM-11;
MA-03(06); SA-10(01); SI-02; SI-07

Example Informative References:

DASF 13, 21, 23, 32, 38, 45, 53,
63; ENISA Threat Landscape
2025;
https://arxiv.org/html/2503.1191
7v3

vulnerabilities that could be
exploited during attacks.

Example Informative References:
DASF 32,37,41; ENISA Threat
Landscape 2025

enabled cyber-attacks. Additional
code scanning and replacement is
established in accordance with
vulnerability management to
maintain risk thresholds. Follow
procedures for maintaining
software through its lifecycle.

Example Informative References:
NIST SP 800-218 (all); NTIA SBOM
(all); Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3

PR.PS-03: Hardware is
maintained, replaced,
and removed
commensurate with risk

General Considerations: Al
introduces a demand for new sets
of hardware (accelerated
compute). Ensure that this new
hardware is regularly tested,
maintained, and updated to
minimize exposure to attacks.

Example Informative References:
NIST SP 800-53, Rev 5: CM-07 (09);
SA-10(03); SC-03(01); SC-39(01);
SC-49; SC-51

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 6, 10, 18-19, 29, 42, 59, 63;
OWASP Conventional Runtime
Controls; ENISA Threat Landscape
2025

Proposed Priority: 2

Sample Focus Area
Considerations: Frequently update
firmware and drivers for hardware
accelerators.

Example Informative References:
DASF 38-39; ENISA Threat
Landscape 2025; ATLAS
AML.M0016; AML.M0011

Proposed Priority: 1

Sample Focus Area
Considerations: Un-secure, un-
tested, and/or un-maintained
cyber physical hardware and
systems could be targeted by Al-
enabled attacks, additional
hardware scanning and
replacement is established to
maintain risk thresholds.

Example Informative References:
ATT&CK M1034

PR.PS-04: Log records are
generated and made
available for continuous
monitoring

General Considerations: Al
introduces new distinct
considerations across all focus
areas.

Example Informative References:
NIST SP 800-53, Rev 5: AU-02; AU-
03; AU-06; AU-07; AU-11; AU-12

Proposed Priority: 1

Sample Focus Area
Considerations: Al presents a
new set of metrics and
parameters that need to be
logged to have a complete
picture of the system. For

Proposed Priority: 1

Sample Opportunities: Leverage
Al to analyze and scan logs for
anomalous events automatically.
Utilize Al to compose information
from multiple sources. Logs should
show request data, response data,

Proposed Priority: 1

Sample Focus Area
Considerations: The scale and
speed are one such way Al-
enabled attacks may challenge
cybersecurity detection and
monitoring systems—continuous

60




NIST IR 8596 irpd (Initial Preliminary Draft)

December 2025

CSF 2.0 Core: PROTECT

General Considerations

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

Defend

instance, detection thresholds
and other inference time
parameters.

Example Informative References:
DASF 11-12, 14, 20-21, 23, 29, 32-
33, 35-37, 39-40, 42, 44-46, 55,
60; ATLAS AML.M0005; OWASP
Conventional Runtime Controls;
OWASP GenAl Security Project:
Monitor; ENISA Threat Landscape
2025; Al 100-2e2025

and whether responses matched
policy.

Sample Focus Area
Considerations: Confirm findings
with HITL reviews. Consider
protecting logs from tampering.

Example Informative References:
DASF 32,39,41; ENISA Threat
Landscape 2025; Al 100-2e2025

monitoring and logging will be
needed to identify new patterns of
Al-enabled tactics and techniques
for detection and defense.

Example Informative References:
Al 100-2e2025

PR.PS-05: Installation and
execution of
unauthorized software
are prevented

General Considerations: Do not
allow automatic download or
execution of code from any
system. Ensure all software is
scanned for malware and the
source of the software is properly
vetted.

Example Informative References:
NIST SP 800-53, Rev 5: CM-07(02);
CM-07(04); CM-07(05); SC-34

Proposed Priority: 2

Sample Focus Area
Considerations: Al agent systems
are sometimes allowed to
execute arbitrary code. In most
applications, this ability should be
curtailed, sandboxed, subject to
approval and monitoring, or
completely disallowed.

Example Informative References:
DASF 7, 10-11, 13, 18-19, 29, 36,
44,52, 54, 60; OWASP
Conventional Runtime Controls;
OWASP GenAl Security Project:
Monitor; OWASP LLM Top Ten:
LLMO3 Supply Chain

Proposed Priority: 2

Sample Focus Area
Considerations: Block unapproved
model downloads or helpful agent
scripts, ensuring that only vetted
and authorized components are
integrated into an Al defense
environment.

Example Informative References:
DASF 1, 40; ATLAS AML.M0011;
ATLAS AML.MO0013

Proposed Priority: 1

Sample Focus Area
Considerations: Un-authorized
and un-scanned code is one such
way that malicious Al-enabled
packages and malware can be
introduced into the system.
Maintain strict guidance on
downloading and installing
software into production systems
that may have access to other
assets on the system.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

PR.PS-06: Secure
software development
practices are integrated,
and their performance is
monitored throughout

General Considerations: Al
introduces a new set of security
metrics which extend beyond
normal software development.
These metrics are considered and

Proposed Priority: 2

Focus Area Consideration: Al
presents a new set of
performance considerations such

Proposed Priority: 2

Sample Focus Area
Considerations: Extend Al checks
to secure software development

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
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added to other security metrics
the organization is tracking.

Example Informative References:
NIST SP 800-53, Rev 5: SA-03; SA-
08; SA-10; SA-11; SA-15; SA-
15(13); SA-17; SA-24

General Considerations: Al's
ability to access new networks or
systems within a network should
be curtailed commensurate with
the functionality of the Al system
and the level of risk the
organization is willing to take.

NIST SP 800-53, Rev 5: AC-03; AC-
04; SC-04; SC-05; SC-07

Example Informative References:

as repeatability, potential, bias
towards certain inputs, and
contingencies in the face of
uncertainty model output.

Example Informative References:
NIST SP 800-218A; DASF 11, 19-
20, 23, 41, 45, 52, 59; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; OWASP
Model Input Confidentiality;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025;
https://arxiv.org/pdf/2504.11168
; Al 100-2e2025;
https://arxiv.org/html|/2503.1191
7v3

Proposed Priority: 2

Sample Focus Area
Considerations: Al as an agent
can attempt to access networks
and environments distinctly from
previously seen agents (people
and classically controlled bots). Al
agents’ access to networks and
environments should be
restricted by the principle of least

Focus Area Proposed Priorities & Considerations

Defend

practices by implementing prompt
tests, adversarial tests, and
evaluation gates; block
deployment if safety or quality
drops during performance
monitoring. Apply insights learned
from Al-enabled vulnerability
scanning tools to secure Al
systems and thwart Al-enabled
attacks.

Example Informative References:
DASF 38,41,45; ENISA Threat
Landscape 2025; ATLAS
AML.M000S8; ATLAS AML.M0003;
Al 100-2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Gate Al-initiated
network changes and privilege use
by implementing human approval
or policy-based checks.

Example Informative References:
DASF 38,40; ENISA Threat
Landscape 2025; ATLAS
AML.M0019; Al 100-2e2025;

Cybersecurity Al Profile
NIST Community Profile

Example Informative References:
https://arxiv.org/pdf/2504.11168

Proposed Priority: 1

Sample Focus Area
Considerations: Al-enabled
attacks will lower the barrier of
entry to gaining access to
networks and unauthorized access
and usage. Defenses should
prioritize additional layers of
security for endpoint detection
systems and credential and
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General Considerations Focus Area Proposed Priorities & Considerations

Secure

privilege and according to the
organization’s risk strategy.

Example Informative References:
DASF 1-5,7,9-11, 16, 18-19, 21,
23-24,28-34, 41, 43, 45-46, 52,
56-59, 64; ATLAS AML.MO0005;
ATLAS AML.M0012; OWASP Al
Exchange: Controls to Limit the
Effects of Unwanted Behavior;
OWASP Conventional Runtime
Controls; OWASP Al Exchange:
Model Access Control; OWASP Al
Exchange: Rate Limit; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025;
https://arxiv.org/pdf/2504.11168
; Al 100-2e2025;
https://arxiv.org/html|/2503.1191
7v3

Defend
https://arxiv.org/html|/2503.11917

v3

Thwart

identity management such as MFA
and Zero-Trust architectures.

Example Informative References:
Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3

General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: CP-02; PE-
09; PE-10; PE-11; PE-12; PE-13; PE-
14; PE-15; PE-18; PE-23

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 23, 45

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 17, 41; ATLAS AML.M0009;
ATLAS AML.MO0005

Proposed Priority: 2

Sample Focus Area
Considerations: Al-enabled
attacks can impact physical assets
(e.g., operational technologies).

Example Informative References:
Al 100-2e2025

General Considerations: Various
systems exist to increase the
resilience of Al models including
but not limited to backups, model

Proposed Priority: 2

Sample Focus Area
Considerations: It may be

Proposed Priority: 1

Sample Focus Area
Considerations: Implement Al-

Proposed Priority: 2

Sample Focus Area
Considerations: The speed and
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General Considerations

hardening, ensemble methods,
and automated failover.

Each system has its own
limitations which are understood.
These limitations inform proper
implementation.

Example Informative References:
NIST SP 800-53, Rev 5: CP; IR; SA-
08; SA-24; SC-06; SC-24; SC-36; SC-
39; SI-13;

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

difficult to create backup systems
or recreate data in the event of
Al failure. If an issue is identified
with a model, and that issue
exists in previous models as well
(such as being susceptible to
adverse input), it may be non-
trivial to create and deploy a new
model resilient to the newly
discovered issue.

Example Informative References:

DASF 3, 5, 19, 24, 34; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; OWASP
Model Input Confidentiality;
OWASP GenAl Security Project:
Monitor; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025; Al 100-
2e2025

Defend

specific resilience mechanisms,
such as model hardening (e.g.,
adversarial training), ensemble
methods, and automated failover
to trusted model versions, to
ensure continuous defense
operations during an adverse
event.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 38,39; ATLAS AML.M0003;
ATLAS AML.MO0006; Al 100-2e2025

Thwart

scale of Al-enabled cyber attacks
increase the importance of
implementing resiliency controls.

Example Informative References:
Al 100-2e2025

General Considerations: Al,
specifically deep neural networks,
can be some of the most intensive
computation workloads that are
performed on a day-to-day basis.
Several strategies can be used to
get more out of limited resources
(load balancing, queues,
parallelism, etc.) but for critical
applications, all these strategies
have drawbacks and instead it is
appropriate to have dedicated

Proposed Priority: 2

Sample Focus Area
Considerations: Organizations
account for Al resource needs as
workloads can be several orders
of magnitude more resource-
intensive than other non-Al
compute workloads.

Example Informative References:

DASF 5, 21, 23-24, v30, 34, 45;
OWASP Al Exchange: General

Proposed Priority: 2

Sample Opportunities: Al
forecasts hardware failures and
system degradation that may
affect defensive readiness.

Sample Focus Area
Considerations: Due to the
resource-intensive nature of Al
workloads, reserve compute for
Al-defense actions during
incidents.

Proposed Priority: 2

Sample Focus Area
Considerations: Al-enabled
attacks may increase the
resources required to properly
detect when and if those attacks
have occurred or are occurring.
This is especially important when
Al is implemented in cyber
defense capabilities. See Defend
for more considerations.
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compute infrastructure to
applications which require high
availability and low latency
responses.

Example Informative References:

NIST SP 800-53, Rev 5: CP-06; CP-
07; CP-08; PM-03; PM-09

Focus Area Proposed Priorities & Considerations

Secure

Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025; Al 100-2e2025

Defend

Example Informative References:
DASF 34,39,50; ENISA Threat
Landscape 2025; ATLAS
AML.M0004; ATLAS AML.M0017;
Al 100-2e2025

Example Informative References:
Al 100-2€2025
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2.6. Cyber Al Profile: DETECT

General Considerations

Table 4 Cyber Al Profile — DETECT.

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

DETECT (DE)

Possible cybersecurity attacks and compromises are found and analyzed

Continuous Monitoring
(DE.CM)

Assets are monitored to find anomalies, indicators of compromise, and other potentially adverse events

DE.CM-01: Networks and
network services are
monitored to find
potentially adverse
events

General Considerations: Al
introduces new distinct
considerations when securing
applications and using Al to
defend organizations.

Example Informative References:
NIST SP 800-53, Rev 5: AC-02; AU-
12; CA-07; CM-03; SC-05; SC-07;
SI-04

Proposed Priority: 2

Sample Focus Area
Considerations: Al system traffic
should be tracked, logged, and
monitored separately from other
network traffic. If an adverse
event occurs, it is easy to identify
the source as either human or Al
initiated.

Example Informative References:
DASF 3-5,7,9-11, 13, 18-19, 23-
24,29-31, 36, 41, 44-46, 52, 55-
56, 60, 62; ATLAS AML.M0012;
ATLAS AML.M0024; OWASP Al
Exchange: Controls to Limit the
Effects of Unwanted Behavior;
OWASP Conventional Runtime
Controls; OWASP Al Exchange:
General Governance Controls;
OWASP Al Exchange: Model
Access Control; OWASP GenAl
Security Project: Monitor;
OWASP Al Exchange: Rate Limit;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025;

Proposed Priority: 1

Sample Opportunities: Al
improves monitoring and
strengthens threat detection by
flagging anomalies, correlating
suspicious behaviors, and spotting
unusual patterns faster than
humans and other automated
tools.

Al agents, either separately or as a
team, can monitor networks,
validate defensive actions, and
improve detection accuracy while
reducing human workload.

Leverage Al to automatically track
and monitor network traffic (e.g.,
conducting nmap scans) in support
of detecting potentially adverse
events.

Capitalize on new monitoring and
analysis capabilities (e.g., user and
machine behavioral analysis, real-
time monitoring and response)
and identify Al capabilities that
can support organizations in

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend for additional guidance.

Example Informative References:
https://arxiv.org/html/2503.11917
v3
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

https://arxiv.org/htm|/2503.1191

V3

moving from a reactive defensive
mode to proactive (e.g., predictive
analysis).

Sample Focus Area
Considerations: Monitor and
manage agents for continued
effectiveness over time.

Example Informative References:
DASF 25,32,39,61; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html/2503.11917
v3

DE.CM-02: The physical
environment is
monitored to find
potentially adverse
events

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:

NIST SP 800-53, Rev 5: CA-07; PE-
03; PE-06; PE-20

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

OWASP Al Exchange: General
Governance Controls; ENISA
Threat Landscape 2025

Proposed Priority: 2

Sample Focus Area
Considerations: Al systems often
sit in GPU clusters or shared racks.
Monitor power, heat, and physical
access, as tampering with these
attributes can disable defenses.

Example Informative References:
DASF 32,39,41; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

DE.CM-03: Personnel
activity and technology
usage are monitored to
find potentially adverse
events

General Considerations: No
general considerations identified —
see Focus Area Considerations.

Example Informative References:

NIST SP 800-53, Rev 5: AC-02; AU-
12; AU-13; CA-07;

CM-10; CM-11

Proposed Priority: 2

Sample Focus Area
Considerations: Personnel usage
of internal and external Al tools
should be monitored to find
adverse events or sharing of
sensitive data.

Example Informative References:

DASF 5,7, 10-11, 13, 18-19, 23-

Proposed Priority: 3

Sample Opportunities: Al helps
analysts to solve problems by
handling common queries and
generating alert summaries, and
routing issues to the correct
analyst.

Al agents, either separately or as a
team, can monitor network,

Proposed Priority: 2

Sample Focus Area
Considerations: Personnel may be
subject to Al-enabled phishing or
deepfake attacks that could
introduce malware onto the
system.
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

24,29, 33, 36, 41-42, 44-46, 52-
53, 55, 64; ATLAS AML.M0024;
OWASP Al Exchange: Controls to
Limit the Effects of Unwanted
Behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
GenAl Security Project: Monitor;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025

validate defensive actions, and
improve detection accuracy while
reducing human workload.

Al catches credential misuse that
rules might miss by flagging
unusual authentication activity.

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 25,37,39; ENISA Threat
Landscape 202; Al 100-2e2025

Example Informative References:
https://arxiv.org/pdf/2305.06972;
Al 100-2e2025

DE.CM-06: External
service provider activities
and services are
monitored to find
potentially adverse
events

General Considerations: Some Al
applications may rely on third
party services. Use logging to
show requests, responses,
metadata, and relevant metrics.

Example Informative References:

NIST SP 800-53, Rev 5: CA-07; PS-
07; SA-04; SA-09; SI-04

Proposed Priority: 1

Sample Focus Area
Considerations: Many
organizations are relying on
external service providers for Al
services. Due to this, the
importance of monitoring
external service providers
remains high. Because the
methods of monitoring these
service providers remain the
same, there are no Al-specific
considerations.

Example Informative References:

DASF 7,10-11, 13, 18-19, 29, 36,
41, 44, 52, 60; ATLAS
AML.M0024; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; OWASP

Proposed Priority: 2

Sample Focus Area
Considerations: Many defense
tools call third-party Al APIs. These
APIs should be monitored to
identify potentially adverse
events.

Example Informative References:
DASF 25,39,41; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html/2503.11917
v3

Proposed Priority: 2

Sample Focus Area
Considerations: Third-party
services and providers may
introduce new vulnerabilities with
updates and/or patches to
software and systems that Al-
enabled cyber attacks could
identify and exploit. Additionally,
as the number of third-party
providers grows, the larger the
threat landscape for Al-enabled
cyber attacks to leverage without
proper management and
monitoring services and activities.

Example Informative References:
Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

GenAl Security Project: Monitor;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html/2503.1191
7v3

DE.CM-09: Computing
hardware and software,
runtime environments,
and their data are
monitored to find
potentially adverse
events

General Considerations: Because
Al can operate autonomously,
ensure that all internal Al systems
are properly monitored for
anomalous activity.

Example Informative References:
NIST SP 800-53, Rev 5: AC-04; AC-
09; AU-12; CA-07; CM-03; CM-06;
CM-10; CM-11; SC-34; SC-35; SI-
04; SI1-07

Proposed Priority: 1

Sample Focus Area
Considerations: Because Al can
autonomously create and
augment data as well as create
and execute its own code, new
monitoring is needed to track
actions taken by Al. Inputs to and
outputs from Al systems may be
monitored to detect adverse
events, such as monitoring for
adversarial inputs or anomalous
Al system behaviors. For human
initiated Al activities, standard
cybersecurity practices apply.

Example Informative References:
DASF 5, 7-8, 10-13, 18-20, 23-24,
29-31, 36, 4-42, 44-46, 51-53, 55-
56, 60; ATLAS AML.M0012; ATLAS
AML.M0024; OWASP Controls to
limit the effects of the unwanted
behavior; OWASP Conventional
Runtime Controls; OWASP Al
Exchange: General Governance
Controls; OWASP Al Exchange:
Model Access Control; OWASP
GenAl Security Project: Monitor;

Proposed Priority: 1

Sample Opportunities: Al
improves monitoring and
strengthens threat detection by
flagging anomalies, correlating
suspicious behaviors, and spotting
unusual patterns faster than
humans and other automated
tools.

A team of Al agents monitors
network, validate defensive
actions, and improve detection
accuracy while reducing human
workload.

Sample Focus Area
Considerations: Monitor Al
systems and their runtime
environments for anomalous
behaviors (e.g., unexpected file
writes, API calls, or generated
binaries) that may indicate
adversarial manipulation, data
exfiltration, or model exploitation.

Example Informative References:
DASF 25,39,41; ENISA Threat
Landscape 2025; ATLAS

Proposed Priority: 2

Sample Focus Area
Considerations: Al-enabled cyber
attacks may leverage local
compute resources to accomplish
their objectives. Monitor
resources and runtime
environments for anomalous
and/or adverse events.

Example Informative References:
Al 100-2e2025;
https://arxiv.org/html/2503.11917
v3
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html/2503.1191

3

AML.M0024; Al 100-2e2025;
https://arxiv.org/html/2503.11917
v3

Adverse Event Analysis
(DE.AE)

Anomalies, indicators of compromise, and other potentially adverse events are analyzed to characterize the ev

incidents

ents and detect cybersecurity

DE.AE-02: Potentially
adverse events are
analyzed to better
understand associated
activities

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AU-06; CA-
07; IR-04; SI-04

Proposed Priority: 2

Sample Focus Area
Considerations: Potentially
adverse events impacting Al
systems, such as instances of
adversarial inputs, are analyzed
to characterize the event and
associated activities.

Example Informative References:

DASF 7, 12-14, 16, 19, 23, 29, 31,
35-339, 42, 44, 46, 55-56, 59;
OWASP Conventional Runtime
Controls; OWASP Al Exchange:
General Governance Controls;
ENISA Threat Landscape 2025

Proposed Priority: 2

Sample Opportunities: Al
improves monitoring and
strengthens threat detection by
flagging anomalies, correlating
suspicious behaviors, and spotting
unusual patterns faster than
human and other automated
tools.

Al helps analysts to solve harder
problems by handling common
queries and generating alert
summaries, and routing issues to
the correct analyst).

Sample Focus Area
Considerations: When analyzing
potentially adverse events, human
review is needed to supplement
Al-defense actions and to avoid
noise chasing.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 25,32,39;

Proposed Priority: 2

Sample Focus Area
Considerations: Analyzing
potentially adverse events for
indicators of Al usage can aid
organizations in understanding
potential Al-enabled threats.
Standard cybersecurity practices
apply. See Defend for additional
guidance.

Example Informative References:
https://arxiv.org/html/2503.11917
v3
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

https://arxiv.org/html/2503.11917
v3

DE.AE-03: Information is
correlated from multiple
sources

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: AU-06; CA-
07; PM-16; IR-04; IR-05; IR-08; SI-
04

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 7, 12-14, 16, 19, 23, 29, 31,
35-37, 39, 42, 44, 46, 55-56, 59-
60; ATLAS AML.M0024; OWASP
Conventional Runtime Controls;
OWASP Al Exchange: General
Governance Controls; ENISA
Threat Landscape 2025;
https://arxiv.org/htm|/2503.1191

V3

Proposed Priority: 1

Sample Opportunities: Al
improves monitoring and
strengthens threat detection by
flagging anomalies, correlating
suspicious behaviors, and spotting
unusual patterns faster than
humans and other automated
tools.

A team of Al agents monitors
network, validate defensive
actions, and improve detection
accuracy while reducing human
workload.

Sample Focus Area
Considerations: The aggregation
of data from multiple log sources
enhances Al-cyber defenses in
detecting anomalous and
potentially adverse events.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 32,39,41;
https://arxiv.org/html/2503.11917
v3

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity patches apply.

Example Informative References:
https://arxiv.org/html|/2503.11917
v3

DE.AE-04: The estimated
impact and scope of
adverse events are
understood

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Proposed Priority: 1

Sample Focus Area
Considerations: Scope estimates
should be cross-checked with

Proposed Priority: 2

Sample Focus Area
Considerations: Understanding
the potential scope and scale of
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

Example Informative References:
NIST SP 800-53, Rev 5: PM-09; PM-
11; PM-18; PM-28; PM-30

Example Informative References:

DASF 13, 16, 19, 23, 31, 39, 56,
59-60; OWASP Al Exchange:
General Governance Controls;
OWASP LLM Top Ten: LLMO03
Supply Chain

ground truth data with human
review Al generated for accuracy.

Example Informative References:
DASF 32,39,41

Al-enabled cyber attacks better
positions the organization to
implement prevention and
resiliency measures.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

DE.AE-06: Information on
adverse events is
provided to authorized
staff and tools

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04; PM-
15; PM-16; RA-04; RA-10

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 7, 12-14, 16, 19, 23, 29, 35-
39, 42, 44, 46, 55-56, 59; ATLAS
AML.MO0024; ENISA Threat
Landscape 2025

Proposed Priority: 2

Sample Focus Area
Considerations: Explain and share
Al findings related to adverse
events, including context and
confidence scores.

Example Informative References:
DASF 25,32,39; ENISA Threat
Landscape 2025

Proposed Priority: 1

Sample Focus Area
Considerations: Al-enabled cyber
attacks may impact multiple
security and software teams, in
addition to third-party providers
and tools. To aid in prioritization
and scoped remediation, all teams
should be aware of adverse
events.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

DE.AE-07: Cyber threat
intelligence and other
contextual information
are integrated into the
analysis

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: PM-16; RA-
03; RA-10

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 7, 12-14, 16, 19, 23, 29, 31,
35-37, 39, 42, 44, 46, 55-56, 60-
61; OWASP Al Exchange: General
Governance Controls; OWASP

Proposed Priority: 2

Sample Opportunities: Al
improves monitoring and
strengthens threat detection by
flagging anomalies, correlating
suspicious behaviors, and spotting
unusual patterns faster than
humans and automated tools.

Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend for additional guidance.

Example Informative References:
https://arxiv.org/html|/2503.11917
v3
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

LLM Top Ten: LLMO3 Supply
Chain;
https://arxiv.org/html/2503.1191
V3

Al helps defenders by scanning
massive datasets and rapidly
analyzing large volumes of threat
intelligence to give defenders a
clear view of the threat landscape.

Al collects, formats, and shares
threat intelligence using standards
protocols (such as STIX and
OpenCTl) to ensure teams and
partners stay aligned.

Sample Focus Area
Considerations: Feed adversarial
ML research and Al red-team
reports into detection pipelines to
enhance detection capabilities and
support response and recovery
efforts.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 25;
https://arxiv.org/html|/2503.11917
v3

DE.AE-08: Incidents are
declared when adverse
events meet the defined
incident criteria

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04; IR-08

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 16, 19, 23, 39, 56, 59; ENISA
Threat Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 25,32,39; ENISA Threat
Landscape 2025

Proposed Priority: 2

Sample Focus Area
Considerations: Adjust thresholds
and maintain explainable
escalation criteria for declaring an
Al-enabled cyber attack.

Example Informative References:
Al-specific Example Informative
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

References pending additional
inputs.

2.7. Cyber Al Profile: RESPOND

CSF 2.0 Core: RESPOND

General Considerations

General Considerations:
Communicate with third party
service and data providers.

Example Informative References:

NIST SP 800-53, Rev 5: IR-06; IR-
07; IR-08; SR-03; SR-08

Table 5 Cyber Al Profile - RESPOND.

Focus Area Proposed Priorities & Considerations

Proposed Priority: 2

Sample Focus Area
Considerations: In instances
where third parties are being
used for Al services, it may be
appropriate to coordinate with
those parties when responding to
an incident to ensure the
appropriate incident response
activities are conducted and
appropriately coordinated
between parties. Incidents
related to data leakage may have
additional considerations based
on the nature of the data (e.g.,
leaking information that can
impact an individual’s privacy
may trigger breach notification

Defend

Proposed Priority: 2

Sample Opportunities: Al
supports automation for incident
responses like triage and
recommending containment steps
so teams can move faster and with
greater confidence during an
incident.

Sample Focus Area
Considerations: If defensive Al
actions rely on outside APIs or
datasets, coordinate with those
providers during incidents.

Example Informative References:
DASF 25,39,41; ENISA Threat
Landscape 2025; Al 100-2e2025;

Proposed Priority: 2

Sample Focus Area
Considerations: The speeds and
scale with which Al-enabled
attacks occur require more rapid
response and coordination with
any relevant third parties.

Example Informative References:
Al 100-2e2025;
https://arxiv.org/html|/2503.11917
v3
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General Considerations

Focus Area Proposed Priorities & Considerations

Secure

requirements under various
privacy laws and regulations).

Example Informative References:

DASF 39; OWASP Al Exchange:
General Governance Controls;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025; Al 100-2e2025;
https://arxiv.org/html|/2503.1191

3

Defend
https://arxiv.org/html|/2503.11917

v3

Thwart

General Considerations: Al-
related reports and Al-related
activities should be categorized
differently from other
activities/reports.

Example Informative References:

NIST SP 800-53, Rev 5: IR-04; IR-
05; IR-06

Proposed Priority: 2

Sample Focus Area
Considerations: Al presents new
threat vectors and attack
methods. Establish criteria for
triaging and validating Al-related
incidents.

Example Informative References:

DASF 7, 12-14, 16, 29, 35-38, 42,
44, 46, 55-56, 60; ENISA Threat
Landscape 2025

Proposed Priority: 1

Sample Opportunities: Al
supports automation for incident
responses like triage and
recommends containment steps
so teams can move faster and with
greater confidence during an
incident.

Sample Focus Area
Considerations: Incident reports
should be updated to reflect the
potential use of Al-enabled cyber
defense actions during incident
response. Human review and
validation are included in the
process to ensure appropriate
actions are taken.

Example Informative References:
DASF 12,37,39; ENISA Threat
Landscape 2025

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
the Defend Focus Area
Considerations for additional
guidance when Al-enabled
defenses are integrated into
incident response pipelines such
as for collecting incident data,
compiling, validating, and
providing reports.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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General Considerations

General Considerations: Al
introduces new distinct
considerations when securing
applications and when using Al to
defend organizations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04; IR-05

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure
Proposed Priority: 2

Sample Focus Area
Considerations: Because Al
presents new threat vectors and
attack methods, new
categorizations need to be
created for incidents which
capture this added dimension.

Example Informative References:

DASF 13, 39; ENISA Threat
Landscape 2025;
https://arxiv.org/html/2503.1191

Defend
Proposed Priority: 1

Sample Focus Area
Considerations: Integrate Al-
driven analytics into incident
categorization and prioritization to
identify and flag Al-influenced
events (e.g., adversarial attacks,
data poisoning) in real time.

Example Informative References:
DASF 25,39,41; ENISA Threat
Landscape 2025;
https://arxiv.org/html|/2503.11917

3

v3

Thwart
Proposed Priority: 1

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
the Defend Focus Area
Considerations for additional
guidance.

Example Informative References:
ATLAS AML.MO0015;
https://arxiv.org/html|/2503.11917
v3

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04; IR-
05; IR-06; IR-07

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 13, 39; ENISA Threat
Landscape 2025

Proposed Priority: 2

Sample Opportunities: Al can
facilitate decision-making
regarding when to escalate or
elevate incidents.

Sample Focus Area
Considerations: Review results of
Al incident classifications. If Al
misclassifies an incident or
incorrectly amplifies its impacts,
flag it early and escalate to human
analysts.

Example Informative References:
DASF 25,32,39; ENISA Threat
Landscape 2025; ATLAS
AML.MO0017

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Implement automated
actions such as blocking and/or
isolating systems in addition to Al-
enabled defenses to flag adverse
behaviors and events for
additional review.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04; IR-08

General Considerations: New
analysis tools may be needed to
capture the entire picture of Al
system attacks and Al system
defenses.

Example Informative References:
NIST SP 800-53, Rev 5: AU-07; IR-
04; S1-02(07)

Secure
Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 39; ENISA Threat Landscape
2025

Proposed Priority: 1

Sample Focus Area
Considerations: New expertise,
tools, and methods may be
needed to diagnosis more
complex attacks on Al such as
adversarial input.

Example Informative References:

DASF 39, 55; OWASP
Conventional Runtime Controls;
ENISA Threat Landscape 2025

Focus Area Proposed Priorities & Considerations

Defend
Proposed Priority: 2

Sample Focus Area
Considerations: Recovery may
include retraining or disabling Al
modules. Define triggers for when
to roll back an Al component.

Example Informative References:
DASF 38,39; ENISA Threat
Landscape 2025; ATLAS
AML.MO0008; ATLAS AML.M0014;
https://arxiv.org/html/2503.11917

v3

Proposed Priority: 1

Sample Focus Area
Considerations: Analyze Al-
specific artifacts (e.g., model logs,
inference tables, provenance data)
during an incident to establish the
root cause.

Example Informative References:
DASF 21, 37; ATLAS AML.M0024

Cybersecurity Al Profile
NIST Community Profile

Thwart

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend for additional guidance
such as implementing Al to help
identify and restore systems.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

Proposed Priority: 1

Sample Focus Area
Considerations: Incident analysis
explicitly searches for indicators of
adversary Al usage in the incident.
Al-enabled attacks may have
unique indicators or signatures
due to their speed and scale, and
their dynamic and optimized
nature. Adversary use of Al is
rapidly evolving and organizations
may need to track cyber threat
intelligence closely in order to
determine if/how Al was used in
the incident.

Example Informative References:
Al-specific Example Informative
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General Considerations Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

References pending additional
inputs.

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:

NIST SP 800-53, Rev 5: AU-07; IR-
04; IR-06

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 39, 55; OWASP
Conventional Runtime Controls;
OWASP GenAl Security Project:
Monitor; ENISA Threat Landscape
2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 25,39,41, ENISA Threat
Landscape 2025

Proposed Priority: 1

Sample Focus Area
Considerations: Incident response
activities and findings inform
future efforts to build resiliency
and support overall improvement
efforts (see also ID.IM-04).

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

General Considerations: Al may
result in capturing new types of
metadata (e.g., data versions,
inputs, hyperparameters).

Example Informative References:

NIST SP 800-53, Rev 5: AU-07; IR-
04; IR-06

Proposed Priority: 1

Sample Focus Area
Considerations: Al introduced
the need for dataset tracking and
versioning as well as
documentation of associated
metadata related to the model,
such as hyperparameters. The
parameters used to train the
model, when it was trained, and
what version of the dataset it
used are also relevant.

Example Informative References:

OWASP Conventional Runtime
Controls; OWASP GenAl Security
Project: Monitor; ENISA Threat
Landscape 2025

Proposed Priority: 2

Sample Focus Area
Considerations: Preserve logs,
inputs, outputs, and decision
chains of Al systems to ensure
provenance and improving future
Al-driven response actions.

Example Informative References:

DASF 25,39,41; ENISA Threat
Landscape 2025; ATLAS
AML.MO0024 (Al Telemetry

Logging)

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend Considerations for
additional guidance.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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General Considerations: No
general considerations
identified—see Focus Area
Considerations.

NIST SP 800-53, Rev 5: IR-04; IR-
08; RA-03; RA-07

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

NIST SP 800-53, Rev 5: IR-04; IR-
06; IR-07; SR-03; SR-08

Example Informative References:

Example Informative References:

Secure
Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 13, 39; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 7, 12, 14, 29, 35-37, 39, 42,
46, 55; OWASP Al Exchange:
General Governance Controls;
OWASP LLM Top Ten: LLMO3
Supply Chain; ENISA Threat
Landscape 2025

Focus Area Proposed Priorities & Considerations

Defend
Proposed Priority: 3

Sample Focus Area
Considerations: Estimate and
validate the magnitude of an Al-
influenced incident by assessing
the scope of adversarial impact on
model integrity, the quantity of
exposed sensitive data (e.g.,
training data leakage), and the
duration of model availability loss.

Example Informative References:
DASF 25,32,41; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Notification
processes are established for Al-
related incidents (e.g., adversarial
attacks, unexpected model
failures) to rapidly inform internal
teams and external suppliers of
incidents, such as compromised
models or data. Establish criteria
for determining when incident
notifications can be autonomously
delivered and when they require
human review first (e.g.,
notifications regarding incidents

Cybersecurity Al Profile
NIST Community Profile

Thwart

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
Understanding the magnitude of
actual incidents informs priorities
for implementing future resiliency
measures. See Defend
Considerations for additional
guidance.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

79




NIST IR 8596 irpd (Initial Preliminary Draft)
December 2025

CSF 2.0 Core: RESPOND General Considerations

Cybersecurity Al Profile
NIST Community Profile

Focus Area Proposed Priorities & Considerations

Secure

Defend

that may have legal or compliance
implications may require human
review before they are sent).

Example Informative References:
ENISA Threat Landscape 2025;
DASF 25, 41; ENISA Threat
Landscape 2025 ATLAS
AML.M0024;

Thwart

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

NIST SP 800-53, Rev 5: IR-04; IR-
06; IR-07; SR-03; SR-08

Example Informative References:

Proposed Priority: 3
Sample Focus Area

Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 7, 12, 14, 29, 35-37, 39, 42,
46, 55; OWASP Al Exchange:
General Governance Controls;
OWASP LLM Top Ten: LLMO03
Supply Chain; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Opportunities: Al
supports reporting by drafting
clear incident summaries and
compliance reports, organizing
evidence, and producing
standardized documentation to
recuse workload of analysts.

Al formats, and shares threat
intelligence using standards
protocols (such as STIX and
OpenCTl) to ensure teams and
partners stay aligned.

Al translates complex technical
data into clear business language
by summarizing technical risks into
concise insights and helping
executives make informed risk
decisions.

Sample Focus Area
Considerations: Establish
protocols for sharing Al-specific
threat intelligence and incident
metrics (e.g., adversarial inputs)

Proposed Priority: 3
Sample Focus Area

Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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General Considerations: No
general considerations identified -
see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04

Secure

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
(Rationale) Because Al-initiated
incidents can move at faster-
than-human speeds, the
importance of containing such
incidents is elevated. However,
the methods of containing these
incidents remain the same.

Example Informative References:

DASF 39; ENISA Threat Landscape
2025;
https://arxiv.org/pdf/2303.00654

Focus Area Proposed Priorities & Considerations

Defend

with internal developers and
external partners for coordinated
defense hardening.

Example Informative References:
DASF 25,32,41; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Opportunities: Al
supports automation for incident
responses like triage and
recommending containment steps,
so teams can move faster during
an incident.

Sample Focus Area
Considerations: Containment
procedures include Al-specific
steps, such as rapidly disabling the
autonomy/privileges of a
compromised Al agent to a
validated, trusted state.

Example Informative References:
DASF 25,32,39,41; ENISA Threat
Landscape 2025

Cybersecurity Al Profile
NIST Community Profile

Thwart

Proposed Priority: 2

Sample Focus Area
Considerations: Al-enabled cyber-
attacks could adapt to avoid
detection or create patterns of
attacks that make detection
difficult—leverage mitigations to
block and/or isolate systems to
ensure Al-enabled attacks cannot
proliferate within the system. See
Defend Considerations for
additional guidance.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Proposed Priority: 3

Sample Opportunities: Al
supports automation for incident
responses, like triage and
recommending containment steps,

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.
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Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

Example Informative References:
NIST SP 800-53, Rev 5: IR-04

Example Informative References:
DASF 39; ENISA Threat Landscape
2025

so teams can move faster during
an incident.

Sample Focus Area
Considerations: Eradication
addresses the root cause of Al-
enabled compromise, including
poisoned training data, patching
vulnerable Al libraries, and fully
revoking access from adversarial
tools.

Example Informative References:
DASF 25,32,41; ENISA Threat
Landscape 2025

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

2.8. Cyber Al Profile: RECOVER

CSF 2.0 Core: RECOVER

General Considerations

Table 6 Cyber Al Profile - RECOVER.

Focus Area Proposed Priorities & Considerations

Secure

Defend

Thwart

RECOVER (RC)

Assets and operations affected by a cybersecurity incident are restored

Incident Recovery Plan
Execution (RC.RP)

Restoration activities are performed to ensure operational availability of systems and services affected by cybersecurity incidents

RC.RP-01: The recovery
portion of the incident
response plan is executed
once initiated from the
incident response
process

General Considerations: Recovery
of an Al-related incident may not
be straightforward. Extra
considerations for Al may be
needed. The complexity of
recovery depends on the type of

Proposed Priority: 2

Sample Focus Area
Considerations: Recovery efforts
for Al systems introduces
complications that may not be
necessary for recovery efforts for

Proposed Priority: 2

Sample Opportunities: Al
accelerates recovery by calculating
which systems to restore first,
tracking progress, and drafts clear

Proposed Priority: 2

Sample Focus Area
Considerations: Recovery may
require software patches and/or
updates, change of passwords,
installation of new or updated
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Focus Area Proposed Priorities & Considerations

Defend

attack, the type of model, and the
severity of the incident instance.
In the simplest of cases, recovery
may consist of a data restoration
from backups, a software update,
or updating credentials. In more
complicated cases, an organization
may need to roll back to older
versions of the software system. In
the most complicated of cases, it
may require completely retraining
the model.

Example Informative References:
NIST SP 800-53, Rev 5: CP-10; IR-
04; IR-08

other types of systems (e.g.,
retraining a model).

Example Informative References:

DASF 39; ENISA Threat Landscape
2025

updates to keep stakeholders
informed.

Sample Focus Area
Considerations: Recovery
activities include evaluating
whether Al-related cyber defense
capabilities have returned to a
reliable state. Recovery may
require retraining models or
rolling back to a safer checkpoint.

Example Informative References:
DASF 38,39,50; ENISA Threat
Landscape 2025; ATLAS
AML.MO0008;
https://arxiv.org/pdf/2505.14835

anti-virus and/or firewall
protections.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

RC.RP-02: Recovery
actions are selected,
scoped, prioritized, and
performed

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: CP-10; IR-
04; IR-08

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 39; ENISA Threat Landscape
2025

Proposed Priority: 1

Sample Opportunities: Al
accelerates recovery by calculating
which systems to restore first,
tracking progress, and drafts clear
updates to keep stakeholders
informed.

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 38,39,50; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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Focus Area Proposed Priorities & Considerations

Defend

RC.RP-03: The integrity of
backups and other
restoration assets is
verified before using
them for restoration

General Considerations: Regularly
conduct tests on backups and
previous models to detect concept
drift or other forms of model
degradation.

Example Informative References:
NIST SP 800-53, Rev 5: CP-02; CP-
04; CP-09

Proposed Priority: 2

Sample Focus Area
Considerations: Model data may
be responsible for an incident. In
this case, data may need to be
changed or augmented to patch
the vulnerability.

Example Informative References:

DASF 8, 31, 41; ATLAS
AML.M0012; Al 100-2e2025

Proposed Priority: 2

Sample Focus Area
Considerations: Assure the
integrity of Al components by
testing model and dataset backups
for poisoning or drift.

Example Informative References:
DASF 43,47; Al 100-2e2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend Considerations for
additional guidance.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

RC.RP-04: Critical mission
functions and
cybersecurity risk
management are
considered to establish
post-incident operational
norms

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example

Informative References: NIST SP
800-53, Rev 5: PM-08; PM-09; PM-
11; IR-01; IR-08

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

OWASP Al Exchange: General
Governance Controls; OWASP
LLM Top Ten: LLMO3 Supply
Chain; ENISA Threat Landscape
2025

Proposed Priority: 2

Sample Opportunities: Al
forecasts hardware failures and
system degradation that may
affect defensive readiness.

Sample Focus Area
Considerations: After an incident,
evaluate how Al defense systems
performed (e.g., detecting
accuracy, FPs) and determine how
Al can assist in refining post-
incident operational norms

Example Informative References:
DASF 39,50; ENISA Threat
Landscape 2025; OWASP Al
Exchange: How about Responsible
or Trustworthy Al?; ATLAS
AML.MO000S;

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend Considerations for
additional guidance.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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Focus Area Proposed Priorities & Considerations

Defend

RC.RP-05: The integrity of
restored assets is verified,
systems and services are
restored, and normal
operating status is
confirmed

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: CP-10

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 31

Proposed Priority: 3

Sample Opportunities: Al
accelerates recovery by calculating
which systems to restore first,
tracking progress, and drafts clear
updates to keep stakeholders
informed.

Sample Focus Area
Considerations: Verify the
integrity of restored Al
components (models, training
data) for compromise (e.g.,
residual poisoning) and validate
that the restored Al defense
system operates at expected
performance (e.g., model
accuracy, FP rate) before
confirming normal operational
status.

Example Informative References:
DASF 43,47; ATLAS AML.M0014;
ATLAS AML.MO0008; ENISA Theat
Landscape 2025;
https://arxiv.org/pdf/2505.14534v
1

Proposed Priority: 2

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend Considerations for
additional guidance.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

RC.RP-06: The end of
incident recovery is
declared based on
criteria, and incident-
related documentation is
completed

General Considerations: No
general considerations identified
—see Focus Area Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04; IR-08

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

ENISA Theat Landscape 2025

Proposed Priority: 3

Sample Opportunities: Conduct
reporting (e.g., writing after action
reports and client monitoring
outputs).

Sample Focus Area
Considerations: Documentation

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply. See
Defend Considerations for
additional guidance.
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Focus Area Proposed Priorities & Considerations

Defend

includes Al-specific artifacts (e.g.,
model logs, provenance records)
and a final post-mortem detailing
how Al defense systems
performed and how adversarial
vectors (e.g., prompt injection)
were mitigated or defeated.

Example Informative References:
DASF 39,50; ATLAS AML.M0024;
ATLAS AML.MO0025; ENISA Theat
Landscape 2025

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.

Incident Recovery
Communication (RC.CO)

Restoration activities are coordinate

d with internal and external parties

RC.CO-03: Recovery
activities and progress in
restoring operational
capabilities are
communicated to
designated internal and
external stakeholders

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: IR-04; IR-
06; SR-08

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 31, 39; OWASP Al
Exchange: General Governance
Controls; OWASP LLM Top Ten:
LLMO3 Supply Chain; ENISA
Threat Landscape 2025

Proposed Priority: 3

Sample Opportunities: Al
accelerates recovery by calculating
which systems to restore first,
tracking progress, and drafts clear
updates to keep stakeholders
informed.

Sample Focus Area
Considerations: Communication
during Al-related recovery informs
stakeholders of the model’s status
(e.g., restored model version) and
the expected delay in reenabling
automated defense capabilities.

Example Informative References:
ENISA Threat Landscape 2025;
DASF 39;

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
https://arxiv.org/html|/2503.11917
v3
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General Considerations
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Focus Area Proposed Priorities & Considerations

Defend

https://arxiv.org/html/2503.11917
v3

RC.CO-04: Public updates
on incident recovery are
shared using approved
methods and messaging

General Considerations: No
general considerations
identified—see Focus Area
Considerations.

Example Informative References:
NIST SP 800-53, Rev 5: CP-02; IR-
04;

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:

DASF 31, 39; ENISA Threat
Landscape 2025

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
DASF 25,32,39,41; ENISA Threat
Landscape 2025; ATLAS
AML.MO0002

Proposed Priority: 3

Sample Focus Area
Considerations: Standard
cybersecurity practices apply.

Example Informative References:
Al-specific Example Informative
References pending additional
inputs.
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Appendix A. List of Symbols, Abbreviations, and Acronyms
Al
Artificial Intelligence

AIBOM
Artificial Intelligence Bill of Materials

Al RMF
Artificial Intelligence Risk Management Framework

API
Application Programming Interface

APT
Advanced Persistent Threat

BDA
Big Data Analytics

Ciso
Chief Information Security Officer

cMMC
Cybersecurity Maturity Model Certification

CMMI
Capability Maturity Model Integration

col
Community of Interest

COSAIS
Control Overlays for Securing Al Systems

CPS
Cyber-Physical System

CPRT
Cybersecurity and Privacy Reference Tool

CSF
Cybersecurity Framework

CTI
Cyber Threat Intelligence

DDoS
Distributed Denial-of-Service

DFARS
Defense Federal Acquisition Regulation Supplement

EOL
End-of-Life

FedRAMP
Federal Risk and Authorization Management Program

FN
False Negative

FP
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False Positive

GenAl
Generative Artificial Intelligence

GPU
Graphics Processing Unit

HITL
Human-in-the-loop

ICS
Industrial Control Systems

IDS
Intrusion Detection Systems

loT
Internet of Things

IR
Informative Reference

ISAC
Information Sharing and Analysis Center

ISAO
Information Sharing and Analysis Organization

ITL
Information Technology Laboratory

LLM
Large Language Model

MFA
Multi-Factor Authentication

ML
Machine Learning

NCCoE
National Cybersecurity Center of Excellence

NIST
National Institute of Standards and Technology

OpenCTI
Open Cyber Threat Intelligence

OSINT
Open Source Intelligence

Pl
Personally Identifiable Information

RL
Reinforcement Learning

RMF
Risk Management Framework

Saas
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Software as a Service

SARSA
State-Action-Reward-State-Action

SBOM
Software Bill of Materials

SP
Special Publication

sQL

Structured Query Language

STIX
Structured Threat Information eXpression

TPU
Tensor Processing Unit

UEBA
User and Entity Behavior Analytics
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875  Appendix B. Glossary

876  This appendix will include terms defined and explained to facilitate a reader’s comprehension
877  of the report.
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Appendix C. Cybersecurity Framework 2.0 Overview

This Community Profile is based on the NIST Cybersecurity Framework (CSF) 2.0, which provides
a flexible and risk-based approach to managing cybersecurity. The CSF helps organizations of
any size, sector, or level of cyber maturity address their unique cybersecurity risks while
improving communication and collaboration across stakeholders.

The CSF Core is a taxonomy of high-level cybersecurity outcomes that can help organizations
manage their cybersecurity risks. The Core components are a hierarchy of Functions,
Categories, and Subcategories that detail each outcome. These outcomes can be understood by
a broad audience, including executives, managers, and practitioners, regardless of their
cybersecurity expertise.

The CSF Core Functions (Govern, ldentify, Protect, Detect, Respond, Recover) organize
cybersecurity outcomes at their highest level. The Core then identifies underlying Categories
and Subcategories for each Function. The six Functions of the CSF 2.0 Core are composed of 22
Categories, which are further broken down into 106 Subcategories of more specific outcomes.
The Core structure is depicted in Fig. 3 below.

Cybersecurity Framework Core

|
] | | | |
Functions ‘ Categories ‘ Subcategories
i | |
Govern
. < 3
Identify
| I
Protect
I < I
Detect
| I
Respond
|
[
Recover

Fig. 3: CSF Core Structure

Sections 2.3-2.8 contain the descriptions of the CSF Functions, Categories, and Subcategories
that are relevant to the Cyber Al Profile. Additionally, the NIST CSF website provides
supplemental resources to help organizations understand, adopt, and use the CSF and achieve
the desired outcome of each Subcategory, including Implementation Examples and Informative
References. Communities and organizations can choose to add their own Implementation
Examples and Informative References that are unique to their environment in the future.
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Appendix D. How to Use the Cyber Al Profile

The Cyber Al Profile is designed to support an organization’s cybersecurity program with
understanding cybersecurity-related opportunities for implementing Al capabilities and
managing new cybersecurity risks introduced by Al systems, regardless of where they are on
their Al journey. Use of the Cyber Al Profile will:

e Provide organizations with proposed priorities for achieving the outcomes described in
of the CSF Core;

e Assist organizations in understanding how Al advances can enhance approaches to
cybersecurity risk management;

e Assist organizations in understanding where Al advances may introduce new
cybersecurity risks; and

e Provide a common approach for discussing the nexus of cybersecurity and Al.

The Cyber Al Profile provides guidance that can be adapted based on an organization’s maturity
level, available resources, needs, and goals. For example, an organization may want to
prioritize, remove, or add Focus Areas. An organization may also adjust the proposed priorities
of the Subcategories, or choose a different prioritization schema.

The Cyber Al Profile provides an informed starting point for organizations to identify and
address desired cybersecurity outcomes for Al. An organization can use the information in the
Cyber Al Profile to support risk management activities, such as:

e Benchmarking internal progress against community priorities and considerations (e.g.,
when creating or updating a Current Profile);

e Informing Target Profile(s);

e Communicating the significance of impacts when analyzing the gaps between Current
and Target Profiles;

e Facilitating decision making when allocating budget, personnel, and other resources;

e Determining which cybersecurity outcomes are most important to assess and validate
as part of the organization’s cybersecurity risk management program;

e Developing implementation and action plans; and
e Communicating expectations with vendors, partners, and other external stakeholders.

While the Cyber Al Profile provides insights to help organizations make decisions, it is up to
each organization to determine its priorities and how to achieve the outcomes in the CSF Core.
For example, organizations may choose to address one Focus Area at a time, instead of all three
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932 atonce. Organizations may also make decisions like addressing only the High Priority (1)
933  Subcategories first, before addressing the others.
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